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Abstract

With the increasing personalization of the Web, many websites allow users
to create their own personal accounts. This has resulted in Web users often
having many accounts on different websites, to which they need to authen-
ticate in order to gain access. Unfortunately, there are several security
problems connected to the use and re-use of passwords, the most prevalent
authentication method currently in use, including eavesdropping and replay
attacks.

Several alternative methods have been proposed to address these short-
comings, including the use of hardware authentication devices. However,
these more secure authentication methods are often not adapted for mobile
Web users who use different devices in different places and in untrusted
environments, such as public Wi-Fi networks, to access their accounts.

We have designed a method for comparing, evaluating and designing au-
thentication solutions suitable for mobile users and untrusted environments.
Our method leverages the fact that mobile users often bring their own cell
phones, and also takes into account different levels of security adapted for
different services on the Web.

Another important trend in the authentication landscape is that an in-
creasing number of websites use third-party authentication. This is a solu-
tion where users have an account on a single system, the identity provider,
and this one account can then be used with multiple other websites. In
addition to requiring fewer passwords, these services can also in some cases
implement authentication with higher security than passwords can provide.

How websites select their third-party identity providers has privacy and
security implications for end users. To better understand the security and
privacy risks with these services, we present a data collection methodology
that we have used to identify and capture third-party authentication usage
on the Web. We have also characterized the third-party authentication
landscape based on our collected data, outlining which types of third-parties
are used by which types of sites, and how usage differs across the world.
Using a combination of large-scale crawling, longitudinal manual testing,
and in-depth login tests, our characterization and analysis has also allowed
us to discover interesting structural properties of the landscape, differences
in the cross-site relationships, and how the use of third-party authentication
is changing over time.

Finally, we have also outlined what information is shared between web-
sites in third-party authentication, defined risk classes based on shared data,
and profiled privacy leakage risks associated with websites and their identity
providers sharing data with each other. Our findings show how websites can
strengthen the privacy of their users based on how these websites select and
combine their third-parties and the data they allow to be shared.





Populärvetenskaplig sammanfattning

Allt fler människor tillbringar stora delar av sina liv p̊a Internet för att ar-
beta, uträtta myndighetsärenden, sköta sin ekonomi och umg̊as med vänner.
Ofta när vi talar om Internet i dagligt tal menar vi World Wide Web
(WWW), webben, som best̊ar av en mängd mer eller mindre sammanlänkade
webbsidor där Google och Facebook är n̊agra av de mest populära. Fr̊an att
ha best̊att till största delen av statisk information har webben nu utvecklats
till att blir mer personlig. Många webbsidor l̊ater sina användare registrera
ett personligt konto för att kunna skapa sig en personlig profil med eget
inneh̊all p̊a webbsidan, samt anpassa webbsidan utifr̊an sina önskem̊al. Per-
sonliga konton är centrala för sociala nätverk som Facebook, men används
även av exempelvis nyhetssidor p̊a vilka användaren kan logga in för att
kommentera och dela nyhetsartiklar.

Att webben blir mer personlig har ocks̊a lett till att många användare
har ett flertal konton p̊a olika webbsidor att h̊alla reda p̊a. För att logga in
p̊a sitt personliga konto måste användaren autentiseras, det vill säga, bevisa
att hon/han är den rättmätiga ägaren av kontot. Detta g̊ar ofta till s̊a att
användaren skriver in sitt användarnamn och ett lösenord. Förutom att det
är besvärligt för användaren att minnas sina lösenord till alla olika konton,
finns det många säkerhetsproblem med att använda lösenord för autentise-
ring p̊a webben. Trots det är användandet av lösenord den vanligaste formen
av webbautentisering p̊a grund av sin enkelhet.

Säkrare alternativ till lösenord existerar, till exempel används eng̊angs-
koder och s̊a kallade bankdosor till mer säkerhetskritiska tjänster p̊a webben,
men dessa lösningar är sällan enkla nog för att kunna användas dagligen
till mindre kritiska tjänster. Dessa säkrare lösningar kräver även ofta att
användaren har n̊agon ytterligare utrustning, t.ex. en bankdosa, tillgänglig
vid varje inloggning. Lösningarna är heller inte anpassade till att dagens
användare är mobila och förflyttar sig mellan olika platser, använder
oskyddade och op̊alitliga tr̊adlösa nätverk och även loggar in p̊a webbsidor
fr̊an olika datorer, mobiltelefoner och surfplattor. Lösningar för autentiser-
ing som passar mobila användare i dessa op̊alitliga miljöer behöver vara lika
enkla som lösenord, men säkrare, och inte kräva n̊agon extrautrustning som
användaren inte normalt bär med sig.

Vi har skapat en metod för att jämföra, utvärdera och designa autenti-
seringslösningar som passar för mobila användare i otillförlitliga miljöer. Vi
har fokuserat p̊a lösningar där en mobiltelefon används i autentiseringen,
t.ex. för att lagra eng̊angslösenord, eftersom användare idag ofta bär med
sig sin telefon. Vi tar ocks̊a hänsyn till att olika tjänster p̊a webben kan
behöva olika niv̊aer av säkerhet.

Ett populärt alternativ till att användaren loggar in p̊a varje enskild
webbsida är att istället använda tredjepartsautentisering. D̊a kan användaren
logga in p̊a flera olika webbsidor genom att autentisera sig mot en s̊a kallad
third-party identity provider (IDP), en tredjepartstjänst som tillhandah̊aller



användarens identitet. Genom att använda en IDP behöver användaren
logga in mer sällan och p̊a färre platser. Därför kan mer komplicerade
lösenord eller säkrare metoder för autentisering användas.

P̊a de webbsidor som l̊ater användaren logga in med en IDP kan använd-
aren ofta välja vilken IDP de vill logga in med bland olika alternativ. Vi
har undersökt vilka olika IDPer som finns och vilka kombinationer av dessa
som användare kan välja mellan. Denna kartläggning har vi gjort genom
att designa verktyg som automatiskt undersöker ett stort antal webbsidor.
Vi har även gjort fallstudier och manuella studier över flera års tid, för att
se hur olika webbsidor väljer och kombinerar de IDPer som deras användare
erbjuds att logga in med.

Vid inloggning med IDP delas ofta information mellan IDPn och webb-
sidan som användaren vill logga in p̊a. Denna information kan best̊a av
personuppgifter, personliga bilder och information som tillhör användarens
vänner. Vi har därför även kartlagt hur denna information kan spridas mel-
lan IDPer och de sidor som använder dem. S̊adan informationsspridning kan
leda till att användares privata information faller i fel händer och i slutänden
till allvarliga problem som identitetsstöld.

Sammanfattningsvis presenterar vi bidrag för hur webbautentisering kan
designas för att passa mobila användare i otillförlitliga miljöer. Vi har ocks̊a
undersökt hur trejdepartsautentisering används p̊a webben, vilka typer av
webbsidor som använder s̊adan autentisering, vilken information dessa sidor
delar och hur detta p̊averkar användares säkerhet och privatliv.
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Chapter 1

Introduction

Today, users typically access their information from different devices and
places. The users therefore need to be able to create, modify and share
their own documents, calendars and other information, as well as access
information created and shared by others. This has resulted in more and
more information being stored online; e.g., on websites and in cloud-based
services. With the increasing popularity of social networks, a rich set of user
data is stored on the Web [1].

The personal information available on the Web is a popular target for
attackers who steal personal data in order to blackmail or impersonate
users [2, 3]. A common problem, related to impersonation, is identity theft,
leading to economical and reputational loss for the user [4].

To access their personal data on the Web, a user must be authenticated,
meaning that they have claimed their identity and therefore have the right
to access the specified resources [5]. With the increasing problems of iden-
tity theft and other privacy risks on the Web, there are many interesting
challenges when designing secure, yet usable, authentication for Web users.

1.1 Motivation

Web authentication is becoming more widely used with the increased per-
sonalization of the Web, and poses specific problems and challenges. Since
websites are reachable worldwide, the generation, distribution and revoca-
tion of credentials is mainly done online. Therefore, authentication must be
secure, but must also be available from different devices and places.

Another problem with Web authentication is that users often have ac-
counts on many different websites, making it difficult for the user to remem-
ber their login credentials (e.g., passwords). Remembering many passwords
creates a large cognitive load for the user [6]. Therefore, users are likely
to try to simplify the login process, if possible, by reusing credentials and
selecting weak credentials, which are easy to remember [7]. Even if there are
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CHAPTER 1. INTRODUCTION

many alternatives that are more secure [8], password-based authentication
is by far the most common type of Web authentication. The high usage
of weak authentication methods has resulted in a large worldwide attack
surface and several security problems [9]. The problem with weak authen-
tication methods being vulnerable to attacks is a well-known challenge in
Web authentication. Popular solutions include (1) use of stronger and more
secure authentication methods [10, 11], and (2) use of a trusted third-party
to which a user authenticates to get access to multiple websites [12,13], thus
mitigating the problem with password reuse and many account details to
remember. We now present a set of known challenges with Web authenti-
cation, as well as with various solutions that have been proposed.

1.1.1 Challenges with Web Authentication

Authentication methods that are more secure than passwords are not always
suitable for the Web. For example, some such methods require in-person en-
rollment [5]. Furthermore, these methods often require additional hardware,
which the user needs to carry with them, and which may be time-consuming
and complicated to use. Therefore, such methods are normally used mainly
for security-critical applications, such as online banking [14].

When designing and comparing authentication solutions for websites, the
most secure authentication solution may not be the most suitable solution.
For a website on which the user logs in often, the usability aspect is equally
important. Authentication solutions that combine security with ease-of-use
are, unfortunately, rare [15].

1.1.2 Challenges with Mobility and Trust

Additional equipment is especially a problem when considering mobile users
who access websites from different devices and places. A challenge with mo-
bile users, compared to users using the same device from the same place at
each login, is that the mobile users cannot always bring and/or connect ad-
ditional equipment when authenticating [14]. For authentication solutions
that are both secure and feasible to use for mobile users, devices which
the users already carry, such as mobile phones, are gaining popularity [16].
However, there are challenges in designing authentication solutions in which
mobile phones are used as authentication devices. Mobile phones have many
communication channels, and these channels can be used for strengthening
security, but they also introduce new security problems. For example, ma-
licious software can spread via different communication channels which the
device provides, such as Wi-Fi, a GSM connection or BlueTooth. Because
of this, authentication solutions with mobile phones become complex and
therefore difficult to compare to each other.

A related problem is that mobile users are likely to use potentially un-
trusted computers and authenticate in an untrusted environment, e.g., on
an open wireless network. Authentication solutions that are feasible in a

2



CHAPTER 1. INTRODUCTION

Figure 1.1: Examples of an untrusted computer and authentication devices

trusted environment may not be good options in an untrusted environment,
due to the increased risk of attacks. Figure 1.1 illustrates a scenario with
a computer in an untrusted environment. The figure shows how a nearby
attacker can eavesdrop on the user in a public environment and capture au-
thentication information, such as passwords. If the information can only be
used once, during a limited time period, the risk for replay attacks is lower
than if the information is reused, as is the case with reusable passwords [5].
Wired and wireless network connections, as well as screen radiation, can
also be eavesdropped by an attacker and reveal authentication information.
Hardware devices such as smart cards and USB-sticks can be used in an
authentication solution to provider stronger authentication, but have the
disadvantage that the user needs to remember to bring their devices when
needed. Also, if using a public computer, the user may not be allowed to
connect additional devices, or to install software used for authentication.
Therefore, the types of hardware devices that can be used are limited. Also,
the computer itself may be compromised by malicious software and therefore
untrusted.

1.1.3 Challenges with Third-Parties

Besides the challenges with mobile users in untrusted environments, and
with Web authentication in general, there are also interesting challenges
with third-party authentication. Originally, third-party authentication was
designed to solve the problem with users having many accounts to remember,
by allowing the user to authenticate with a third-party website instead of
with each website. Since the user logs in on fewer places, the third-party
can potentially use stronger authentication [17].

However, since the identity provider gives access to several services, it
can become a single point of failure in case of an attack. Identity providers
also need to take mobility and untrusted environments into account, because
if the user cannot authenticate to the identity provider, they will be locked
out of a large number of their website accounts [18].

3



CHAPTER 1. INTRODUCTION

Third-party identity providers are interesting when designing Web au-
thentication, since they are not as security critical as banking solutions,
but still privacy critical. Third-parties give access to a large set of sites,
which share and store a large set of potentially sensitive information [19].
A problem with third-party authentication is that only a few large websites
are currently used as third-party identity providers, and these sites are not
using strong authentication. Also, these providers are commonly import-
ing and exporting a large set of user data, which is then used for different
purposes such as advertising and personalization. Such sharing may cause
issues related to security and privacy [20]. Furthermore, identity providers
are using protocols not designed for privacy-preserving authentication, thus
increasing potential security and privacy risks [13].

1.2 Problem Formulation

The Web authentication methods that are currently in use have several
problems related to the wide-spread use of password-based authentication.
The problems include security issues and the vulnerabilities of password-
based methods in untrusted environments [8], as well as usability aspects
of remembering passwords [21], and the privacy risks associated with third-
party authentication.

Alternatives to passwords must meet the needs of mobile users, work
well in untrusted environments and only use technology the user is likely to
carry when they are not in a trusted environment, e.g. when they are not at
home, work, school, etc. Such solutions exist, especially when considering
the mobile phone as an authentication device. However, solutions including
mobile phones are difficult to compare with each other since they vary in
their use of protocols and transfer channels [16], each with their own security
benefits and drawbacks.

In contrast to single site authentication, third-party authentication al-
lows the user to access a wide range of website accounts using an account
from a third-party website. However, this authentication approach often
also involves information sharing between websites and can easily become
time-consuming or confusing for the user. Third-party authentication also
comes with its own security and privacy issues. This thesis addresses three
classes of problems related to authentication in untrusted environments and
using third-party providers.

First, we address the problem of mobile users authenticating in untrusted
environments. For this part, we address the core question of how to attain
secure and usable Web authentication for mobile users in untrusted environ-
ments. Here, we answer questions on how to evaluate and provide assurance
that a Web authentication solution belongs to a specific security level. We
also design an evaluation method for Web authentication which takes mobil-
ity and security into account, as well as how to evaluate and compare Web
authentication solutions which use mobile phones as security devices.

4
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Second, we consider problems and challenges of third-party authentica-
tion, including important questions such as how websites use third-party
authentication. Here we consider how to sample reliable information about
third-party authentication usage on the Web and develop new methods
for how to identify relationships between websites and their third-parties.
We also investigate how websites select and combine third-party identity
providers, and how third-party authentication usage differs between differ-
ent types of websites and in different regions. We then explore how third-
party authentication compares to the more well-known field of third-party
content delivery [122] on the Web.

Finally, we consider problems related to privacy risks in third-party au-
thentication. Here, we investigate how information flows between third-
party identity providers and the sites using them, and we also design meth-
ods to quantify privacy risks and their scope in third-party authentication.
Interesting research questions include determining the differences between
the risks associated with different classes of websites and the information
shared between these sites. To better understand the multi-site privacy
risks we also develop a structural model that allows us to investigate the
structural properties of the third-party authentication landscape, and an-
swer questions regarding current trends and how they have evolved over the
years.

We will now outline our methodology for addressing the problems and
questions above.

1.3 Methodology

We study Web authentication, especially with third-parties, by using a wide
range of methods, focusing on evaluation, measurement and case studies.
An overview of our different methodologies is shown in Figure 1.2.

Figure 1.2: Overview of our methodology

First, we proposed additional levels to the Electronic Authentication
Guideline (EAG) [22], to match current and emerging authentication solu-
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tions when using handheld devices. Then we designed a method for evalu-
ation and design of authentication solutions, based on EAG and our added
levels. We also designed and implemented a proof-of-concept prototype for
optical authentication. The prototype was designed to be used by iden-
tity providers and other websites requiring stronger security than passwords
could provide.

We then explored third-party authentication and designed tools for de-
tecting third-party authentication on the Web. We used these tools and our
novel method for logarithmic sampling of websites to take into account the
heavy popularity skew on the Web [23]. We selected and crawled a large
set of sites to investigate their features and their third-party usage. We
used binomial hypothesis testing to identify classes of sites with statistically
higher/lower third-party usage.

Our work also includes manual studies of the top 200 most popular web-
sites in the world, for which we have done a three-year longitudinal study.
We followed the same set of sites over ten measurements during three years,
and we also collected snapshots of the most popular sites at each point of
measurement. Thus, we were able to analyze both the evolution of a fixed
set of websites and the changes in third-party usage among the most pop-
ular sites over time. Overall, the longitudinal analysis captures trends and
evolution in third-party authentication. The manual studies are followed
by an in-depth case study on a subset of the sites, given their properties,
and focusing on privacy issues. We performed tests on combinations of
third-parties as used by websites. For each possible third-party pairing, we
allowed both third-parties in the pair to be used first in a sequence of tests.
Also, the tests were performed both with and without creation of dedicated
local accounts on the target websites. New third-party accounts were used
for each test, to avoid bias with previous logins. Finally, we have performed
a risk categorization based on the results of the case study and the manual
studies.

1.4 Contributions

The main contributions of this thesis are divided into three different cat-
egories. First we present our methods for the evaluation and design of
authentication solutions for mobile users in untrusted environments. Sec-
ond, we present our work on understanding and measuring the emerging
third-party identity management landscape. Here we extend the security
issues discussed in the first part to cases in which there are several websites
collaborating. Finally, we present our contributions regarding privacy risks
in third-party authentication. In the following we present each of the classes
of contributions in more detail.
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1.4.1 Web Authentication for Untrusted Computers

We have designed and developed a methodology for comparing and evalu-
ating authentication solutions which are based on the use of mobile phones
as additional hardware devices for authentication [24]. The methodology
can be used both as an aid when developing new authentication solutions,
and for comparing existing solutions in order to choose a solution that is
appropriate for a specific level of security, correlating to the levels suggested
by the Electronic Authentication Guideline [22]. Our method takes into
account Web authentication for mobile users and untrusted computers. We
also propose more fine-grained security levels than are provided by existing
guidelines to facilitate evaluation of authentication using mobile phones.

As an example of an authentication solution which makes use of the
variety of communication channels and computational power provided by
mobile phones, we have created an optical challenge-response solution as
a proof-of-concept prototype [25, 26]. We show how authentication on the
Web could combine the ease-of-use that passwords provide with the higher
degree of security needed for identity providers and similar websites, which
are vulnerable to identity theft because of their rich selection of user data.

1.4.2 Third-Party Identity Management Landscape

We have performed a large-scale empirical study of the current third-party
authentication landscape, and shown how the use of third-party authenti-
cation differs between websites from different regions, in different popular-
ity segments, providing different types of services, and having different site
characteristics [27,28].

For our large-scale study we designed and developed a logarithm-based
sampling technique to be able to sample websites distributed over different
popularity segments, together with a crawling technique adapted for Web
2.0 to crawl and find relationships between websites and their third-party
identity providers on a representative subset of the 1 million most popular
websites world-wide.

To put our results in context we have also compared third-party au-
thentication with the more well-known field of content sharing. Then, we
have extended our work to include privacy in third-party authentication, as
described below.

1.4.3 Privacy Risks in Third-Party Authentication

Based on our measurement study above, we have analyzed which third-
party identity providers and what authentication protocols are in use, how
websites select and combine multiple third-parties and protocols, and which
types of data a website shares with other websites in third-party authentica-
tion. Our large-scale dataset is complemented with a detailed measurement
of the top 200 most popular websites. We have performed a longitudinal
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evaluation of these top 200 most popular websites and their use of third-
party authentication over three years [29].

We have also performed a detailed study on information merging and
sharing between collaborating parties in third-party authentication. In this
study, we have defined categories of data types transmitted in third-party
authentication, and made a risk categorization based on the combinations
of these types that occurred in our observations. We have also categorized
problems related to account merging and cross-site information leaks related
to these popular combinations of third-party identity providers [30].

1.5 Thesis Outline

In Chapter 2, we present the background of this work, in the areas of general
Web authentication (Section 2.1) and Web authentication specifically for
untrusted computers and untrusted environments in which mobile users are
authenticating (Section 2.2). We also provide background information on
third-party authentication (Section 2.3) and especially the differences and
similarities between using the SSO protocol OpenID and the authorization
protocol OAuth for third-party authentication (Section 2.4), since these are
the prevalent protocols in this field. Finally, we end the background section
by giving a broader perspective on identity management and privacy risks
(Section 2.5).

In Section 3.1 we present summaries of our papers on authentication for
mobile users in untrusted environments, and in Section 3.2, we present sum-
maries of our papers on third-party identity management and authentica-
tion. Section 3.3 contains summaries of our papers on privacy in third-party
authentication and longitudinal properties of the third-party authentication
landscape. In Section 4 we summarize related work in Web authentication,
especially third-party authentication, in Section 5 we discuss our findings,
and in Section 6 we summarize and conclude our work, and present future
work.
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Chapter 2

Background

In this chapter we provide some background on Web authentication and
identity management. First, we give an overview of factors, methods and
protocols used in Web authentication, as well as potential security problems
with existing Web authentication methods. Next, we discuss mobility and
trust, explaining how untrusted computers and mobile users impact the
requirement for strong, yet usable, Web authentication.

Then, we provide some background in the area of third-party authen-
tication and identity management. We also give an overview of different,
conflicting approaches to identity management, and ongoing work on de-
veloping strong identity management while preserving privacy. Thereafter,
we present a comparison of the two most common protocols for third-party
authentication on the Web, and discuss privacy risks in identity manage-
ment, especially third-party authentication. Let’s start with general Web
authentication!

2.1 Web Authentication

With the increased personalization of the Web, users are creating their own
spaces on the Web by logging in to personal accounts on websites, thus
being able to create, save and collect information. With personal accounts,
a site is also able to remember choices made by the user and adapt contents
depending on the user’s preferences. Examples are news sites allowing users
to share and comment on articles, and social networking.

When authenticating on the Web to access a website account, there
are problems which do not occur with authentication in general. The user
cannot normally visit the site owner physically in order to obtain credentials
and enroll in the system. Enrollment in person makes it possible to deploy
strong authentication. Since enrollment in person is not feasible for the Web
it is only used in highly security-critical applications such as e-banking, for
which the user can visit a local authority for enrollment. For websites in
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general, however, enrollment is done online [5].
We will now present a number of different authentication factors that

together form authentication methods, and provide examples of which meth-
ods are commonly used on the Web, why they are popular and what security
problems these methods have.

2.1.1 Authentication Factors

There is a wide variety of different methods for authentication, of which
many could be adapted for the Web. An authentication method consists of
at least one authentication factor combined with a protocol which outlines
the steps of the authentication process. Authentication factors are com-
monly divided into the following three categories: knowledge factors (what
the user knows), ownership factors (what the user has) and inherence factors
(what the user is) [5]. Below are examples of the different factors.

• Knowledge factors: Secret combinations of characters, numbers,
and visual information remembered by the user. Examples are pass-
words, passphrases, combinations of images, patterns and PIN-codes.

• Ownership factors: Devices and tokens held by the user, such as
smart cards, mobile phones or hardware devices dedicated to authen-
tication, e.g., online banking devices.

• Inherence factors: Fingerprints, retina patterns, speech or other
biometric identifiers which are unique for each user.

There are also three additional categories, which are newer and not as
commonly used yet. These categories are behavior factors (what the user
does), friendship factors (who the user knows) and location factors (where
the user is). Behavior factors can be grouped with inherence factors and are
based on how the user is using a system or site, in terms of what the user
does on the system, when and at what pace (e.g., how the user types on
a keyboard). Friendship factors are based on the user’s relationships with
other users on a social network [31], and the user’s ability to know people
and interact with them. Location factors [32, 33], are based on the user’s
physical location when authenticating, and are normally used to trigger re-
authentication or force the user to use stronger authentication if the user
tries to authenticate from a place the user has not visited before. Another
way of using location-based authentication is to ask location-related ques-
tions of a user who has forgotten their password and wants to reset it [34].
Figure 2.1 shows the different categories of authentication factors.

2.1.2 Multi-Factor Authentication

By creating authentication methods that combine factors from several dif-
ferent categories we get multi-factor authentication, which is considered
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Figure 2.1: Different types of authentication factors

stronger than only using a single factor or several factors from the same
category [22]. Two-factor authentication is the most common. Using sev-
eral factors of the same type, e.g., a password and a PIN code, which are
both knowledge factors, does not strengthen authentication to the same
extent as choosing factors of different types. The reason is that different
types of factors have different strengths and weaknesses. For example, since
knowledge factors are used multiple times, they can be eavesdropped and
replayed by an attacker. Ownership factors, on the other hand, can be stolen
and used by the attacker. Even if the details vary, factors of the same type
have both similar security problems and similar strengths [5].

However, even when selecting factors of different types which comple-
ment each other well, and when adding more factors or using more secure
protocols, this increased security usually makes the process of authenticat-
ing more time consuming and complicated for the end user since it may
contain more steps or require additional equipment [6]. For these reasons,
multi-factor authentication is not yet wide-spread on the Web. However,
existing multi-factor authentication methods for Web usage include combin-
ing knowledge factors with an ownership-based authentication factor such
as specific hardware devices designed for online banking, or a mobile phone
as an additional factor, e.g., in Google 2-step Verification, which is mainly
used for specific situations in which the user wants to strengthen security,
or for re-authentication, when the users is trying to authenticate from an
unusual place [35].

2.1.3 Authentication Method Examples

An authentication method consists of one or several authentication factors
and protocols. For example, both passwords and smart cards are authen-
tication factors. The password is a knowledge factor and the smart card is
an ownership factor. An authentication method can incorporate either or
both of these factors. Authentication factors all have different strengths and
weaknesses. Authentication methods that include the same factors can differ
regarding their level of security, depending on which protocols are used.

Table 2.1 gives a high-level overview of four such cases, and Figure 2.2
highlights their differences and key features. In the following we discuss each
case one at a time.
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• Case 1: Simple password authentication. A user authenticates
to a website by providing their username and a password, which is
either selected by the user or provided by the website. The website
stores usernames and encrypted passwords in a database, and checks
a hash of the user-provided password against the stored one. If the
passwords match, the user is authenticated. The passwords are static
in the sense that they are reusable, and the same password can be
used several times, until the user chooses to change it, or is alerted by
the website to do so.

• Case 2: Hardware aided password authentication. A user is
using a static password to access a website as in the case above, but
instead of remembering the password, the user stores the password
in a hardware device. Since the user does not need to remember the
password, the password can be made more complex and harder to
guess. The password can also be changed more often without adding
a cognitive load for the user.

• Case 3: Hardware device and one-time password. A user uses
an application in their hardware device which contains a list of pass-
words that can only be used once. When a password has been used, it
cannot be reused. Therefore, the problem with an attacker replaying
the password is mitigated. The one-time password is used in the same
way as an ordinary, static password, as above.

• Case 4: Challenge-response authentication. A user provides a
username or other identifier to the website he/she wants to access.
A random number (challenge) is generated by the website and shown
to the user. The user inputs the challenge into a personal hardware
device, which uses a secret cryptographic key to calculate a response
to the challenge. The user then types the response into a form on
the website, and it is sent to the server, which has the key for each
user, and thus can calculate a valid response and compare it with
the response given by the user. If the responses match, the user is
authenticated.

Case one presents a very common authentication method using a single
factor, while case two presents a simple two-factor authentication solution.
The solution in case two is more secure than the solution in case one, but
only if the user selects a stronger password and/or changes it often, which is
easier in case two than in case one, since the user does not need to remember
the password by heart. To fully use the potential of a hardware device,
consider a solution in which the hardware device generates a new, unique
one-time password for each session, as in case three, and in which the device
is protected with a PIN-code or other knowledge factor. In such a case,
an attacker needs both the device and the PIN to impersonate the user.
The challenge-response solution in case four is a variation of a one-time
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Method Factor Description

Password Knowledge
factor

The user provides a username and pass-
word. The provided password is compared
with a password stored in a database.

Password
stored in
hardware
device

Knowledge
factor and
ownership
factor

The user stores passwords in a hardware
device. This makes it possible to user
strong passwords without remembering
them.

One-time
password

Ownership
factor

Passwords are stored in or generated by
a hardware device, but each password can
only be used once.

Challenge-
response

Ownership
factor

A challenge is generated by the authenti-
cation system. The user uses an ownership
factor to calculate a valid response to the
challenge.

Table 2.1: Examples of common Web authentication methods

password, but an infinite number of responses can be generated, instead of
using a limited list of passwords which needs to be renewed.

As shown in the examples above, password-based authentication can be
strengthened by introducing a hardware device for password storage. How-
ever, several of the weaknesses with passwords still remain, such as attackers
being able to eavesdrop and replay passwords. Therefore, non-reusable cre-
dentials such as one-time passwords or challenge-response provide stronger
authentication than passwords do. When using a hardware device for au-
thentication, methods with non-reusable credentials are stronger than just
storing passwords in the device, while remaining simple to use.

Perhaps the main drawback with password-based authentication (case
one, bottom of Figure 2.2) is that the user may forget their password. For
case 2 (middle column of Figure 2.2) we show how stronger passwords can
be “remembered” by a device. The drawback with this method (bottom
row) is that it only works well as long as the user has the device available.
This drawback also applies to cases 3 and 4 (right-most part of Figure 2.2).
Case 3 requires a one-time password list stored in a device. In case 4, a
challenge-response solution is required, as illustrated by the very simple
example in Figure 2.2 (right-most bottom panel). Here, the cryptographic
algorithm for calculating the response is to simply add the shared secret X
to the challenge. In reality, much more complex and secure calculations can
be performed, since the device calculates the response for the user.

To put into context the drawbacks of using passwords for authentica-
tion, and why passwords are still in use despite their problems, we will now
provide some background on password-related security problems.
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Figure 2.2: Password-based authentication (1), with hardware aid (2), with
one-time passwords (3) and with challenge-response (4).

2.1.4 Password Problems

Even though there are known problems related to using passwords, authenti-
cation methods incorporating passwords are the prevalent methods for Web
authentication due to the familiarity, ease of use and ease of enrollment [21].
A password is a combination of characters, known to the user, but meant to
be kept secret from others. A password is stronger if it is difficult for an ad-
versary to guess. Strength can be increased by making the password longer
or more random [8]. Some websites use password strength meters to help
their users to select strong passwords, but these meters have been proved
to need improvement [36–38]. However, remembering passwords creates a
high cognitive load for users, either due to remembering many passwords or
strong ones [6]. Large-scale studies on large password corpuses show that
users tend to choose weak passwords for Web usage in order to be able to
remember them [39]. Negative externalities from weak password practices,
such as using weak passwords and reusing passwords, occur when an attacker
steals a password database from a website and is able to reuse a password
on other accounts belonging to the user [40]. The user habit of choosing
weak passwords makes it easy for an attacker to guess the password by us-
ing lists of common passwords together with automated guessing tools [6].
Password reuse [7] raises the value of a stolen password since an attacker
can try it on several websites. There have been large scale password leaks
where attackers have obtained password databases from popular websites
such as LinkedIn [41].

Even if passwords are normally stored in an encrypted format an at-
tacker can use them by encrypting commonly used passwords and combi-
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nations of characters and numbers the same way and comparing them with
the passwords in the encrypted list [10]. Attacks using such lists will be
more time-consuming for the attacker if the user has chosen a strong pass-
word, i.e. one that is either long or which contains unusual combinations of
numbers, symbols and characters. A long non-dictionary word, combining
letters in both upper and lower case, numbers and other characters is con-
sidered stronger than a short dictionary word, a short number combination
or the name of a person or place since it takes longer to guess the password,
even with automated tools [21].

When users select strong passwords, there are commonly used methods
which users apply to be able to remember their passwords, such as password
reuse across sites [40]. In addition to password reuse on multiple websites,
users also tend to write down passwords in order to be able to handle large
numbers of website accounts [21]. If a site has password policies, requiring
users to select complex passwords and/or change them often, users are more
likely to write them down or store the passwords in an application. Users
have been shown to be more well-educated about secure password practices
than previously known, but will still select the path of least resistance if
possible [21]. Even skilled users have been shown to apply insecure password
practices, even if these users are aware of the risks, showing that usability
often overshadows security for users [42].

Besides the previously mentioned problems with password strength and
randomness, there are also several attacks against passwords which will work
regardless of the strength of the password, such as eavesdropping and replay
attacks. Choosing a strong password makes it more difficult for an attacker
to guess, but it is equally simple to capture and replay [8]. Bonneau has
proposed a protocol for protecting against password guessing attacks, with
the motivation that passwords will remain the most prevalent Web authen-
tication method, and should be strengthened, as far possible, before being
replaced [43]. In a later paper, Bonneau et al. also recommend user exer-
cises in which the user practices remembering small portions of a password,
until they have remembered the whole password [44]. An alternative to re-
membering passwords or writing them down is to use a password manager,
which is a piece of software in which the user stores their passwords, thus
helping the user to remember a large set of complex passwords. There are,
however, known attacks against passwords managers, both Web based [45]
and in general [46].

Figure 2.3 shows examples of common password problems, such as using
simple and easy-to-guess passwords, users forgetting their passwords, un-
safe password storage and password reuse. Independent of how users store
or remember their passwords, there are situations in which users have for-
gotten their password and need a new one. For those situations, secondary
authentication is commonly used.

15



CHAPTER 2. BACKGROUND

Figure 2.3: Examples of common unsafe password practices.

2.1.5 Secondary Authentication

On a personal computer the user can choose the password directly and it
does not need to be sent over a network. For usage in a specific, limited
environment, such as in a company, passwords could be handed to users in
person [22]. On the Web, however, passwords are either chosen by the user
or sent over a network. A forgotten password cannot be easily replaced with
a new one given to the user by an administrator in person, due to the world-
wide scope. Instead, if the user forgets their password, the service sometimes
e-mails a new password to the user, but then the e-mail could potentially be
intercepted by an attacker [47]. E-mailing the user’s current password would
be even worse, since the user may be reusing the password on other websites.
To avoid sending clear-text passwords, there are secondary authentication
methods such as sending an e-mail with a link to the user and letting the user
answer personal questions to prove their identity. These methods have flaws
which often make them easier to attack than the passwords themselves [47].

Another method for password reset is to let the user answer personal
questions in order to validate that the person wanting to reset the pass-
word is the correct user. These questions have been proven to be easy
for an attacker to guess, since the questions are usually quite similar and
the answers are often available in public records or even on the Internet,
published either by the user or someone who knows the user. Examples
of such information include the name of the university the user went to,
the user’s mother’s maiden name, and the name of the user’s first pet [48].
Location-based questions (e.g., “Where did you first meet your childhood
best friend?”) may be more difficult for an attacker to guess, depending on
the question [34]. Alternatives to personal questions include answering a set
of questions on likes and dislikes, either in text [49] or as visual images [50]
the user selects from. However, this type of authentication scheme, with
lists of likes and dislikes, has been broken [51] since it is possible to retrieve
this information from social networks using data mining.

A similar problem is password reset via e-mail, which is supposed to
be a more secure alternative to reset questions, but instead imposes other
problems. If the user forgets their password a link is sent to the user.
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By clicking the link the user is given the chance to change their password,
without needing to remember the old password. However, this method opens
up the possibility of phishing attacks (i.e., tricking the user into following
a link to a malicious website or submitting sensitive information) since the
user gets used to clicking links in e-mails from unknown senders [47].

While passwords are the most common of the knowledge-based authenti-
cation factors, there are alternatives to passwords in the area of knowledge-
based authentication, as presented next.

2.1.6 Knowledge-based Authentication

There are studies on how to replace passwords with other knowledge-based
factors since knowledge-based authentication is well-known to users and easy
to set up [6]. One alternative to passwords is to use a passphrase, which
is a sentence of several words instead of a single “word”. The strength of
passphrases lies in their length rather than their randomness. A passphrase
can contain common dictionary words if the phrase itself is so long that it is
time-consuming to automatically guess [5]. Still, passphrases suffer from the
same problems with replay attacks as passwords. There are also usability
problems associated with remembering and typing long and complicated,
sometimes auto-generated, passphrases [52,53].

Another approach is to let the user remember a combination of images
or positions in an image [54]. These visual patterns are shown to be eas-
ier for a user to remember than a series of characters, and more secure
than passwords since the same data is not sent every time [6]. There are
however, known attacks against image- and pattern-based authentication,
mainly since there are obvious simple patterns that can be guessed [55].

We have now described knowledge-based authentication. There are also
other authentication factors, which we will describe next.

2.1.7 Hardware and Biometrics

Besides passwords and other knowledge factors there are also biometrics
(inherence factors) and ownership factors. Inherence-based authentication
factors are usually not suitable in authentication methods for the Web due to
the need for specific equipment to be distributed to the users [9]. Inherence-
based factors are also open to several of the attacks aimed at knowledge-
based factors, since they are used multiple times and can be replayed. An-
other problem is that, unlike a password, a biometric identifier such as a
fingerprint cannot be changed [5].

When it comes to hardware devices, they must be available to the user at
the time of authentication. Either the device is something the user normally
carries or something small which the user can easily carry in their wallet or
as a key fob. The devices also need to be simple enough for the specific
application. Namely, if the application at hand (e.g., an e-commerce web-
site) requires a level of security which justifies the additional complexity of
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authenticating with something other than the usual password, the solution
can be considered suitable for the specific scope, otherwise not [6].

Hardware devices are used in Web authentication when methods are
needed that are stronger than passwords, and the increased cost of pro-
viding the devices and the hassle of distributing them can be justified by
security requirements. A typical example is online banking [56]. There are
also devices aimed at replacing passwords for everyday use [10, 57], as well
as solutions in which a mobile phone is used for authentication [16, 58, 59].
Mobile phones have the advantage that users already carry them and thus
do not need to carry any additional devices. Hardware devices for authen-
tication are available in many different types with different features. To be
able to review their security features and their suitability for Web use, we
need to know what protocols they use. Some devices are simply password
storage devices, while another, more secure way of using hardware devices
for authentication, as previously shown, is to use them for generating one-
time passwords that cannot be reused by an attacker since they are unique,
only used once and limited to a specific time of use [60]. A variation of one-
time passwords is challenge-response, in which the party to which the user is
going to authenticate generates a unique challenge in the form of a number,
to which the user calculates a matching response by inputting the challenge
into his/her device which uses a secret, unique cryptographic key in the
calculation. The response is either displayed by the device and manually
typed into a form on the website by the user, or automatically transmit-
ted between the device and the computer where the authentication takes
place [14]. Automatic transmission makes it possible to use stronger cryp-
tography and longer responses, since the user does not need to input a large
amount of data manually, which helps make the solution more secure [16].
A specific solution for transferring one-time authentication information is
to use sound [61], if the environment is suitable for this type of transfer
(silent enough, all equipment available). We have previously shown cases
and examples of commonly used Web authentication methods using one-
time passwords and challenge-response to strengthen Web authentication.
Authentication that is stronger than passwords is especially important to
consider when a user is authenticating from an untrusted computer.

2.2 Authentication for Untrusted Computers

Identity management and authentication relies on entities and people trust-
ing each other [62]. A computer or other computing device, such as a mobile
phone or other handheld device, is considered untrusted if it is possible for
an attacker to access the device and compromise the security of authenti-
cation. If the device is used by several people who could install software
or hardware for malicious purposes onto the device, or if the device is con-
nected to an open Wi-Fi network, it is potentially untrusted. Therefore,
most computers and handhelds today are untrusted, which must be con-
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sidered when authenticating from these devices, since sensitive information
such as passwords may be captured by an attacker.

2.2.1 User Mobility and Trust

Users today are mobile in the sense that they use different computers and
handheld devices in different places, which are potentially untrusted. The
devices can be compromised with malicious software, networks can be eaves-
dropped and the place itself can be untrusted; e.g., a crowded area in which
an attacker can see the user typing their password on a handheld device.

For the Web, authentication methods need to be secure, available to
the user independent of the user’s location and equipment, and easy to
use. Different authentication methods meet these requirements to various
extents. While methods incorporating passwords and other knowledge-based
factors are simple and easy to understand, they are open to various attacks
and difficult for the user to remember.

Also, Web authentication must be available on any device from which
the mobile users would like to authenticate to a website. These devices may
be untrusted, and there are also limitations on what additional equipment
could be expected to be available on such devices. Specific equipment such as
hardware tokens, Web cameras and fingerprint readers may not be available.
Assuming that the user carries these additional hardware devices, there are
two common problems. First, if the hardware device must be plugged into a
computer not belonging to the user, the device or the data transfer between
the device and the computer may be compromised, or the user may not even
be allowed to plug in their own hardware. Second, the user must carry the
authentication devices with them any time they need to authenticate.

Many users today are mobile, and therefore are likely to use untrusted
public computers or to use computers in untrusted environments. Even
devices that the user may trust may be used on an untrusted network, or
in an untrusted place such as an airport, in which a nearby attacker can see
sensitive information.

Besides the problems with trust in Web authentication, there are also
different websites which require different levels of security in authentication.
We will now describe such multi-level security.

2.2.2 Multi-Level Security

In many cases authentication becomes more complicated and time-consuming
as the security of the authentication solution increases. Therefore, the most
secure authentication methods may not be the best choice for an application
in which fast and simple authentication is more important than security. We
introduce the term multi-level security to indicate that there are different
levels of security. In an online banking solution, a higher level of security
is normally required than for authenticating to a social network. Also, an
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online bank might have several services requiring different levels of authen-
tication, e.g., allowing the user to access some services by using a password,
but requiring two-factor authentication for critical services.

Besides specific security problems with authentication methods and fac-
tors, a more high-level problem is that it is difficult to compare authentica-
tion solutions with each other in order to choose a solution for a specific ap-
plication, i.e. to find the correct balance between security and other factors.
Authentication methods have different strengths and weaknesses depending
on which factors and protocols they incorporate. There are many factors
which both mitigate security problems and introduce new ones. One exam-
ple is the use of hardware devices with several communication channels, such
as mobile phones, as ownership factors in authentication. A mobile phone
can provide additional security to an authentication method by being able
to send and receive authentication credentials directly from a remote server
via the phone network. At the same time, a mobile phone is also open to
more attacks than a static device which cannot send and receive informa-
tion over a network. Due to the wide variety of means by which to send
and store authentication data it is difficult for a designer of authentication
methods to select factors and protocol details in order to provide an appro-
priate level of security. It is also difficult for a user to understand which
of two authentication methods is most secure and best suited for a specific
service or website, regarding factors other than security.

Evaluating security, privacy and other aspects of authentication becomes
even more complex when multiple websites cooperate and allow their users
to authenticate by using another website. Such cooperation is known as
third-party authentication. We next describe different types of third-party
authentication.

2.3 Third-Party Authentication

Previously-shown problems with using passwords for authentication include
requiring the user to remember a large number of passwords, and the time-
consuming task of registering accounts at websites [12]. Single sign-on (SSO)
was invented to avoid these problems, allowing the user to authenticate with
an identity provider, in order to access other websites which trust the identity
provider [12]. In SSO the user does not need to remember credentials for
many different accounts, since the user only logs in to the identity provider.
The main idea with SSO is to make it easier for users to authenticate, and
since the user logs in less often and in fewer places when using SSO than
when using separate services, stronger authentication can potentially be
used, without compromising the user experience [13].

SSO is one type of third-party authentication, in which the user authenti-
cates with a third-party website. In this thesis we explore different types of
third-party authentication, including SSO. To explain different approaches
to, and alternatives to, third-party authentication, we will start by defining
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different approaches to identity management in general, which includes, but
is not limited to authentication.

2.3.1 Identity Management Overview

Identity management is the theory of how to manage and store digital iden-
tities, i.e. the identifier (for example a username) and authentication cre-
dentials (passwords and other authentication information) that a user needs
to authenticate to a specific site or system. Independent on the authentica-
tion method, the digital identities of the user must be stored and managed
in a secure way, while still being accessible to the user at the time of au-
thentication [17].

Identity management methods are typically classified into three cate-
gories: user-centric identity management [63], federated identity manage-
ment [12] and identity management with a trusted third-party [17]. While
user-centric authentication relies on the user managing their own identities,
often using trusted hardware devices, the other two categories of identity
management methods revolve around SSO and are nowadays similar to each
other.

When discussing third-party authentication it is important to under-
stand the differences and similarities between federated identity manage-
ment and identity management with a trusted third-party, and how these
techniques can improve user authentication. Therefore, we will now describe
federated identity management.

2.3.2 Federated Identity Management

Federated identity management is when users authenticate to a website
which is part of a federation of sites that form a circle of trust [12,17,64]. By
authenticating to one of the sites, the user gets authenticated to the whole
federation. In identity management with a trusted third-party, the idea is
similar, but there is only one identity provider, a trusted website to which
the user authenticates to get access to other sites which use this third-party
for authentication [13].

Since the introduction of SSO on the Web, there has been a shift from
federated identity management to identity management with trusted third-
parties. Federations, and protocols designed especially for federated identity
management, are still in use for specialized applications, but not in general.
To fully understand the usage of SSO on the Web today, it is important to
know the history of federated identity management.

The goals and challenges of federated identity management include cre-
ating secure SSO and maintaining trust between the collaborating parties
in the federation [65]. Early initiatives for federated identity management
include Security Assertion Markup Language (SAML) which is an open stan-
dard for transferring security protocol information, e.g., in SSO [12]. SAML
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Figure 2.4: Timeline showing common identity management and third-party
authentication protocols.

was designed by the Organization for the Advancement of Structured In-
formation Standards (OASIS), which also supplied a suite of Web service
SSO protocols (WS-*). A co-existing alternative to SAML and the WS
suite was the Liberty Alliance Identity Federation Framework (ID-FF) pro-
tocol proposed by the Kantara Initiative (formerly Liberty Alliance) which
is a coalition of companies and organizations involved with identity manage-
ment, similar to OASIS. SAML was later used as part of the ID-FF protocol.
However, in general Kantara has been focusing mostly on federated iden-
tity management for large companies and organizations, while OASIS has
focused on standardization according to NIST guidelines [13]. Figure 2.4
shows a timeline containing common protocols for federated identity man-
agement and third-party authentication. The small arrows in the figure
show the start of collaboration between OASIS and Liberty Alliance. In the
figure we also see the newer protocols OpenID and OAuth, which will be
discussed later in the thesis, in the interest of comparing when the different
protocols were developed.

Today, SAML is often used as part of other SSO solutions, and for inter-
nal usage, such as for companies or organizations that have several services
they want to connect. A common example is the intra-Web for a university,
or larger internal federations connecting several universities. SAML has also
been used for letting third-party applications authenticate to a host appli-
cation (e.g., a gaming application that authenticates to a social network in
which the game resides). Over the years, several security issues with the
SAML protocol have been reported [66, 67]. The specific SAML implemen-
tation for Google applications was broken in 2008 [68].

There are currently several approaches to strengthening federated iden-
tity management. When security concerns were raised regarding SAML
and ID-FF, these federated protocols were still seen as more secure than
protocols relying on a single trusted third-party, such as Microsoft Pass-
port. Pfitzmann et al. proposed the more privacy-preserving Browser-Based
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Attribute-Exchange (BBAE) protocol in 2005 to increase both security and
privacy in SSO on the Web [69]. Analysis of Liberty also shows that there
are security problems, though it is suitable for federations, especially when
partial identity is desired [19].

Having looked back at the history of federated identity management and
SSO, we will now show how federations are used today on the Web.

2.3.3 Federation Usage Today

Federated identity management and other solutions involving trusted third-
parties used for authentication share the common problem that users tend
to choose the simplest path when authenticated, e.g., choose a simple pass-
word to authenticate to their provider(s) used for all websites they need to
authenticate to [18]. Studies also show that users do not trust third-party
identity providers, but still use the providers, without knowing whether they
are authenticating to a real provider or a fake one that has been set up by
an attacker [70]. An overall problem, as stated by Ross Anderson, is that
governments focus more on finding solutions in which users have one sin-
gle identity for everything they do online. Instead, Anderson suggests that
governments should set up rules for identity management, and leave the
solutions to those implementing them [71]. Overall, federations are mainly
used for governmental organizations and company infrastructures, rather
than for Web users in general.

There is an underlying conflict between identity management with many
third-parties collaborating in a federation, and one single third-party which
is responsible for all authentication [72]. The latter has been seen in national
identity management systems, such as the Estonian national ID cards and
the Swedish BankID, but not for world-wide usage of the Web.

While the early federation protocols were not primarily designed for Web
SSO, OpenID was aimed at websites that want their users to be able to login
using an existing identity from a third-party identity provider. OpenID 2,
which included minor updates from the first version, including extended data
transfer, was seen as a user-centric initiative from the beginning, thus letting
the user run their own IDP or selecting one they trusted [73]. However,
OpenID today is mainly used with existing third-party identity providers,
and websites may also restrict which identity providers they allow their
OpenID users to authenticate with.

Overall, we have seen a shift from federated identity management to
third-party identity management, which consists of third-party authenti-
cation and the storing and revoking of authentication details. Since we
only focus on the actual authentication process, we will mainly use the
term “third-party authentication” rather than “third-party identity manage-
ment” in this thesis. Along with OpenID, which is being used increasingly
as a third-party authentication protocol instead of a federation protocol,
there is also the OAuth protocol, which acts as a third-party authentication
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protocol and is even further from federations than OpenID. We will now
compare and contrast OAuth with OpenID, since both protocols have been
widely used for third-party authentication on the Web.

2.4 OpenID vs OAuth

OpenID is a loosely designed framework and rule set which is used for
seamless login, in which the user authenticates to a website (the relying
party, RP) by providing his/her digital identity to a third-party (the iden-
tity provider, IDP), which informs the relying party that the user is authen-
ticated. The user does not need to trust the relying party, only the provider.
Originally, in OpenID, any provider should be usable with all relying par-
ties [17]. In practice there is often a limited set of providers for the user
to choose from, among which the user tend to choose familiar ones (e.g., a
social network on which the user has, or is going to create an account) [74].

Today, the OAuth authorization protocol is much more commonly used
for Web authentication than OpenID [27]. While OpenID allows limited
transfer of user data from IDP to RP, to be used as identifiers and similar at
the RP, OAuth allows transfer of a much richer set of data in both directions
between RP and IDP. OAuth also authorizes the RP to act on the user’s
behalf on the IDP [29]. With its rich information flow, OAuth increases
the risk of privacy leaks and compromised identity in third-party identity
management and authentication.

While OpenID was proposed as an SSO protocol, OAuth was designed to
simplify collaboration betweenWeb services and authorize Web applications,
as well as transfer data across the Web. The SSO part of OAuth attracts
users both to the RPs and the IDPs, which has helped OAuth to gain
popularity as an authentication protocol [13]. However, there are well-known
problems associated with both protocols.

2.4.1 Protocol Problems

Authentication with a trusted third-party, using either OpenID or OAuth,
decreases cognitive load, but the third-party must be trusted [75]. The third-
party may also become a single point of failure since all authentication takes
place at the provider [76]. There are several known security problems re-
lated to both OpenID and OAuth. First, OpenID is vulnerable to cross-site
request forgery (CSRF), which is one of the most common Web security
threats [77]. OAuth, on the other hand, has been proven to be secure with
regard to the protocol itself [78, 79], but several severe security weaknesses
have been found in specific implementations of OAuth [80,81], such as CSRF
as with OpenID above [82]. The risk of an attacker fooling a user into enter-
ing their credentials into a fake website or following non-trustworthy links is
known to increase with the use of OpenID, OAuth and similar solutions [18].
Additional problems occur when combining SSO with data sharing, which
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is done in both OpenID and OAuth, with OAuth having the most support
for such sharing. We will now see which kind of problems data sharing can
introduce.

2.4.2 Combining SSO with Data Sharing

There are solutions that are built on having only one trusted third-party
(instead of several parties in a federation), such as Facebook Connect and
Microsoft Live Connect (which is the replacement for the now outdated
Microsoft Passport) [6]. In Facebook Connect and Microsoft Live Connect,
the main idea is not authentication in itself, rather it is to use the OAuth
authorization protocol to let the user allow services on the Web to act on
their behalf on social networks used by the user [83]. Authorization differs
from authentication in the sense that it is used for allowing a user or a piece
of software to access a specific service, without considering identity. For
example, assume that a user uses a site to store photos and wants to share
them on a social network on which the user has an account. If both sites are
connected via OAuth, the user can give a Web application belonging to the
photo site the rights to act as the user on the social network, allowing the
actions the user agrees to, e.g., for the site to post photos on behalf of the
user. The application is now authorized to have some privileges that belong
to the user. However, with OAuth the user can now use the social network
to log in to the photo site, in a single sign-on fashion.

As the examples above show, authentication and authorization are mixed
and used together. Also, the difference between federated identity manage-
ment and Web authentication with a trusted third-party is getting smaller.
Overall, pure SSO and federations in which all parties are connected to each
other are clearly in the minority [27]. In 2010, the main problem with third-
party authentication and federated identity management was the problem
of “billion keys, few locks”, e.g., many IDPs and few RPs supporting SSO
with these IDPs [84]. Now, the situation is the opposite, with RPs using
sets of a few very popular IDPs. The ROAuth recommender system by
Shehab et al. [85] helps users make informed choices about which IDP to
use when presented with several choices. While ROAuth is aimed at users,
there are also security initiatives focused on the authentication protocols.
Third-parties known to run their own protocols, such as Facebook, Google
and Live (Microsoft) have increasingly started using OAuth as part of their
protocols, which has spurred interest in performing security analysis of these
protocols, e.g., formal analysis of Facebook Connect [86], in order to increase
security.

Before the release of OAuth, and even afterwards, OpenID was the lead-
ing Web SSO protocol and various solutions for how to strengthen OpenID
were proposed, such as storing credentials on SIM cards for increased se-
curity and decreasing the cognitive load [87], or combining OpenID, and
later also OAuth, with the now deprecated CardSpace identity management
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solution from Microsoft [88].
Currently, IDPs are moving towards the new OpenID Connect protocol,

which is built heavily on OAuth 2.0 combined with the SSO technologies
from OpenID [89]. OAuth’s rich data sharing and authorization remains in
OpenID Connect. Such sharing may have privacy implications, as we will
show now.

2.5 Identity Management and Privacy Risks

A problem with identity, both digital identity and in a broader non-technical
sense, is that users tend to have several identities, e.g., their work persona
and the personality they express on social networks, but not in work-related
situations. Multiple identities [90] and the fact that users do not want to
share all aspects of their identities with all third-parties highlights the prob-
lems with federated identity management [91]. There are two important,
related concepts in play here: multilateral security, which is the idea that
no member of a federation should be less secure or trusted than any other
member, and partial identity, which means that a user can define an arbi-
trary subset of personal information to share with each federation member,
e.g. on one website the user may need to share their name, but on another
they need only share that they are older than twenty-one [92]. A related
concept is contextual identity, wherein people only want to share certain as-
pects of their personalities with certain people [93]. Partial and contextual
identity are supported by OpenID and OAuth, but in practice are not used
online today.

Overall when looking at identity, Cameron et al., in a discussion with
privacy bloggers, suggested seven guidelines for identity management, with
a focus on user control and consent [94]. Such guidelines are difficult to
follow due to the complex information flows in third-party and federated
identity management [95], and due to the complexity of customizing Web
services securely [96], but can lead to interesting discussions and new ideas.

There is also plenty of advice aimed directly at users on how to avoid
security problems and increase privacy. However, such advice often includes
time-consuming and difficult actions, even if the risks are low. Users often
understand that there is usually little danger, and do not follow the advice,
as shown in user experiments [97]. Also, there are gaps in users’ conceptual
understanding of SSO [98]. When not understanding the privacy and se-
curity risks of SSO, federations and third-party authentication, information
leaks and identity theft become more prevalent.

We will now take a look at alternatives to third-party authentication
and federations by explaining user-centric authentication, which is a popular
research topic, and which may evolve into a wide-spread and common type
of identity management in the future.
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2.5.1 User-Centric Authentication

User-centric authentication and identity management means that users con-
trol their own authentication credentials. In practice this means that the
digital identities of users are managed by the users themselves e.g., remem-
bered by the user or stored on a dedicated hardware device for authentica-
tion [10]. While there are novel examples of user-centric authentication that
have been created as a more user-friendly and privacy-preserving alternative
to identity federations and third-parties [10], user-centric authentication is
usually the default type of authentication, originating from the time before
federated identity management and trusted third-parties, normally referred
to as single logons (SILOs) [76]. The difference is that user-centric au-
thentication helps users handle multiple accounts on many SILOs, while
traditional SILO authentication does not specify how to handle accounts.

User centric models as proposed by Jøsang [99] and by Procházka et
al. [63] exist as alternatives to federations and third-party identity manage-
ment and aim to mitigate privacy problems in identity management, while
still helping users to securely authenticate to many websites without the
cognitive load and other problems associated with SILO authentication.

User-centric solutions are popular among technically skilled users since
they give the user the power to manage their own identity, but the broad
majority of Web users are not interested in authentication in itself, they
simply want to access the services protected by authentication [18]. There-
fore, while user-centric authentication is a novel and interesting topic, it is
still interesting to explore what users are actually using in authentication
on the Web today. We will now present the topics in authentication which
we have explored in this thesis.

2.5.2 Authentication, Identity Management and Beyond

In this thesis we first present problems with Web authentication in general,
using the traditional SILO model. We bridge the gap between simple, yet
insecure knowledge-based authentication, and hard-to-use, but more secure,
ownership-based authentication and inherence-based methods not suited for
the Web.

Then, we move from the SILO model, with only two parties in the au-
thentication process, to authentication with several sites involved.

We focus specifically on the ever-increasing third-party authentication
landscape, which has replaced federated initiatives to a large extent. Our
goal is to study existing authentication and identity management on the
Web, over time, and therefore our focus is mainly OAuth-based third-party
authentication. Our aim is to analyze and improve the existing network of
authentication and the ad-hoc identity management that consists mainly of
a mesh of OAuth relationships between RPs and their third-party IDPs.

We will now present summaries of our research papers on the above
topics.
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Summary of Papers

In this chapter we summarize our papers by providing the abstracts. The full
papers are found in the end of the thesis. The papers are divided into three
categories, which are described below. The first category contains papers on
Web authentication for untrusted computers, the second category contains
papers on third-party authentication, and finally, the third category contains
our papers on privacy risks in the third-party authentication landscape. For
each paper we present the abstract.

3.1 Web Authentication and Untrusted Com-
puters

In this section we present two papers on Web authentication for untrusted
computers. The papers help address the question of how to attain secure
Web authentication for mobile users in untrusted environments and/or at
untrusted computers, while also achieving availability and usability. We also
show how to evaluate and compare different Web authentication solutions
that use mobile handsets as security devices, by extending concepts from
existing guidelines for authentication and designing an evaluation method
taking both untrusted computers and mobile users into account. Using our
method we have shown that it is possible to evaluate and provide assurance
that a Web authentication solution performs at or above a specific security
level, and how security levels can be used for identifying authentication
solutions which are more secure than passwords, still as easy to use and
always available to the user.
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Paper 1: Security Levels for Web Authentication using
Mobile Phones

Mobile phones offer unique advantages for secure authentication: they are
small and portable, provide multiple data transfer channels, and are nearly
ubiquitous. While phones provide a flexible and capable platform, phone
designs vary, and the security level of an authentication solution is influenced
by the choice of channels and authentication methods. It can be a challenge
to get a consistent overview of the strengths and weaknesses of the available
alternatives. Existing guidelines for authentication usually do not consider
the specific problems in mobile phone authentication. We provide a method
for evaluating and designing authentication solutions using mobile phones,
using an augmented version of the Electronic Authentication Guideline.

Paper 2: 2-clickAuth - Optical Challenge-Response
Authentication using Mobile Handsets

Internet users today often have usernames and passwords at multiple web-
sites. To simplify things, many sites support federated identity management,
which enables users to have a single account that allows them to log on to
many different sites by authenticating to a single identity provider. Most
identity providers perform authentication using a username and password.
Should these credentials be compromised, all of the user’s accounts become
compromised. Therefore a more secure authentication method is desirable.
We have implemented 2-clickAuth, a multimedia-based challenge-response
solution which uses a Web camera and a camera phone for authentication.
The phone provides mobility and high availability to the solution. Two
dimensional barcodes are used for the communication between phone and
computer, which allows 2-clickAuth to transfer relatively large amounts of
data in a short period of time. 2-clickAuth is considerably more secure
than passwords while still being easy to use and easy to distribute to users.
This makes 2-clickAuth a viable alternative to passwords in systems where
enhanced security is desired, but availability, ease-of-use, and cost cannot
be compromised. We have implemented an identity provider in the OpenID
federated identity management system that uses 2-clickAuth for authentica-
tion, making 2-clickAuth available to all users of sites that support OpenID,
including Facebook, Sourceforge and MySpace.

3.2 The Third-Party Authentication Landscape

In this section we present two papers on third-party authentication and
identity management, including a large-scale measurement study of IDP
usage on the Web, as well as other complementary measurement studies of
the RP-IDP landscape, with a focus on characterizing the RPs.
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Paper 3: Third-Party Identity Management Usage on
the Web

Many websites utilize third-party identity management services to simplify
access to their services. Given the privacy and security implications for end
users, an important question is how websites select their third-party identity
providers and how this impacts the characteristics of the emerging identity
management landscape seen by the users. In this paper we first present a
novel Selenium-based data collection methodology that identifies and cap-
tures the identity management relationships between sites and the intrinsic
characteristics of the websites that form these relationships. Second, we
present the first large-scale characterization of the third-party identity man-
agement landscape and the relationships that makes up this emerging land-
scape. As a reference point, we compare and contrast our observations with
the somewhat better understood third-party content provider landscape.
Interesting findings include a much higher skew towards websites selecting
popular identity provider sites than is observed among content providers,
with sites being more likely to form identity management relationships that
have similar cultural, geographic, and general site focus. These findings are
both positive and negative. For example, the high skew in usage places
greater responsibility on fewer organizations that are responsible for the
increased information leakage cost associated with highly aggregated per-
sonal information, but also reduces the user’s control of the access to this
information.

Paper 4: A Look at the Third-Party Identity Manage-
ment Landscape

Many websites act as relying parties (RPs) by allowing access to their
services via third-party identity providers (IDPs), such as Facebook and
Google. Using IDPs simplifies account creation, login activity, and infor-
mation sharing across websites. However, different websites’ use of IDPs
can have significant security and privacy implications for users. Here, the
authors provide an overview of third-party identity management’s current
landscape. Using datasets collected through manual identification and large-
scale crawling, they answer questions related to which sites act as RPs, which
sites are the most successful IDPs, and how different classes of RPs select
their IDPs.

3.3 Third-Parties and Privacy Risks

Here, we present two papers on third-party authentication with a focus on
the information leakage and privacy risks. We have studied the flows of
information between RPs and IDPs, and performed targeted case studies to
detect and analyze potential privacy problems. We also take a longitudinal
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approach, studying the RP-IDP landscape and its information flows over
three years.

Paper 5: Information Sharing and User Privacy in the
Third-Party Identity Management Landscape

The cross-site information sharing and authorized actions of third-party
identity management can have significant privacy implications for the users.
In this paper, we use a combination of manual analysis of identified third-
party identity management relationships and targeted case studies to (i) cap-
ture how the protocol usage and third-party selection is changing, (ii) profile
what information is requested to be shared (and actions to be performed) be-
tween websites, and (iii) identify privacy issues and practical problems that
occur when using multiple accounts (associated with these services). By
characterizing and quantifying the third-party relationships based on their
cross-site information sharing, the study highlights differences in the privacy
leakage risks associated with different classes of websites, and provides con-
crete evidence for how the privacy risks are increasing. For example, many
news and file/video-sharing sites ask users to authorize the site to post in-
formation to the third-party website. We also observe a general increase in
the breadth of information that is shared across websites, and find that due
to usage of multiple third-party websites, in many cases, the user can lose
(at least) partial control over which identities they can merge/relate and the
information that is shared/posted on their behalf.

Paper 6: Longitudinal Analysis of the Third-Party Au-
thentication Landscape

Many modern websites offer single sign-on (SSO) services, which allow the
user to use an existing account with a third-party website such as Facebook
to authenticate. When using SSO the user must approve an app-rights agree-
ment that specifies what data related to the user can be shared between the
two websites and any actions (e.g., posting comments) that the origin web-
site is allowed to perform on behalf of the user on the third-party provider
(e.g., Facebook). Both cross-site data sharing and actions performed on be-
half of the user can have significant privacy implications. In this paper we
present a longitudinal study of the third-party authentication landscape, its
structure, and the protocol usage, data sharing, and actions associated with
individual third-party relationships. The study captures the current state,
changes in the structure, protocol usage, and information leakage risks.
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Related Work

Here we present related work in the area of Web authentication for mobile
users, on untrusted computers, with or without using third-parties. The first
section includes related work on the concept of security levels, as well as Web
authentication for untrusted computers. In the next section we focus on how
to design Web authentication with a smartphone or other mobile phone
as an authentication device, suitable for mobile users. We compare and
contrast these solutions with our prototype 2-clickAuth, which we designed
and implemented to show how mobile phones can be used to authenticate
mobile users on untrusted computers. Finally, we discuss related work in
third-party Web authentication, such as measurement and usability studies
with focus both on security and privacy. Since our work on third-party Web
authentication covers user privacy, usability factors, and protocol security
we now present highlights from these different areas.

4.1 Security Levels and Evaluation

Measuring the amount or level of security in a system is difficult, and the
conclusions can easily be biased by the person conducting the measurements.
However, as in the related field of risk analysis and risk management, it is
still valuable to be able to compare and rank authentication solutions based
on how secure they are, in comparison with other benefits such as usability
or technical requirements.

The NIST Electronic Authentication Guideline (EAG) [22] from 2006
inspired us to create a design and evaluation method for authentication
solutions in which a mobile phone is used as a security device. The EAG
contains a security level concept for authentication, however it has not been
adapted to versatile authentication solutions in which many different side
channels for data transfer could be used. In the later version of the EAG,
from 2011, such channels are discussed [14]. However, while the EAG covers
different areas of authentication and includes technical details and formal
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security requirements, security is the only factor that is discussed. In our
work, the aim is to combine the well-known and accepted security level
concept with factors such as availability, usability and economic factors.
This is intended to help developers and evaluators make the best choice
among several solutions that meet the same security requirements.

At the time of creating our design and evaluation method, there was
no other comparison method, to our knowledge, of authentication channels
and methods made specifically for mobile phones. However, for the authen-
tication system Strong Authentication with Mobile Phones (SA), which uses
a phone’s SIM card in authentication, there is a comparison between the
different modes of the system in which different channels are used. The
comparison shows how the modes compare to each other when it comes to
factors such as cost, infrastructure, security and usability [16]. Instead of
cost and infrastructure, we focused on availability and usability, and the
prevalent case with mobile users using untrusted computers.

There is also an authentication evaluation method in the area of IP
Multimedia Subsystem (IMS), which considers several different factors such
as security, simplicity and usability [59]. We use similar factors, but also
include availability, since there are situations in which a mobile user cannot
use, for example, the mobile phone network (e.g., GSM or 4G), or cannot
install additional hardware or software, but still needs the authentication
solution to be available and ready to use.

Our design and evaluation method, and the 2-clickAuth prototype, were
designed when smartphones were rather new technology, and mobile phones
were more of a complement to stationary computers and laptops, rather than
the versatile computing devices they are today. With the rise of smartphones
and access to the Internet over Wi-Fi or phone networks from everywhere, it
is more common today (2016) to access websites directly from a smartphone
than to use a public computer combined with a mobile phone as a security
device. However, side-channels of mobile phones are increasingly used for
two-factor authentication. Therefore, our design and evaluation method still
holds, since it can be applied to solutions in which all parts of authentication
and website usage are done from the same mobile device. We have also seen
recent authentication solutions using similar concepts [100] as in our early
prototype, which shows that our ideas are still applicable, even if there has
been a shift in technology and hardware. We will now look at research in
the area of Web authentication with mobile phones as security devices.

4.2 Authentication with Mobile Phones

There are a number of different approaches to strong authentication on the
Web using mobile phones, which have been presented over the years [26].
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4.2.1 Pre-Smartphone Solutions

In Secure Web Authentication (SWA), the user receives a session name, both
in the browser (on a computer) and as a text message (to their phone). If
the names match, the user allows the session from their phone, and is now
logged in on the computer [101].

The Strong Authentication with Mobile Phone (SA) method is a set of
different solutions for challenge-response and OTP. All SA solutions rely on
storing information on the user’s SIM-card [16].

Confident consists of two authentication solutions where the first is visual
knowledge-based authentication combined with OTP at first login, and the
other is an OTP solution with the mobile phone as a side-channel [102].

Snap2Pass was released at the same time as our solution 2-clickAuth,
and uses challenge-response with QR-codes in a fashion that is similar to
our solution, but with the distinction that the response in Snap2Pass is sent
via a side-channel over the phone network. This type of side channel can
increase security, but also compromise availability, if a phone network is not
available. Our solution was specifically designed to avoid side channels.

There are also other solutions, such as Smokey (Synchronizable Mobile
Key), which uses the mobile phone to strengthen authentication [103]. How-
ever, these solutions are adapted for internal (inside an organization) usage
with local in-person enrollment.

We will now show examples of related work in the time of smartphones,
which have increased capabilities as computing devices, but which also have
increased security problems of their own.

4.2.2 Solutions in the Smartphone Era

SWA was proposed in 2004, SA in 2009 and Confident and Smokey both
in 2010. While smartphones (i.e. mobile phones with computation capa-
bilities, touch screen, Internet access and the possibility to install and run
apps) were to some extent available in the late 90’s and early 00’s, the first
iPhone was not released until 2007, and the first phone using the Android
operating system in 2008. Large-scale Web usage from smartphones was not
possible while the above-mentioned authentication solutions were developed.
Internet access was slow and/or spotty, and websites were most conveniently
visited from a computer. However, mobile phones (smart or not) were preva-
lent around 2010 and carried by most users. Therefore, using mobile phones
in authentication was feasible from an availability perspective, since the user
was likely to have access to a mobile phone at all times.

Today, solutions such as Confident [102] still remain, and new solutions
to strengthen authentication and avoid phishing and man-in-the-browser
attacks are still being proposed, such as the solution by Almeshekah et al.
in 2015 [100]. In the latter, QR codes are used to transfer authentication
information as in our solution 2-clickAuth. QR codes for transferring au-
thentication data and capturing this data with a smartphone are increasing
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in popularity, and are now easier to implement since smartphone cameras
and frameworks are becoming increasingly better.

Another QR-based solution is WebTicket (2012), using passwords trans-
ferred via QR-codes. In one version, the user prints the password (which is
static) as a paper ”ticket” and shows it to their Web camera. In another
version, the password is displayed on the user’s mobile phone display, sim-
ilarly to 2-clickAuth. WebTicket makes it possible to use strong passwords
since they do not need to be remembered by the user, but the method is
open to eavesdropping and replay attacks. While not as secure as OTP and
challenge-response solutions, it is an alternative to traditional passwords.

4.3 Third-Party Authentication and Privacy

There are different approaches to identity management and authentication
for the Web. In contrast to authentication in general, the Web poses specific
problems due to its world-wide scope, both regarding enrollment and the
large attack surface that makes security vulnerabilities a problem. There
are also usability, economic factors, availability and privacy to consider,
when designing third-party authentication solutions. While identity man-
agement and third-party authentication help to solve a subset of the general
Web authentication problems, new problems are introduced when connect-
ing websites with each other for authentication purposes.

Our studies mainly focus on the existing third-party authentication land-
scape and the risks to user privacy, given the landscape features we have
found. Such features include, but are not limited to, RP characteristics,
protocol and IDP usage, and information transfer between RPs and IDPs.

We will now present related work trying to capture aspects of this ex-
isting landscape, including measurements and usability studies, as well as
papers on protocol security for the major protocols we have observed in our
measurement studies. Then, we present related work in the area of Web
authentication, including novel third-party authentication methods, as well
as other types of Web authentication which do not rely on third-parties.
Finally, since Web authentication spans several fields, we present papers
that combine security and privacy of Web authentication, especially in the
third-party landscape, with other factors. Such cross-field aspects refer back
to our previous works on evaluating Web authentication for untrusted com-
puters.

4.3.1 Exploring the Third-Party Landscape

The third-party authentication landscape has evolved over the years, from a
situation with many OpenID enabled accounts but very few RPs supporting
login with an IDP [84] to a landscape dominated by OAuth and Web 2.0
services that share data between sites. Both in the current situation with
few IDPs and earlier, when there were many IDPs, the risk of phishing
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attacks is increasing, since users get used to being redirected between sites
and providing their credentials to other sites [18]. Sun et al. [98] have shown
that there are misconceptions about how third-party authentication works,
which leads to many users avoiding third-party authentication, but also that
users who agree to use IDPs are unsure about which information is being
sent to different sites.

There are also several protocol-related security problems that enable
identity theft and blackmailing [20, 80, 82]. Even if the OAuth protocol is
proven to be formally secure [78], OAuth can still be implemented in an
insecure way [81]. SSOScan [104] is a tool for finding vulnerabilities in the
third-party authentication flow when using Facebook (with OAuth) to au-
thenticate to RPs. A similar tool, AuthScan [105], is designed to crawl
the Web for a specific set of authentication and identity management solu-
tions (including SAML, OpenID and Facebook Connect). In our large-scale
measurement of the RP-IDP landscape [27], we scanned more broadly for
identity providers, while AuthScan scans for protocols. While we mapped
the third-party identity management landscape to be able to calculate pri-
vacy risks, AuthScan searched specifically for known security vulnerabili-
ties. In contrast to the focus on vulnerabilities and security, Birrell and
Schneider [64] present a privacy-driven taxonomy of the design choices in
the third-party identity management landscape.

From the public data available on large-scale social networks, which are
often popular IDPs, it is often possible to derive potentially private infor-
mation [106–108], or to correlate user data from several websites to identify
a user based on behavior [109]. When connecting RPs and IDPs, non-public
data also spreads between websites, and the risks increase, as we have shown
in our work. Cross-site leakage and the associated privacy risks have also
been studied in the context of ad services and trackers [110]. We will now
present related works in the area of alternatives to existing Web authenti-
cation methods.

4.3.2 Alternatives to Existing Web Authentication

While federated identity management with Web-specific SSO solutions such
as OpenID, and general protocols such as SAML, are decreasing, there is a
rise in third-party identity management solutions with a single trusted third-
party, especially with popular social networks serving as IDPs and OAuth as
the protocol for authentication and authorization. We have chosen to study
these third-party solutions because of their popularity and prevalence, but
there are also competing solutions with very different approaches on how to
do Web authentication.

An alternative option to third-parties and federations is to use user-
centric identity management. Such authentication and identity management
solutions, which use neither third-parties nor classical federated solutions,
have benefits when it comes to security and privacy. In the field of user-
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centric identity management solutions, users control their own credentials.
Besides password storage solutions, which have security problems of their
own [45,46], there are also devices aimed at replacing passwords for everyday
use; e.g., the Pico token [10] and the Authentication Pad [62], later known
as the OffPAD [11, 57]. These personal authentication devices are designed
to replace existing methods such as the wide-spread usage of passwords, but
also to give the user control over their credentials, instead of using third-
parties.

There is also research which focuses on the SILO model, with many
user accounts which are not connected to each other. This research aims
to strengthen passwords or improve the users’ abilities to remember more
passwords [111], and more complex passwords [44]. There are also initiatives
to make password protocols more secure [43].

4.3.3 Factors in Third-Party Authentication

Other interesting related work includes Rannenberg’s early work on bridg-
ing the gap between identity management and mobile phone authentica-
tion [112], as well as Xing el al’s work on pollution attacks on social networks,
which highlights the privacy problems in these services [113]. There have
also been efforts in combining the OAuth protocol with other authentication
protocols and factors, such as biometrics [114] and Microsoft Information
Cards [88].

There have also been various initiatives on how to strengthen the security
and privacy of online social networks (OSNs). Such work is related to ours,
since these OSNs are commonly popular IDPs and/or RPs. Vulnerabilities
and implementation problems have been reported in the SDKs of OSNs [115],
and security APIs have been proposed for OSNs [116]. Anderson et al. focus
on privacy in OSNs in general [117], Tarameshloo et al. propose specific
privacy policies for information sharing in OSNs [118], which is similar to our
work on permission agreements (app-rights), and Ko et al. also do research
on this subject by studying the flows of private data between third-party
applications and sites they connect to [119]. In a broader sense, Birrell and
Schneider [64] have compared both existing and deprecated SSO solutions
from a privacy perspective, similarly to our early work on authentication
solutions. Their paper shows that independent of the solution, there are
still many privacy problems left to be solved, and different solutions mitigate
different problems.

Finally, Felt and Evans [120] proposed a method for only sharing a min-
imum of data between Facebook and applications connected to Facebook
via OAuth. Their work was done in the field of internal applications built
on the Facebook API, not external RP websites, but the ideas on how to
minimize information sharing are still interesting. In our work we have not
aimed to minimize the transferred data, but instead to map where data may
spread when being leaked between RPs and IDPs.
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4.4 Characterization of the Web

In our work on third-party authentication, a major part of the work is in
the field of measurements and characterization of the Web. While our focus
is third-party authentication relationships, there is related work in similar
areas. In our large-scale characterization study of the Web [27], we compare
and contrast the third-party authentication landscape with content sharing
(delivery). A related study on content delivery was performed by Gill et
al. [121], in that case with a focus on economic incentives of Web advertising,
which is a typical form of content sharing. Krishnamurthy and Wills [122],
present a study on content delivery in the form of advertising and other
additional website content which is not the main type of content the site is
serving, e.g., advertising on a social network. The authors show how users
react to such additional content and how the users try to avoid it. Bent et al.
took a broader approach when collecting data from a set of websites to study
content delivery in this large-scale set [123]. The manual classification used
in our work is inspired by Gill et al. [23] in which the authors characterize
organizational usage of websites, and create a type classification for different
websites.

Also related to our work, both our characterization study [27] and the
paper in which we characterize RPs in detail [28], are studies on the struc-
ture of the Web in general such as the study by Fetterly et al. [124] on the
evolution of websites over time. Others have presented longitudinal studies
of video popularity [125], IPv6 adoption [126] and traceroute responses [127].
All these papers take a long-term perspective on the content and services
delivered over the Web, but none of them consider the third-party authen-
tication landscape.
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Chapter 5

Discussion

In this chapter we discuss our findings and how the parts of the thesis fit
together. We bridge the gap between the early papers onWeb authentication
and our later works on third-party authentication and privacy aspects.

5.1 Web Authentication in a Mobile World

When we started the work on Web authentication (2008), smartphones were
not as prevalent as they are now (2016). For example, there were no phones
running the Android operating system. However, early smartphones, small
handheld tablets and pocket computers started gaining popularity, and could
run software (apps) installed by the user, as well as accessing the Internet.
Compared to the previous generations of mobile phones, these new devices
had a wide range of short- and long-range communication channels, includ-
ing a camera, which we used in the authentication prototype in our ARES
paper [25] in 2010.

When we designed our optical authentication solutions with the phone
camera, the phone was intended to be used as a standalone device when
the user authenticated to a website on some device other than the phone
(e.g., a laptop or stationary computer). There were similar solutions [128],
but few which combined the benefits of using a mobile phone (instead of
a dedicated device) with the simplicity of optical authentication, which al-
lowed for strong challenge-response solutions without the user needing to
type information into the phone.

Now, it is more common for a user to rely on their smartphone for most
of their Web usage, either in the phone browser or in an app. There are
still situations in which the user may want to involve another device, when
authenticating to, for example, a computer at work, or a public computer
when traveling, to add security in an untrusted environment. In such cases,
the user’s phone is always present and is a good choice for an authentication
device. The main contributions from our first papers are mainly the compar-
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ison method for authentication solutions, which can be adapted to different
technologies and cases based on the situation. However, there are still new
methods and solutions being designed which are similar to our original idea
with 2-clickAuth, such as the solution proposed by Almeshekah et al. [100].

As far as mobility and untrusted computers are concerned, users are more
mobile than ever. Even if the users bring their own devices which they trust,
the environment can be untrusted (e.g., an open Wi-Fi network). Also, even
if a user uses their own device instead of a public computer, the device can
be infected by malware and exploits, and therefore could also be untrusted.

5.2 Authentication vs. Identity Management

In this thesis we focus on Web authentication, both in general and with a
third-party identity provider. Our focus has been on features of the authen-
tication process itself: security, usability and privacy on a general level, as
well as mobility and trust, as discussed above. We have evaluated the overall
drawbacks and benefits of different authentication methods, data transfer
channels and protocol and IDP usage.

Identity management is a broader field than authentication, since it in-
cludes the creation, storage and revocation of authentication credentials.
We have chosen to focus especially on the authentication part of identity
management, but still briefly discuss all three types of identity management
in this thesis. The basic concepts of identity management, with third-parties
and federations of websites, are commonly used when discussing and model-
ing third-party authentication. Therefore, we mention identity management
in this thesis, and point out related work in the area. We also discuss SSO,
since SSO was the basis of third-party authentication on the Web, before
OAuth and the authentication landscape of today.

SSO, often in the context of federated identity management, is the orig-
inal type of third-party authentication, with OpenID as a common protocol
example. While OpenID is still used on the Web to a small extent, SAML,
which was popular before OpenID, is not evident in the third-party authen-
tication landscape we have studied. However, SAML is still used in internal
cases, such as a company’s internal Web infrastructure, or in federations in
which university networks form their own internal federation.

While we have observed a decrease in OpenID usage, we have also ob-
served an increasing usage of the OAuth protocol, in which a few large
identity providers are used for authentication. OAuth is used the same way
as authentication solutions are described in identity management with a
trusted third-party. As an alternative, there is user-centric identity man-
agement, which more or less relies on removing the existing third-party
structures from the Web, which does not seem likely in the near future.
There is, however, a lot of interesting ongoing research in the field [10,11].

Instead of designing novel solutions, we have focused on how to analyze
and be aware of the privacy and security risks of current authentication
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solutions, and to help developers design and evaluate solutions which are
more privacy and security preserving than existing ones.

The underlying reasons for why the RP-IDP landscape looks and evolves
the way we have observed, and for why OAuth has become popular, are non-
trivial to prove, but it seems to involve business benefits that are provided
to both RPs and IDPs. The business model for both RPs and IDPs is
increasingly built based on a rich set of data being shared between the two
sites, and on RPs being able to promote their services by posting to the
IDPs. Therefore, even with new SSO protocols such as Mozilla Persona,
and with OpenID Connect (which relies on OAuth), authorization protocols
will likely still be more popular than SSO-only protocols, since they provide
capabilities for additional personalization by their users, as well as business
opportunities for RPs and IDPs.

When capturing the structure, protocol usage and evolution of the RP-
IDP landscape, as we have done, the design of the actual measurements and
characterization of websites are also important parts of our work.

5.3 Measuring Web Authentication

The Web is rapidly changing, and popular websites and services come and
go. Therefore, snapshots of the Web can be interesting for describing a cur-
rent phenomenon, without giving a broader picture of Web usage in general.
We wanted to develop and apply measurement methodologies that would be
valid and useful even in the future. Therefore, we focused mostly on devel-
oping methodologies for measurement, such as our logarithmic sampling
combined with click-based crawling of websites. Even if the Web and indi-
vidual site relationships change, we expect that the Pareto-like distribution
of website popularity, and the phenomenon of a few popular websites being
much more popular than the rest will still hold [23]. Looking ten years back
in time, before third-party authentication became largely used, the popular
websites were portals, Webmail and chat services and online communities
(according to the statistics on Alexa.com). These sites resembled the social
networks of today, and were early adopters of personalization and providing
personal website accounts for their users. It seems like these types of social
sites have kept their popularity over the years and it is still relevant to study
how they are used. We will now explain how we performed the crawling of
websites, and how we selected which sites to crawl.

5.3.1 Crawling for Authentication

Measuring third-party Web authentication can be more complex than simple
text matching, since only searching for potential IDP login links and OAuth
connections may give false positives when encountering constructs similar to
third-party authentication. The most common example is when a website let
its users use another site (typically a social network) to comment on articles
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or “like” contents. Such actions require authentication to the other website,
but do not log the user in to an account on the original website. Therefore,
such usage of third-parties is not counted as third-party authentication in
our results.

We used a crawling methodology in which we designed a Selenium-based
“clicker” which crawled a pre-defined set of websites and clicked on clickable
elements. In contrast to text matching, a clicker can react to interactive
Web 2.0 elements and therefore catch more RP-IDP connections. The clicker
also incorporated matching on common OAuth and OpenID link structures.
To avoid false matches on other OAuth usage, we also match on typical
login-link constructions. However, there are many ways of designing an
authentication interface on a website, and it is therefore difficult to catch
all RP-IDP connections.

We also created alternative crawlers in order to investigate a more straight-
forward text-matching approach. Even though this approach turned out to
produce an overly high number of false matches, it spurred an interest in
more closely investigating the relations between content sharing and third-
party authentication, since many content-sharing relationships were falsely
classified as RP-IDP relationships. The content-sharing landscape is more
well-known and better explored than the third-party authentication land-
scape, and this allowed for an interesting comparison of the two landscapes.

The pre-defined set of sites we crawled with our tools was selected by
using our method for logarithmic sampling of websites. Based on the Pareto-
distribution of website popularity, we wanted to capture the most popular
websites, but also less popular websites, distributed among the 1 million
most popular websites. Our logarithmic sampling gave us 35,619 sampled
sites to crawl. We also collected a set of complementary datasets to gain
more in-depth information on the sites which are RPs. The sets contain
information about byte volume of the sites, and numbers of internal and
external links. To better understand regional bias in IDP selection, we
collected information on the approximate location of the IDP based on (i) a
whois service based on where sites are registered, (ii) an online geo-location
service located in the US to map the location of the IDP servers, and (iii)
statistics provided by Alexa estimating the region in which the site’s primary
user audience is located. While this data allowed us to classify the RPs along
many dimensions, we acknowledge that many alternative metrics could have
been collected, and alternative methods to classify and categorize websites
could have been applied.

5.3.2 Limitations in Measurements

With the increasing popularity of mobile devices that are able to run ap-
plications (apps), many of these apps connect to each other in an RP-IDP
fashion. However, in this work, we only consider websites and their specific
problems. We also do not consider the internal usage of OAuth, where a
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website allows users to run third-party plug-ins within the website. Our idea
for this thesis is to study the evolution of Web authentication, rather than
connected applications.

For some cases it is difficult to decide if a website is an RP or not,
even after manually verifying that the website does not have a false IDP-
connection and the website clearly allows login with an identity from another
website. An example is when a website consists of different parts which are
connected to each other with OAuth, such as in the case where users of a
Web portal can log in with their portal username on a video service run by
the portal, for example. If the different parts have different domain names
we distinguish between them, otherwise not. However, we consider obvious
same-owner relationships to be internal, regardless of protocol usage. A
similar example is when an IDP is bought by another IDP, but with the
login links still pointing towards the old IDP. The user gets redirected to
the new IDP when trying to login, but at a glance or for a text-matching
tool, it still looks like the old IDP is in use. Problems also occur when
IDPs are removed by the RP, or go out of business, but the RP GUI is
not redesigned, thus still indicating that the IDP is in use. Temporary
downtime of websites, both RPs and IDPs, also complicate measurements.
Finally, there are websites which change their domain names, which may
lead to broken login links for IDPs and popularity changes for RPs (e.g.,
the service is still popular, but the old domain drops in popularity as users
start using the new domain name). The most notable example in our sets
is when Chinese website Sina.com.cn moved their popular social network
Weibo to its own domain Weibo.com. Another example is Russian social
network Vkontakte.ru changing its name to Vk.com and seemingly dropping
in popularity, while the service was actually becoming even more popular.

5.4 Changes over Time

Another interesting aspect of measuring the Web is that it is constantly
changing, both because of new technological inventions and also because of
user demands and economical factors. The RP-IDP landscape has changed
from having many IDPs and few RPs [84], to its current structure which is
the opposite. While being IDPs gave websites a chance to be noticed (free
“advertising” due to their visibility at RPs) and new potential users, RPs
would get fewer registered users, since the users would log in with the IDP
instead. Now, with the rise of OAuth, being an RP gives a website a rich set
of user data which can be used for targeted advertising and personalization.
The RP can also post on the IDP, thus promoting itself to new potential
users. Being an IDP is still beneficial for the previously-mentioned reasons.
In addition, the IDP now also has access to posted material sent from the
RP, which creates more data traffic.

By performing longitudinal studies, both of the overall RP-IDP land-
scape, as well as permission agreements between RPs and IDPs, we have
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observed trends over several years, and identified an overall bias towards
less privacy-preserving third-party authentication on the Web.

5.5 Data Classification

One of the aspects we have considered in our longitudinal study is what
data is being shared between the RP and the IDP. We classified the data as
basic data (B) such as public identifiers and other non-sensitive information,
personal data (P), created content (C) or data belonging to the user’s friends
(F).

When we defined risk classes based on combinations of data types being
shared, we built them from observed combinations. The risk classes still
hold, even if some RPs and IDPs in our dataset have changed their APIs
and specific app-rights. We have seen that B-data only is decreasing, as
IDPs often bundle information of B and P-type into blocks of information
which RPs always import when using that specific IDP.

Besides data, IDPs often allow RPs to perform actions on the IDP on
behalf of the user. Whether or not an IDP allows this does not affect the
risk class in our risk classification. However, when combining several IDPs,
multi-hop leaks can more easily occur when actions are involved. When
discussing risk, we bundle all actions, but when discussing multi-hop leaks,
we therefore split actions into write and update/remove, since the latter only
changes information on one IDP, while write actions can spread information
in multiple steps.

Besides multi-hop leaks, there are also other privacy-related problems
when connecting multiple IDPs to one RP. Our studies show that RPs do
not handle multiple IDPs well. For example, the user may end up with
several RP accounts (one per IDP), temporary and limited RP-accounts
when using an IDP for login, or an RP-account on which information from
several IDPs is merged in a way the user may not approve of, potentially
revealing sensitive information.

5.6 Privacy Aspects

We have focused on user privacy in third-party authentication and calculated
potential privacy risks in the RP-IDP landscape. It is worth noticing that
we make the assumption that the authentication is not compromised in any
way, and that the only information being transferred is the information
which the user has agreed to share. Thus, we are not considering security
breaches, only leaks that occur when several data flows, accepted by the
user, collide and/or interfere with each other.

We use the term leaks in the sense that information is shared in sev-
eral steps without the user being aware of the complete flow of information.
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However, we only consider information that the user has consented to shar-
ing. Our idea is that since RPs and IDPs are connected into complex graphs,
and/or structures with a few IDPs being used by many RPs, the user can-
not easily get an overview of all possible leakage paths. Even if the user
accepts two different information flows, the user is not likely to calculate
the potential effect of the combination of these two flows.

Our leakage calculations are based on users having connected accounts
with several IDPs and RPs. Of course the problems become smaller if users
do not connect accounts. However, users today normally do not connect
accounts for the sake of SSO, but rather to be able to share information
between popular social networks (IDPs) and content creation sites (RPs,
such as photo and music services). Therefore, users may choose to access an
RP with several IDPs, not for simplifying login, but to connect the different
accounts and share information. However, such multi-IDP scenarios also
come at a privacy cost. For example, in our experiments we have seen
that RPs do not handle multi-IDP scenarios well, and may merge account
information from different IDPs in a way which can compromise user privacy.

We do not try to weigh risks based on the number of actual users of
specific IDPs and RPs. We only determine if an IDP is being used by an
RP and discuss the potential risks that users associated with such RP-IDP
relationships may experience. However, for our discussion we do assume
that highly popular social networks have many users using them as IDPs,
in contrast to specialized pro-IDPs.

Overall, we have observed an increase in the usage of the less privacy-
preserving OAuth protocol, which allows for sharing a rich set of data be-
tween RPs and IDPs. We have also observed a few large OAuth-IDPs be-
coming increasingly more popular as IDPs, while also being highly popular
social networks with rich user data to share. We have seen these popular
IDPs being combined with each other in pairs or triples, often with at least
one of the IDPs allowing write-actions. Such use of actions, as allowed by
the OAuth protocol, may lead to multi-hop data leaks. The increased entan-
glement of the Russian Web, and the still nested structure of the Chinese
Web, also have a high number of potential data leaks. With users being
increasingly mobile, using their devices in untrusted environments, there is
a need for stronger authentication to protect user privacy, especially at the
IDP level. Perhaps the recent move by some top IDPs to offer their users
two-factor authentication will help here.
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Chapter 6

Summary and Conclusions

In this chapter we present a summary of our work, our conclusions and a
discussion of future work.

6.1 Summary

We have studied Web authentication in untrusted environments, especially
for users which are mobile in the sense that they use different devices in
different places, to access their website accounts. In untrusted environments,
security measures must be designed and implemented so that they are in
place, even if the device being used is untrusted, or the user is in an insecure
location (which may be a crowded place prone to eavesdropping, or a place in
which the user may be fooled into using an untrusted Wi-Fi network). While
one solution to providing secure authentication for untrusted computers is
to equip the user with a dedicated authentication device, these solutions
rely on users to carry these devices and have them available each time the
user wants to authenticate. We have designed and implemented a proof-of-
concept prototype of an authentication solution which uses a device the user
is likely to carry, their mobile phone, and which combines security with other
factors that are important in untrusted environments with mobile users.

Websites have different security requirements, and it may be difficult
to compare different authentication solutions to find a solution which fits
the requirements of a specific type of site. We wanted to know how to
evaluate and compare Web authentication solutions to be able to ensure
that a solution reaches a specific level of security. We used the security level
concept from NIST, but extended the concept to adapt the levels to solutions
in which authentication tokens with many communication channels, such as
mobile phones, were taken into account. We then designed and developed a
methodology for comparing and evaluating authentication solutions which
are based on the use of mobile phones as additional hardware devices for
authentication.
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Identity providers in third-party authentication are a specific type of
Web service which may need secure authentication while also being easily
accessible for mobile users, since these sites are used for providing authen-
tication to users of other sites and services on the Web. We performed a
large-scale empirical study of the current third-party authentication land-
scape, to determine which websites are using which type of third-party Web
authentication and how they handle security and privacy. We collected
information, both longitudinal and large-scale, on how the use of third-
party authentication differs between websites of different types, target au-
dience, actual audience and country of origin. We designed and developed
a novel logarithm-based sampling technique together with a crawling tech-
nique adapted for Web 2.0, to crawl and find relationships between websites
and their third-party identity providers. To put our results in context we
have also compared third-party authentication with the more well-known
field of content sharing. We discovered that in third-party authentication
the usage is more biased towards using a few large providers and relying
on the security of these providers. There is also a large bias towards using
authentication providers from the same region (e.g., a part of the world with
the same language), compared with how content providers are selected.

We also discovered that the few large providers that are in use mainly rely
on the OAuth protocol, which allows authorization of applications to act on
behalf of the user, as well as sharing of a rich set of user data between sites.
We performed case studies on how to minimize privacy risks in third-party
authentication, based on which protocols are used and what data is being
shared. We discovered that combinations of specific identity providers can
be dangerous to user privacy and therefore made in-depth studies on these
combinations of sites and the data they transfer. We have defined categories
of data types transmitted in third-party authentication, and designed a risk
categorization based on combinations of these types that are known to be
in use. We have also categorized problems related to account merging and
cross-site information leaks that are related to these popular combinations
of third-party identity providers.

When modeling the third-party authentication landscape, we quickly
realized that the majority of relationships are captured by a bipartite graph
structure, with a small layer of identity providers and a large layer of all
the sites relying on these providers. In our model we also allow for intra-
layer edges to capture the relationships of hybrid nodes. By modeling the
identity landscape we have been able to determine how privacy risks may
spread between websites and we are now able to recommend how to use and
combine third-party authentication in a privacy-preserving way. We have
also made a longitudinal evaluation of the top 200 most popular websites
worldwide and these sites’ usage of third-party authentication over the past
three years. Overall, we have observed a growing trend of websites using
a few very large social networks as their identity providers in third-party
authentication.
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6.2 Conclusions

Web authentication is an ever-changing field. But, while new technology
and methods arise, simple and usable practices will still remain widespread.
Still, there is a need for strong authentication methods suitable for specific
websites and services. We have explored the area of Web authentication
in terms of combining security with factors such as usability and privacy.
Existing frameworks for evaluating the security of existing authentication,
must include other factors besides security, and must be adapted for the
security level of the application.

Third-party authentication makes the field of Web authentication even
more complex, especially when comparing and evaluating different solutions.
While third-party solutions are often beneficial to users, they also introduce
various new security and privacy risks, some of which may be evaluated
vastly differently by different users.

To capture the structure of the RP-IDP landscape we have developed a
methodology for logarithmic sampling of websites, combined with a click-
based crawler, which evaluates websites of different types and of varying
popularity. We have also studied the changes in IDP and protocol usage
as well as data-sharing between sites. By classifying the data into different
types we were able to create a risk classification, showing that many RP-
IDP relationships create a medium-high risk to the user’s privacy by sharing
more data than is actually used by the RP, e.g. for filling out account
details for the user. While users may benefit from data sharing, in terms of
personalization and seamless integration of social networks, sensitive data
belonging to the user may end up on websites where the user did not intend
to reveal this particular data.

Over the past ten years several large websites serving as social networks
and identity providers have dropped in popularity or been forced to change
their business models drastically, due to how they handled user data, secu-
rity, and privacy. How different websites handle third-party authentication
may have a similar effect on how the Web landscape will change over the
next ten years.

6.3 Future Work

The future work of this thesis includes the following directions:
Security levels and mobility: With new emerging Web services, and

an increased usage of third-party authentication, security levels not only
need to be adapted to the security requirements of individual websites or
services, but on the whole structure of RPs and IDPs connected to the
website. Also, while users are becoming increasingly mobile, they are likely
to use their own devices rather than public computers. In work environments
the bring-your-own-device concept is gaining popularity which brings new
challenges to the design of authentication solutions for different purposes.
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Simple and secure authentication: Passwords are still very common
in authentication, even though they have many security problems. It is a
challenge both to design novel solutions which can compete with passwords
and to improve the existing password-based authentication methods. With
mobile phones getting more capable as computing devices, they can be used
in authentication solutions based on concepts that are similar to our 2-
clickAuth prototype [25].

RP-IDP measurements: Our measurement studies could be followed
up in the future, using a similar methodology and a larger data set, to
see how the landscape has evolved over a longer time. It would also be
of interest to see studies from the user’s point of view on account merging
when allowing multiple IDPs. There are several usability studies in similar
fields [70,85], but none at the time of writing on account merging, which we
have explored from the user’s point of view.

IDP usage in the wild: The actual usage of IDPs, measured by the
number of users actually using a specific IDP with an RP, would complement
our results. Such a study could rely on network traffic to measure parts of
the usage of specific IDPs and give insight into how users tend to use and
combine IDPs [129].

Risk modeling: Finally, our work on modeling the RP-IDP landscape
as a bipartite graph and characterizing risk spreading between websites could
be extended and applied to other phenomena on the Web, for example con-
tent sharing, fingerprinting and tracking, which may have similar properties
to the RP-IDP landscape. Comparing the structures within the graph may
allow for better head-to-head comparisons of these aspects of the current
Web.
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[38] Xavier De Carné De Carnavalet and Mohammad Mannan. From very
weak to very strong: Analyzing password-strength meters. In Proc.
Network and Distributed System Security Symposium (NDSS), pages 23–
26, San Diego, US, February 2014.

[39] Joseph Bonneau. The science of guessing: Analyzing an anonymized
corpus of 70 million passwords. In Proc. IEEE Symposium on Security
& Privacy, pages 538–552, San Francisco, May 2012.
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