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Abstract 

With the introduction of cloud computing the computation got distributed, virtualized and scalable. This 
also meant that customers of cloud computing gave away some of their control of their system. That led 
to a heighten importance of how to handle security in the cloud, for both provider and customer. Since 
security is such a big subject the focus of this thesis is on confidentiality and privacy, both closely related 
to how to handle personal data. With the help of a systematic literature review in this thesis, current 
challenges and possible mitigations are presented in some different areas and concerning both the cloud 
provider and the cloud customer. The conclusion of the thesis is that cloud computing in itself have 
matured a lot since the early 2000’s and all of the challenges provided have possible mitigations. However, 
the exact implementation of said mitigation will differ depending on cloud customer and the exact 
application developed as well as the exact service provided by the cloud provider. In the end it will all boil 
down to a process that involves technology, employees and policies and with that can any user secure its 
cloud application. 

Keywords: Cloud computing, security, confidentiality, privacy, mitigation 
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1. Introduction 
Cloud services and cloud computing in general reflects the idea of IT-infrastructure as a public 

service just like water, electricity and other public services where the user access the resource 

on-demand and pay for use. The main idea is that a company buy the resources needed from 

another company (a cloud computing provider) which manages all of the configuration and 

maintenance of the infrastructure that is needed. Meaning that all the computation is done 

distributed between data centres and the storage is off-premise from the company. This 

definition was first written by the National Institute of Standards and Technology (NIST) in 

USA in 2009, at this point in time the term cloud computing was still evolving and the purpose 

of the definition was to cover all the different approaches and the final version of the definition 

was published in 2011(Mell and Grance, 2011). 

With the introduction of cloud computing the concept of “our own system” changed 

significantly. When a company utilizes cloud computing they cannot point at a server mounted 

in their office building and say “this is our system”. The exact location of their system is now 

diffuse and geographically distributed. This could make it harder to feel that everything is under 

control and this is a major concern among potential customers. However, the biggest benefit of 

using cloud computing is that the company does not have to invest in a huge computer system 

to perform their core business. Instead they buy the cloud computing service from a cloud 

provider and use the computation on demand. The underlying hardware is hosted in data centres 

and uses sophisticated virtualization techniques to realize high-level scalability, agility and 

availability along with a high level of security. One thing to remember regarding cloud 

computing and security is that although it is possible for a customer to outsource the 

responsibility to the provider they cannot outsource their accountability for ensuring that their 

data is properly protected (CSA, 2015). 

The accountability of a company is in relation to how they handle their data that they store at 

the provider. It also means that they have to be accountable for how their users uses the data of 

the service provided by the company. The company has to obey the policies of the provider on 

how the cloud is supposed to be used and the company has a responsibility to their users to 

securely handle their data and user information. This introduces two of the most important 

aspects of IT-security, namely confidentiality and privacy. Confidentiality means that data 

should be secret for other users and the provider and privacy is related to user information and 

personal data for each user. This especially shows up while developing a website for a company 

and the company’s users and customers. Here it is important to remember that if the website 

should be used by users where they have to enter their personal data it is the company that is 

responsible for their data, even though the data is stored at the provider. These days a website 

is typically developed using a content management system (CMS). A CMS is an application 

that runs on the webserver and fetches information from a database and presents a website using 

common templates. Changes to the website is done using a common user interface, meaning a 

typical user does not have to know how to code to produce content for said website. In relation 

to cloud computing this means installing the CMS using Platform as a Service (PaaS), which is 

a typical way of providing customers a platform that allows them to develop, run and manage 

applications. Depending on implementation this could mean handing over all of the files to the 

provider. Doing this it is very important for the company to choose the right provider and think 

about the concerns of confidentiality and privacy and then securely develop the website to 

handle these concerns. 
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As it can be noted there are some concerns to cloud computing in relation to security and it is 

therefore interesting to investigate the subject and see if the thesis can reach the following aim 

and answer the following research questions. 

1.1 Aim 

The aim of this thesis is to present a detailed study on security challenges and solutions in cloud 

computing in regards to confidentiality and privacy. This is to help Sogeti AB expand on their 

knowledge of cloud computing and help existing and new customers in their transition to cloud 

computing and using a CMS in the cloud. 

1.2 Research Questions 

 Which are the currently identified challenges regarding confidentiality and privacy in 

cloud computing and how does these relate to Content Management Systems (CMS)? 

 

 What mitigations to these challenges have been proposed? 

 

The answers to these questions will provide a good background about the current position of 

confidentiality and privacy in relation to cloud computing and CMSs. They will also identify 

the current direction that cloud computing is heading for organizations interested in investing 

time and money in adopting cloud computing securely. 

1.3 Scope and limitations 

I will focus on Content Management System (CMS), and therefore Platform as a Service (PaaS) 

as a service model since that is where you are likely to find a CMS. These are both central to 

the work performed at Sogeti. 

With focus on Confidentiality and Privacy other big part of security, meaning Integrity and 

Availability, will not be covered by this thesis. 

I will not value the impact of any challenge. I simply do not have the knowledge necessary for 

this. This means I will present the challenges as they are and then the person that it concerns 

has to evaluate how each challenge affects them. 

1.4 Project context 

This thesis is done in support with Sogeti AB, an IT consultant company located in Linköping, 

Sweden and currently employing around 100 people. They have their headquarter in Paris, 

France, a total of 21 offices in Sweden, offices in 15 different countries and are also a fully-

owned subsidiary of the Capgemini Group.  

In Linköping Sogeti mainly focus on developing their customers’ website with the help of a 

Content Management System (CMS). As of today Sogeti in Linköping does not have much 

experience with cloud computing. This is something they want to change and one concern they 

often encounter when cloud is mentioned is the security of cloud computing. Since they mainly 

work with a CMS they are the mostly interested in the security aspects related to cloud 

computing and CMSs. 
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2. Theory 
In this chapter I will present the definition of cloud computing, explain the benefits of cloud 

computing, explain PaaS and explain the deployment models as well as present some general 

concerns regarding confidentiality and privacy. I end this chapter with describing the method 

that is used for this thesis. 

2.1 Explanation of terms 

In this thesis I have already used some important terms but just for clarification and as a 

reminder, these are the terms for the different actors of cloud computing that I will refer to 

further on: 

 Provider. A provider is a company responsible for the underlying infrastructure of the 

cloud itself; all the servers, storage, network and other necessary technologies required 

in the datacentre for the cloud to work. They sell their service to other companies. 

 

 Company. A company is any company that pays the provider for using the cloud. The 

service model or deploy model that is used is not specified. A company can also be 

called a consumer or a customer of the provider. 

 

 Developer. A developer is a person either employed by the company or it could be a 

person working on its own to develop an application that is deployed in the cloud. 

 

 User. A user is a customer of the company that has developed the application. 

2.2 Definition of cloud computing 

It was already in the 1960s that computer scientist John MacCarthy spoke the words 

“computation may someday be organized as a public utility” and that is the basic idea behind 

cloud computing (Savu, 2011). It was not until 2009 that the National Institute of Standards and 

Technology (NIST) released a definition, by then cloud computing had been used for a couple 

of years but the definition was done to bring together all the different aspects (Mell and Grance, 

2011). 

Some refer to using the Internet itself as using the cloud, the Internet is often depicted as a cloud 

and people refer to applications running on the Internet as “running in the cloud”. Although that 

last point is technically correct there is still confusion between the cloud and the Internet. Cloud 

computing is mostly about two things, abstraction and virtualization. Abstraction means that 

the cloud abstracts the details of the system from users and developers. The physical system is 

not specified, the location of the storage is unknown, the management is outsourced and the 

users’ interaction with the application is omnipresent (Sosinsky, 2011). Virtualization means 

that the system at the provider can pool and share the resource as needed. The storage can be 

divided as needed, the usage is monitored, multi-tenancy is enabled and the system can scale as 

needed. 

2.2.1 Components of cloud computing  

Cloud computing does not refer to a specific technology but instead a collection of technologies 

working together that make cloud computing possible. Below I will explain some important 

components. 
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 Data centres. Cloud computing needs a tremendous amount of computing power to be 

able to serve as many customers as possible in as little time as possible and all this power 

is hosted in a data centre (Mather, Kumaraswamy and Shahed, 2009). This is not 

necessarily a single location, in most cases the data centre is a distributed network of 

several server farms that span multiple physical locations and are linked via networks 

over Internet. 

 

 Virtualization technologies. Virtualization is used to hide the complex nature of the 

cloud system from the user (Expert Group Report, 2010). This is done to make the 

platform independent of the underlying infrastructure, to make the location of the 

physical server independent on the physical location of the user and in the meantime 

enhance the ease of use for the customer because of the hidden complexity. 

Virtualization is in many ways the cornerstone that enables many of the benefits 

mentioned in section 2.4. 

 

 Application Programming Interfaces (API). The API provides features for 

developers, like control over services and resources, and this allows communication 

between the application, the cloud storage and of course the user (Mather, 

Kumaraswamy and Shahed, 2009). There are however no standard API for the different 

providers, they all use their own, more or less unique, solution. This might sound like a 

challenge but reading different APIs is part of being a developer and should be done 

with ease. 

 

 Service-level Agreements (SLA). An SLA is a legal agreement between a customer 

and a provider in the form of a document that describes the minimum performance 

criteria a provider promises to meet while delivering the service (Padhy, Patra and 

Satapathy, 2012). The document will also specify what happens if any of these criteria 

are not met. 

2.3 Platform as a Service (PaaS) 

PaaS is the middle way of choosing service model. Using PaaS means that the cloud provider 

manages all the necessary hardware as well as what operating system to choose from. As a 

company you then decided what to develop and using the operating system and API from the 

cloud provider you develop and implement whatever application you want. 

PaaS is built on top of IaaS (Infrastructure As A Service) and has therefore many of the same 

benefits, such as hardware virtualization, dynamic resource allocation, utility computing and 

low investment costs. However PaaS does not mean that a company has to pay for both IaaS 

and PaaS and manage them both, a company buy PaaS from a provider and uses it accordingly. 

PaaS gives a developer of a company access to APIs, programming languages and development 

middleware upon which the company can develop their own application (Gibson, Rondeau, 

Eveleigh and Qing, 2012). The development environment comes pre-configured which reduces 

setup, administration and maintenance time for the developers and system administrators. With 

the help of the tools available the developers can build applications that take advantage of 

virtualized hardware, data redundancy, and high availability and once the development is 

complete the users can use the application via the Internet. 

 

 



5 

 

2.3.1 Content Management System (CMS) 

A typical use of PaaS is to install a CMS and host a website on that CMS. 

A CMS is an application running on a web server for easy creation and maintenance of a website 

through an easy-to-use user interface; usually it is a set of advance forms and modules. Primarily 

the CMS is there to separate the data from how it looks, meaning content creators can focus on 

their work to write good content and do not have to know any programming techniques 

(Dobecki and Zabierowski, 2010). The content creator writes the content which is saved in the 

database. When the website is loaded into the browser the content is fetched from the database 

and the page is presented in a predetermined way with the help of a template. The developers 

are responsible for the template and how all of the more or less advanced functions of the 

website should work. 

Most of the popular CMS systems were written before the era of cloud computing. As a result, 

there are some issues that need to be addressed if you want to deploy your CMS to the cloud. 

While the specifics will depend on your implementation, these issues tend to fall into several 

well-known areas. Security aspects of using a CMS depend on how the website is supposed to 

be used. A very complex site can have a lot of content, some only available for user with the 

right user privileges, and with this comes security concerns that need to be handled with care. 

A simpler website still has to have adequate security so that the CMS in of itself is not 

compromised and this responsibility falls on both the company and the provider. 

2.3.2 Other service models 

Other than PaaS there is also previously mentioned IaaS as well as SaaS (Software as a Service). 

These three are the most dominant models but you can also find several smaller, lesser used 

models. 

The differences between IaaS, PaaS and SaaS can easily be explained as follows: 

 IaaS is the hardware and software that powers it all, meaning servers, storage, networks 

and operating systems. Amazon Web Services (AWS, 2016) and Rackspace 

(Rackspace, 2016) are two examples of vendors of IaaS. 

 

 PaaS is a set of tools and services designed to make development and implementation 

of applications quick and efficient. Google App Engine (Google, 2016a) and Microsoft 

Azure (Microsoft, 2016a) are two examples of vendors of PaaS. 

 

 SaaS is a set of applications designed for and used by the end-users, delivered over the 

web to a computer, tablet and smartphone or similar. Google Drive (Google, 2016b) and 

the latest Microsoft Office (Microsoft, 2016b) are two examples of applications using 

SaaS. 

 

 Other service models have some certain function and fits in between these three general 

descriptions. 

2.4 Deployment models 

This is what the NIST definition (Mell and Grance, 2011) states about the deployment models:  

 Public cloud is used when a company has an application that is open to the Internet and 

want its user to access the application. The cloud, meaning all necessary files and 

databases, is stored at the providers’ data centres. 
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 Private cloud is used when a company want their users to have easy and broad access 

to their internal files and applications. The ownership and management is either 

controlled by the company, a provider or a combination and it may exist on and off 

premise. 

 

 Community cloud is used when a shared infrastructure is needed for a community. The 

infrastructure is shared between several organizations and supports a specific 

community that has a shared concern. 

 

 Hybrid cloud is a mix of any of the above and is bound together by standardised or 

proprietary technology. For example, some less secure parts of an application could be 

outsourced to a public cloud while the more business-critical files are kept in a private 

cloud. 

2.5 Benefits of cloud computing 

The definition of cloud computing from NIST also mentions five essential characteristics and/or 

benefits of cloud computing: 

 On-demand self-service. A consumer can use the computing power without the need 

for human interaction between consumer and provider. 

 

 Broad network access. Using standard methods the resources in the cloud are available 

over networks with the use of any thin or thick client (e.g. mobile phones, tablets, 

laptops and workstations. 

 

 Resource pooling. Physical and virtual systems are dynamically allocated and 

deallocated as needed according to consumer need and shared between all the 

consumers. 

 

 Rapid elasticity. The system can scale the available resources effortlessly, outward and 

inward in line with demand. From the users perspective the computing power should 

look limitless and can be purchased at any time and in any quantity. 

 

 Measured service. The usage of the service is monitored from the provider; the usage 

could be in form of storage used, network I/O (input/output), amount of processing 

power used or something similar. This is done to automatically control and optimize the 

resources provided by the provider. 

2.6 Confidentiality and privacy in relation to cloud computing 

Security in general is related to the important aspects of Confidentiality, Integrity and 

Availability, known as the CIA triad and the three of them are considered some of the most 

crucial elements of securing software (Andress, 2011). Securing an information system involves 

recognizing threats and challenges that, by implementing appropriate countermeasures, needs 

to be fixed (Zissis and Lekkas, 2012). It is important that the requirements associated with 

security are recognised as equally important, during development, as the other requirements and 

that security is implemented in the usual development process. 

Privacy is sometimes confused with confidentiality but they are different in a very simple way. 

Privacy is a property of individuals while confidentiality is a property of data. However, due to 
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their connection, if confidentiality is breached then you can be quite certain that the privacy is 

breached as well. For example user accounts with username and password is highly confidential 

data and if they were to be compromised then the privacy of each user is potentially also 

compromised. 

Confidentiality means the disguise of information or resources (Bishop, 2003). This also applies 

to the mere existence of the data, which could be more revealing than the data itself. Methods 

for access control and cryptography are two of the most important aspects of how to preserve 

confidentiality. Access control helps to keep resources hidden for unauthorized users and 

cryptography can hide communication and secure files. 

Confidentiality in relation to cloud computing means that a customer’s data is to be kept 

confidential from both the cloud provider but also other customers of said provider (Xiao and 

Xiao, 2013). The company outsource their data and computation to cloud servers, which are 

managed by a potentially untrustworthy cloud provider, and this is the foremost reason that 

confidentiality is one of the core concerns of cloud computing.  

If personal data are being handled by a company they are required to follow the laws of the 

country they are located in; these laws are designed to ensure appropriate protection for 

confidentiality and privacy (Zissis and Lekkas, 2012). Unfortunately this means that the cloud 

presents a number of legal challenges. Data in the cloud are often stored in multiple locations. 

Instead of having the data stored on the company’s server the data is stored on the provider’s 

servers, which could be in Europe, Asia or anywhere else. The mere fact of this situation comes 

in conflict with some legal requirements, for instance European companies has to know by law 

where the personal data in its possession is at all times. 

Companies faces the same privacy issues in regards to cloud computing as they do in relation 

to many other services they provide, however these issues are enlarged for cloud computing 

due to the sheer nature of cloud computing (Mowbray and Pearson, 2012). This is specifically 

true for trans-border data, flow restrictions, liability questions and the difficulties of knowing 

the geographic location of computation and storage of data. 

More exact threats and solutions to these threats in relation to confidentiality and privacy will 

be explained and expanded on in chapter 4, where I present the result of my findings from the 

next chapter. 

2.7 Systematic Literature Review 

The method chosen for this thesis is a Systematic Literature Review (SLR). This was brought 

to my attention by my supervisors but the reasoning explained in the guidelines for how to 

perform an SLR really pinpoints why this is the appropriate method for this thesis. I explain 

this further in the introduction to next chapter and below is a short introduction to SLR. 

An SLR is described as being a means of identifying, evaluating and interpreting all available 

research relevant to a particular research question (Kitchenham and Charters, 2007). There are 

of course some advantages and disadvantages. The advantage of an SLR is that less time is 

required than to make a whole new study and this also means a lower cost, it is also more 

reliable and accurate than an individual study (since it looks at several individual studies). The 

main drawback is that it is more time consuming and that maybe it is not so easy to combine 

some studies in the final result of the SLR. 

These are the features that define a systematic review: 

 Definition of the review protocol. The review protocol specifies the research questions 

being addressed and the methods that will be used to perform the review. 
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 Definition of the search strategy. The search strategy aims to detect as much of the 

relevant literature as possible. 

 

 Documented searches. This is done so that the reader can assess its validity, 

completeness and as assess the reproducibility of the process. 

 

 Explicit inclusion and exclusion criteria. This is done to assess each potential source 

from the literature, to determine if it should be included or not. A systematic review is 

a secondary study based on primary studies and therefore a quality criteria is also used 

to determine the quality of each primary study. 
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3. Method 
This chapter describes exactly what I have done to undertake the systematic review. 

3.1 Introduction 

For this thesis I did not have an exact case to work on, meaning I had very few constraints as a 

starting point. The starting point is simply the security of cloud computing in relation to a CMS. 

I could not limit this to a specific CMS or the specific needs of a particular company or anything 

similar. The limitations I enforced were connected to how specific I could be about the security 

challenges and how specific I could be about the use of cloud computing because of the 

connection to the CMS. To be able to answer anything about the relation between cloud 

computing, security and the use of a CMS I needed to look at several sources. This relates 

clearly to the research questions I developed with the help of my supervisors at Sogeti AB. The 

first part of my first research question is “Which are the currently identified…” and this tells 

the reader that I will present information that I have acquired from someone else. Someone else 

in this context could not be someone from Sogeti (since they did not have the experience), it 

could not be from any other single source (since no such source could be found during my pre-

study). This meant that I had to take a look at a vast pool of information and work my way 

through it to work out what information was relevant to me. 

This is the main reason why a systematic literature review was chosen a method. As Kitchenham 

explains in her guidelines there are several reasons for why an SLR is chosen as a method 

(Kitchenham and Charters, 2007). Quickly summarized the reasons for an SLR used is to 

summarize the existent evidence concerning a technology, to identify gaps in current research 

to suggest areas for further research and to provide a framework to appropriately position new 

research activities. For my thesis I have sort of done an amalgamation of all of these reasons, 

Kitchenham introduces the concept of an SLR and describes it to be a means of identifying, 

evaluating and interpreting all available research relevant to a particular research question. This 

is the main reason why SLR was chosen as a method for this thesis. No other method can 

provide me with the information I need to able to answer my research questions. 

When conducting an SLR the first thing you have to establish is what you want to find the 

answer to and then establish a strategy to find the answers needed. One thing to remember here 

is that I will not value the impact of any challenge. I will simply present the challenges and 

mitigations as they are presented by current research. 

3.2 The review questions 

The questions specified in 1.2 are the same that are used as review questions in the SLR and are 

stated here again: 

 Which are the currently identified challenges regarding confidentiality and privacy in 

cloud computing and how do these relate to Content Management Systems (CMS)? 

 

 Is it possible to mitigate these challenges? 

3.3 The search and data extraction strategy 

In order to find proper answers to the questions a search strategy is needed. My strategy consists 

of the following: 
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1. Select proper information sources. 

2. Find keywords, in order to formulate proper search expressions which will retrieve the 

sources we need about the topic as specific as possible. 

3. Design a search expression to retrieve relevant literature about the topic. 

4. Select articles based on their titles. 

5. Read the abstract, the conclusion and check the keywords. Sometimes the title is a bit 

too generic or leads to confusion. Discard those that are not appropriate. 

6. Read the article, asses if it is relevant to the research questions and discard otherwise.  

7. Retrieve new sources from references (snowballing). 

8. Classify the references. Once a paper is read it gets classified, to be able to quickly 

retrieve it later on. 

3.3.1 Information sources 

There are several databases to choose from when determining what source is best for your 

subject. I decided early on to look at Inspec and Google Scholar but in the end I did not choose 

any of those. Inspec covers several databases and Google Scholar will also return results from 

several databases as well as patents. This resulted in many irrelevant results during my pre-

studies and initial searches on those two. I therefore decided to choose databases that are 

specialized in the domain of computer science. In the end I decided to use the following three 

databases: IEEE Xplorer, Springerlink and ACM Digital Library. 

 IEEE Xplorer 

o IEEE Xplorer is a research database that indexes full-text articles and papers on 

computer science, electrical engineering and electronics. The database mainly 

covers material from the Institute of Electrical and Electronics Engineering 

(IEEE) and the institute of Engineering and Technology. The IEEE Xplorer 

database contains almost four million records. (IEEE, 2015)  

 

 Springerlink 

o Springerlink publishes books, e-books and peer-reviewed journals in science, 

technical and medical publishing. The Springerlink database contains nine 

million records in a wide variety of disciplines. (Springerlink, 2015) 

 

 ACM Digital Library 

o The ACM Digital Library contains full-text articles published by the Association 

for Computing Machinery (ACM), and includes conference proceedings, 

magazines, newsletters and journals. The library contains over 200 000 records 

and covers topics from computer technology, online education, software 

engineering and programming to name a few. (ACM, 2015) 

3.3.2 Keyword finding 

With the research questions specified it is quite easy to determine the keywords that should be 

used. The following keywords where collected from the research questions in this thesis: 

 Cloud computing, security, confidentiality, privacy, content management system 

Because of the close nature of “confidentiality” and “privacy” to security in general the word 

“security” is there as a keyword, but not explicitly in the research questions. 
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The following keywords were selected from my pre-study. I chose these because of their focus 

from a customer’s perspective: 

 Access control, attack, detection, mitigation, recovery, protection, malicious 

Once these keywords were selected, the search and construction of a search expression could 

begin. 

3.3.3 Search expression 

The following is a presentation of each search expression I used to find the relevant amount of 

sources to be used in the literature review. The searches were performed during September and 

October of 2015, I only searched the titles and did no other filtering of the searches. The aim of 

the search expression is to find a manageable amount of articles to continue the work on and 

eventually summarize as the result of the research questions. 

Starting with the simplest expression, (Cloud computing) AND (confidentiality OR privacy) 

returned the following result. 

Table 1. Results of first search expression 

Search expression IEEE Xplorer Springerlink ACM  

(Cloud computing) AND (confidentiality OR 

privacy) 

198 hits 5682 hits 597 hits 

 

Table 1 describes the initial search expression and this search expression clearly returns too 

many results, especially from Springerlink. Many of the results from Springerlink are linked to 

a certain conference so it might be easy to exclude them later on (depending on actual topic of 

the conference). Many of the result are also not related directly to cloud computing so I decided 

to try to enhance the focus with the other search expressions and find sources mainly specialized 

on cloud computing.  

I focused my searches on cloud computing and security by putting them in quotation marks and 

then adding the different keywords. Table 2 shows how different the results are for each 

keyword. It shows a very big variation depending on keyword and does not really point in what 

direction I should go (to reduce the number of hits), only the keyword “mitigation” showed 

some promising results. Duplicates are very probable among these results. I therefore decided 

to add more keywords and also combine some of these keywords to be able to narrow down the 

results. 

Table 2. Results of several search expressions, keywords from previous sub-section 

Search expression IEEE Xplorer Springerlink ACM 

"cloud computing" AND security AND 

"access control" 

551 hits 1308 hits 687 hits 

"cloud computing" AND "security" AND 

"attack" 

401 hits 1978 hits 924 hits 

"cloud computing" AND "security" AND 

"detection" 

494 hits 1690 hits 1068 hits 

"cloud computing" AND "security" AND 

"mitigation" 

73 hits 302 hits 202 hits 
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"cloud computing" AND "security" AND 

"recovery" 

77 hits 1024 hits 597 hits 

"cloud computing" AND "security" AND 

"protection" 

565 hits 1933 hits 1237 hits 

"cloud computing" AND "security" AND 

"malicious" 

300 hits 1205 hits 824 hits 

 

Table 3. Combining search expressions with confidentiality, privacy and mitigation 

Search expression IEEE Xplorer Springerlink ACM 

"cloud computing" AND "security" AND 

"privacy" AND "confidentiality" 

163 hits 920 hits 386 hits 

"cloud computing" AND "security" AND 

"privacy" AND "confidentiality" AND 

"mitigation" 

3 hits 93 hits 45 hits 

 

Table 4. Adding on “content management system” to the search expression 

Search expression IEEE Xplorer Springerlink ACM 

"cloud computing" AND "security" AND 

"content management system” 

1 hits 66 hits 15 hits 

 

Table 3 shows that with just adding “privacy” and “confidentiality” it narrowed down the 

results. I then decided to add on “mitigation” as a keyword because it showed to generate good 

results in table 2, the result of this can also be seen in table 3. 

As shown in table 4 there were few results returned from adding “content management system”. 

This looks really promising but by quickly looking at the titles and abstract of the results I found 

zero interesting results. They were either too specific or too closely related to the cloud provider 

and not the companies and users. They simply did not fit my criteria for being included among 

the final result of articles. This could be interpreted as something alarming in relation to the 

subject of this thesis but I do not see it this way. The fact that most of the results were too 

specific means that a broader viewpoint is necessary, which I am doing in the way of looking 

at cloud computing in general and then relate that to confidentiality and privacy and hopefully 

I will find something out of this to relate to content management systems. It does not have to 

relate in a way where the words of “content management system” is present, only the general 

idea of what is important to think about when implementing a CMS in the cloud. 

Due to the realisation that the word “mitigation” could also be used as a verb (as in “to 

mitigate”) instead of a noun a new set of results could be found. 
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Table 5. Difference in results between using “mitigation” and “mitigate” 

Search expression IEEE Xplorer Springerlink ACM 

"cloud computing" AND "security" AND 

"privacy" AND "confidentiality" AND 

"mitigate" 

2 hits 258 hits 81 hits 

 

Table 6. Results of trying to combine results for “mitigation” and “mitigate” 

Search expression IEEE Xplorer Springerlink ACM 

"cloud computing" AND "security" AND 

"confidentiality" AND "privacy" AND mitigat* 

5 hits 282 hits 22 hits 

 

Table 5 shows some different results than the bottom row in table 3 so let us combine the search 

expressions of “mitigation” and “mitigate”. This is done with the use of a wildcard character 

(an asterisk) so that both “mitigation” and “mitigate” can be found and the result is shown in 

table 6. The results look correct for IEEE Xplorer and Springerlink but the numbers for ACM 

does not quite add up. The numbers for Springerlink could be explained that there were a lot of 

duplicates between the different search expressions. However, for ACM it is strange that 45 hits 

in table 3 plus the 81 hits in table 5 at least does not equal something above 40. If instead of the 

wildcard I use the Boolean “OR” I receive 101 hits from ACM which seemed better. This works 

for Springerlink as well but not for IEEE Xplorer where I still have to use the wildcard. This is 

shown in both table 7 and table 8 below with a special disclaimer in the corresponding cell for 

IEEE Xplorer. 

Table 7. The final results of the final search expression 

Search expression IEEE Xplorer Springerlink ACM 

"cloud computing" AND "security" AND 

"confidentiality" AND "privacy" AND 

(mitigation OR mitigate) 

5 hits (using 

wildcard 

instead of 

“OR”) 

282 hits 101 hits 

 

Table 8. The final result of the final search expression without duplicates 

Search expression IEEE Xplorer Springerlink ACM 

"cloud computing" AND "security" AND 

"confidentiality" AND "privacy" AND 

(mitigation OR mitigate) 

// no duplicates 

5 hits (using 

wildcard 

instead of 

“OR”) 

279 hits 98 hits 

 

Comparing table 7 and table 8 you can see that it turns out there were very few duplicates 

between the results, only a total of six hits. With this last search expression, in table 8, the total 

number of hits are down to 382, which is a manageable number of articles. That means the next 

step is to compile a list of all the articles and start excluding articles not deemed relevant. After 

that snowballing is performed in an attempt to find more relevant articles. 
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3.3.4 Exclusion criteria 

The next step in my strategy is to determine the exclusion criterions. This is done to ensure that 

the most appropriate articles will be selected. Any article not fitting for any criteria will be 

excluded. All the exclusions where done manually. 

1. Select by title (ES1). Discard those where the title points to a very specific and limited 

domain of application, or it does not make any reference to cloud computing or security, 

especially confidentiality and privacy. This also included the keywords used during the 

previous section. 

2. Select by abstract and conclusion (ES2). Keep only those articles where the abstract 

mentions cloud computing, confidentiality, privacy or if it is not too much focused on a 

specific domain and where the conclusion provides an overall idea of why the article 

would be interesting. 

3. Select by full text (ES3). Discard those articles where the full text does not aim to be 

specific to cloud computing or aim to provide an explanation to security or are not 

specific enough to the research questions. 

The table below describes the result of applying each exclusion criterion on the results of the 

final search expression. 

Table 9. The remaining articles of each exclusion criteria 

Criterion IEEE Xplorer Springerlink ACM Remaining Discarded 

Starting point 5 articles 279 articles 98 articles 382 articles - 

ES1 2 articles 108 articles 28 articles 138 articles 63,87 % 

ES2 0 articles 15 articles 4 articles 19 articles 86,23 % 

ES3 0 articles 12 articles 2 articles 14 articles 26,32 % 

 

When every exclusion criteria was applied to the initial 383 articles only 14 articles remained, 

table 9 shows the exact exclusion by each criterion. The final remaining articles is only 4 % of 

the starting point. One possible reason for this small number is that “confidentiality” and 

“privacy” is used as synonyms by many of the authors, I discuss this further in chapter 5. The 

next step is snowballing and this will help me find more relevant articles for answering the 

research questions.  

3.2.5 Snowballing (select articles from references) 

The 14 articles selected in the previous section all contains references to other articles. These 

other articles could prove to be valuable for answering the research questions. I therefore 

decided to perform backwards snowballing (Wohlin, 2014), meaning I looked at the references 

for each article to decide if that article would be beneficial to use for my SLR. 

I designed these selection criterion: 

 Selection by title (SC1): Discard those articles where the title does not reference cloud 

computing, security or any of the initial keywords. 

 Selection by availability (SC2): Only those articles that could be accessed freely, via 

institutional sign in or freely on online databases, were selected. 

 Selection by abstract and conclusion (SC3):  Select all those articles where the 

abstract makes a reference to cloud computing and mentions either privacy, 
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confidentiality or at least security in general. The articles should not be too specific to a 

certain domain. 

 Selection by full text (SC4): Select those articles where the full text aims to explain 

cloud computing and relate it to security and privacy or confidentiality. 

These criteria are used the same but in reverse as the exclusion criteria for the primary study. 

The total number of references from the 14 articles that where selected was 918. Just like the 

exclusion of articles this selection of articles was done manually. 

 

Table 10. The result of each criterion on the references from the primary study 

Criterion Remaining Discarded 

Starting point 918 articles - 

SC1 49 articles 94,66 % 

SC2 45 articles   8,16 % 

SC3 17 articles 62,22 % 

SC4   9 articles 47,06 % 

 

Table 10 shows that 9 articles was obtained via snowballing and this means a total of 23 articles 

have been selected. 

3.3.6 Classification of articles 

Now it is time to classify the selected articles. The classification is done by first assessing if the 

article is a review or a survey and if the article contain mitigations or solutions to the 

problems/challenges mentioned in the article. If an article is a review it means it have gathered 

its content from several studies, just like mine, and if an article is a survey it means that it likely 

covers real world scenarios, which is great so that you hopefully get the whole picture of the 

challenges as well as the mitigations. If the article contains mitigations that signifies that it will 

be one of the most interesting article for answering my research questions. The year of 

publication for each article will also be specified. The classification and the quality assessment 

helps to convey the different aspects of the articles included in the SLR and can show if the 

quality is sufficient. 

See table 11 at the end of the next section for the complete classification as well as the quality 

assessment. I use a check mark (✔) to denote that an article satisfy a classification or quality 

assessment and use a cross mark (✖) if it does not. 

3.4 Quality assessment of the results 

Below are the questions I came up with to assess the quality of the articles I found. The questions 

was designed with the help of the guidelines for the SLR. Each question is followed by a sub 

bullet describing the rationale for the questions. 

 Q1. Does the article introduce the background of the problem? 

o Providing background helps to understand the problem and/or the solutions the 

article present. 

 Q2. Does the article include case studies or examples of application? 
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o Examples helps to understand the real world application, in case of a real case 

scenario. 

 Q3. Does the article contain a related work section? 

o Providing a related work section helps the reader to gain more insight in the 

problem. 

 Q4. Does the article provide a trustworthy conclusion? 

o Conclusions which are quick to clearly explain the work helps to assess if the 

article fits our interest. 

I summarize my quality assessment as well as present each criteria in relation to my SLR in 

table 11 on the next page.  
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Table 11. The result of the classification and quality assessment 

Article Q1 Q2 Q3 Q4 Review Survey Mitigations Year 

SLR1 ✔ ✖ ✖ ✔ ✔ ✖ ✔ 2014 

SLR2 ✔ ✔ ✖ ✔ ✖ ✖ ✔ 2014 

SLR3 ✔ ✔ ✔ ✔ ✖ ✔ ✔ 2012 

SLR4 ✔ ✖ ✔ ✔ ✖ ✔ ✔ 2013 

SLR5 ✔ ✖ ✖ ✔ ✖ ✔ ✔ 2013 

SLR6 ✔ ✔ ✖ ✔ ✔ ✖ ✔ 2012 

SLR7 ✔ ✔ ✖ ✔ ✔ ✖ ✔ 2012 

SLR8 ✔ ✖ ✖ ✔ ✖ ✔ ✔ 2013 

SLR9 ✔ ✖ ✖ ✔ ✔ ✖ ✔ 2013 

SLR10 ✔ ✖ ✔ ✔ ✔ ✖ ✔ 2011 

SLR11 ✔ ✖ ✖ ✔ ✔ ✖ ✔ 2012 

SLR12 ✔ ✖ ✖ ✔ ✔ ✖ ✔ 2012 

SLR13 ✔ ✖ ✖ ✔ ✔ ✖ ✔ 2014 

SLR14 ✔ ✖ ✖ ✔ ✔ ✖ ✔ 2013 

SLR15 ✔ ✔ ✖ ✔ ✔ ✖ ✔ 2012 

SLR16 ✔ ✖ ✖ ✔ ✔ ✖ ✔ 2013 

SLR17 ✔ ✔ ✖ ✔ ✔ ✖ ✔ 2012 

SLR18 ✔ ✖ ✔ ✔ ✖ ✔ ✔ 2013 

SLR19 ✔ ✖ ✔ ✔ ✖ ✔ ✔ 2014 

SLR20 ✔ ✔ ✖ ✔ ✔ ✖ ✔ 2010 

SLR21 ✔ ✖ ✖ ✔ ✖ ✔ ✔ 2012 

SLR22 ✔ ✔ ✔ ✔ ✔ ✖ ✔ 2013 

SLR23 ✔ ✖ ✖ ✔ ✔ ✖ ✔ 2010 

 

I believe that table 11 shows that the articles included in my SLR are of good quality. All of the 

articles contains some form of mitigations and many of them provide related work as well as 

real life application or case studies. All this boils down to that I can with the help of the table 

above conclude that the articles included in my SLR are of good quality and it is now time to 

summarize my findings and answer the research questions 
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4. Result 
Here I will present the result of the SLR. This will be done by synthesising and describing all 

the challenges and proposed mitigations from the 23 articles regarding confidentiality and 

privacy. For some of the challenges I will use additional sources to explain certain details. Some 

of the challenges only affect either the cloud provider or the cloud customer, this is also true 

regarding mitigations, and this will be clearly stated for each challenge. When referencing an 

article from my SLR I will use the following connotation: SLRx, where the x is the 

identification number for the corresponding article as presented in the list of articles from the 

result of my SLR. This list can be found after the regular reference list at the end of the thesis. 

All the challenges and mitigations are summarized with references in table 12 in section 4.6. 

For the challenges I will also present my interpretation of the relation between the challenge 

and using a CMS in the cloud. More on this in the next chapter where I discuss the findings of 

my SLR. 

4.1 Data outsourcing 

Data outsourcing deals with challenges surrounding the cloud customers’ data that have to be 

placed at the cloud provider. There are several challenges linked to this headline and I will 

explain them each below. 

4.1.1 Lack of user control, data ownership 

Lack of user control is mentioned by several articles as one of the most important challenges of 

adopting cloud computing. The whole notion of giving up control of its data and store it at the 

provider, off shore and out of control, scares a lot of potential customers. 

SLR16 does a great job of explaining the challenge. The main areas to focus on as explained in 

that article is the following: 

1. Ownership and control of the infrastructure. This is a key aspect of cloud computing 

and something that the cloud customer gives up to save time and money but because of 

that have to rely fully on the cloud provider. There is therefore a possible threat of theft, 

misuse or resale of data. More on this in section 4.1.2 and 4.1.3. 

2. Access and transparency. It is important for the cloud customer to have great insight 

concerning how the data stored at the cloud provider is used. Hence it is important for 

the cloud provider to be transparent and show the customer where the data is stored, 

who has permission to access it and how it is utilized. In the case of access it is important 

to note that depending on country there are laws that permit a law enforcement agency 

to get access to a customer’s data. More on this in section 4.2.3.  

3. Control over data lifecycle. SLR11 explains the seven different stages in the data 

lifecycle and there are some different challenges for each. I will not explain each of 

these seven here, some of them is represented in the challenges below. However, the 

one that SLR16 mentions especially is the last stage; deletion. The challenge is that the 

customer cannot be completely sure that the file is deleted and not recoverable at the 

provider. The sheer nature of cloud computing, that several copies might exist over 

different data centres, makes this difficult to handle for the customer and in the end it 

requires trust between the customer and the provider. More on trust in section 4.6. An 

improper deletion of a file could result in a leak of sensitive information and more on 

this in section 4.1.3. 
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4. Changing provider. There is a problem of standards between different providers. That 

means that if you want to change provider there could be a lot of challenges to make 

everything work. If a change of provider is initiated it is important to understand the 

changes in API, communications protocol and other differences that may exist between 

the vendors. Improper handling of provider change could breach confidentiality. 

5. Notification and redress. If a customer’s data have been compromised and 

confidentiality and/or privacy have been breached it is important for the provider to have 

proper procedures for how to notify a customer. This is important for the customer to 

understand before choosing cloud provider, because in certain cases it could be difficult 

to determine who is at fault. It is also important for the customer and provider to agree 

upon how the customer should be redressed if such a situation occur. 

6. Transfer of data rights. If a customer suffers a bankruptcy, gets bought and taken over 

by another company or if two companies merge it is important to specify how the rights 

in the data should be transferred. This is not unique to the cloud but certainly important 

due to the third party; the cloud provider. 

Mitigation 

The possible mitigations comes in different forms. It is important to review that the provider 

can offer proper control- and monitoring system for the accessed files. It is also important that 

the provider can offer identity management technologies such as authentication, authorisation 

and user management. This will have to be evaluated by the customer before choosing provider. 

Some of the further mitigations are mentioned in the sections below. 

Concerning the loss of governance that the customer relinquish it is hard to pinpoint an exact 

mitigation and, as suggested by SLR10, in the end it comes down to careful efforts in execution 

of the Service Level Agreement (SLA). 

Relation to CMS 

The points mentioned above are important to consider when using a CMS. The ownership of 

the data is important since many websites handles data that is personal to their users and it is 

important for their users to feel confident that their data is secure. This is of course always a 

challenge when developing a website but is elevated when hosting the CMS in the cloud. This 

needs to be addressed to the users and explained, so that the user can feel safe using the website. 

4.1.2 Access control 

This could be viewed upon as only a mitigation but it is important to remember the challenges 

of access control and how they can lead to a breach of both confidentiality and privacy. Access 

control refers to the mechanism of allowing or disallowing access to files in storage or the right 

to execute a certain action on the system. As SLR12 mentions the availability of a service that 

is hosted in the cloud is one of the most important aspects, the user wants to have access at the 

moment they need it. Although it is clear that access should only be granted to the right user. 

SLR3 also notes that it is popular to use multiple providers for different aspects of the 

application. This could potentially be problematic from an access control aspect. SLR8 states 

three requirements that needs to be implemented for securing data storage and access to data: 

1. Data stored in the cloud should be kept private and the confidentiality should not be able 

to be compromised by the provider 

2. The data owner should have full control over authorization of the data. The provider 

should not be given access to the data 
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3. Data access authorization should be designated to the intended user only. Other users, 

who do not have the permission, should not be able to exercise the permission to access 

the data. 

Access control is also important to consider when implementing the API at the provider. SLR10 

mentions that if a weak interface between customer communication and the provider API is 

implemented then it could compromise the whole application of the customer. The API of a 

provider is one of the most important aspects of cloud computing and should be secured 

accordingly. 

Mitigation 

Authentication and authorization with a username and password is one of the most used form 

of access control when using a web browser to access the cloud. SLR12 mentions that a third 

factor for authentication is the preferred way for a more efficient, from a security view point, 

way of accessing the cloud. This is known as multi-factor authentication and an example of 

another factor to use could be swiping a card and entering a PIN, scanning a fingerprint or 

similar factor that only the one user has access to. Another solution is to use a kind of 

authentication that relies on OAuth so that a user could use its account from for example 

Google, Facebook or Twitter to sign in on the cloud application. This relieves the cloud 

customer to handle the sensitive information of username and password. If the cloud application 

would be compromised it is possible for the user to remove the access from its own account to 

the cloud application. 

SLR5 suggest using three different techniques together for handling access control. The first 

one is Role Based Access Control (RBAC), the second one is Attributed-based Access Control 

(ABAC) and the third is Access Control List (ACL). The first two defines privacy policies, 

privacy laws, user levels and security levels to control the data access. This is then enforced 

with the use of the ACL, to grant or deny permission to access the data. 

Another suggested solution is from SLR3 and that is the Security Assertion Markup Language 

(SAML). This is an XML based open standard that allows users to log on once and exchange 

authentication and authorization between different domains or different affiliated web sites. 

The proposed mitigation from SLR8 involves encryption, see 4.2.1. 

Relation to CMS 

The technique of multi-factor authentication is very important when developing a website. This 

gives the user another level of assurance that their access to the site will be secure. This coupled 

with encrypted access with HTTPS and secure storage of the data for each user will be 

something for the cloud customer to implement to further ensure their users’ trust. 

4.1.3 Data loss or leakage 

This is actually a challenge that affects both the cloud provider and the cloud customer. There 

are several aspects at the provider that could result in data loss or leakage but that could also 

have happened because of an error done by the customer. SLR10 explains that in the end the 

data loss or leakage damages the provider which loses trust from the customer and it damages 

the customer who have lost data to a potential malicious third part. As SLR5 explains, the data 

may be compromised in several ways. This could be because of lack of authentication, 

authorization and audit control, weak encryption algorithms, weak encryption keys, unreliable 

data center and lack of disaster recovery. 

Mitigation 

The mitigations for data loss or leakage can be found in three different stages for the data, when 

the data is in transit, when the data is in rest at the provider and when the data is being used at 
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the customer. It is important to understand the difference between these states and that the 

mitigations might not cover all three at once. Two techniques that are mentioned are; Service 

Level Agreement (SLA) and encryption. The SLA is as stated earlier in this report a contract 

between the customer and the provider. In this contract there could be a section about 

demanding the provider to wipe persistent media before it is released in to the pool for the other 

customers and also specify how the provider should deal with backups and retention strategies. 

All techniques to minimize the risk of data loss. For encryption see section 4.2.1. 

Relation to CMS 

If a website were to be compromised and leak personal data it would be devastating for the 

cloud customer. As a result the company could lose the respect and trust of their customers and 

ultimately may have to shut down their business completely. It is therefore very important to 

work proactively with the mitigations for this challenge. 

4.1.4 Lack of training and expertise 

This is a challenge for a potential cloud customer. SLR16 writes about how employees of the 

cloud customer may lack the understanding of the privacy concerns their decisions can have. 

Using traditional on premise hosting of a server means that only the employees of the company 

can have access, but when switching to the cloud the access is more open and primarily done 

via a web browser and over the Internet. SLR1 also mentions the employees IT skills as a 

challenge to overcome for every company thinking about adopting cloud computing. Another 

note made by SLR23 is the use of the web browser itself. Since most, if not all, of the 

communication with the cloud service is done via the web browser it is important for the user 

to understand that they for instance should not save passwords in the browser and always make 

sure that they are running the latest version. More on this in section 4.2.2. 

Mitigation 

It is simply sufficient training of employees that is needed. If training is not implemented there 

is a danger that employees does not properly understand the consequences and risks involved 

in a particular situation. Exactly how this is done depends on provider and the application that 

is developed, and if needed maybe a consultant is hired. 

Relation to CMS 

This is a general challenge and affects a CMS in the cloud the same way as any other cloud 

service. 

4.2 Offshoring 

This is a challenge that is closely related to the challenge of data outsourcing but more of a 

unique challenge connected to cloud computing. 

4.2.1 Encryption 

In likeness to access control, encryption can be viewed as only a mitigation for some of the 

other challenges, but it is important to understand that there are challenges involved with 

implementing encryption as well. SLR13 explains how these challenges can take form. First 

there is the problem of protecting the data itself while it is being encrypted. Cloud provider 

needs to be sure that they can encrypt efficiently and encrypt everything so that no unencrypted 

data is being used. Secondly, the provider needs efficient management of the secret keys. Due 

to more users using the cloud the pressure to protect the users are increasing for the providers. 

The biggest hurdle for encryption is access control in itself. In the nature of cloud computing 

fast access whenever the user wants it is one of the key aspects and that puts pressure on the 

provider to implement very efficient encryption and access control. 
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Mitigation 

SLR8 states three important security requirements for accessing data, see section 4.1.2, and the 

proposed mitigation involves either homomorphic encryption (HE) or incremental encryption 

(IE). This enables the data to be processed without being decrypted first. This protects the 

confidentiality and privacy of the data from the provider, however it does also add some 

computation time and that could be proven to be too inefficient to be practical. 

One thing to note is that if the cloud customer is using the cloud for storage only the encryption 

should take place at the customer, as explained by both SLR13 and SLR17, and then that data 

should be transferred to the provider via an encrypted connection. This helps to protect the 

privacy of the data that is to be stored at the provider. 

SLR13 also suggest using a third party broker, see more in section 4.5 where it is explained as 

a Trusted Third Party (TTP). 

Relation to CMS 

When developing a website one the most important aspect concerning encryption is 

communication and storage. That means encrypting the communication between user and 

service using HTTPS and ensuring that the database stores the data encrypted in compliance 

with best practices. There are several different methods for achieving these two aspects and the 

exact implementation differs depending on support from the developer of the CMS and the 

cloud provider. 

4.2.2 Management Interface 

SLR10 explains that when using an application that is hosted in the cloud the majority of 

management done by users are done via the web browser and over the Internet. This is true for 

the people working at the customer as well, although their connection to the provider could be 

managed to be more secure than the average user’s connection to the provider. Depending on 

which employee at the customer that has its management interface compromised the outcome 

could vary but in worst case it is the manager of the virtual machines and with just a few clicks 

the whole application could be hijacked or taken down completely. 

Mitigation 

For an average user are there no other way to use the cloud, this means that the user itself must 

be aware of how to secure itself. To be sure that the latest security updates are installed it is 

important for the user to make sure that both the operating system and the web browser is always 

up to date. For the customer that has developed the application or service it is important to 

clearly specify for its user how security is implemented and that the user should feel secure 

using their product. Clear instructions and a guide on how to use the most secure settings could 

also be implemented for the users to read and use. 

There are also at least two different available interface standards, as mentioned by SLR19. 

These two are the Cloud Management Interface (CDMI) and the Open Cloud Computing 

Interface (OCCI). They have somewhat different focuses but the main idea is of course to help 

developers implement a more secure management interface. Using proper techniques for 

thwarting phishing and password hijacking attacks is also suggested. SLR22 mentions multi-

factor authentication and this has also been mentioned in section 4.1.2. 

Relation to CMS 

This challenge is especially important when developing a website since all of the management 

of the website will be done via the Internet, using a web browser and an interface developed by 

the company. When using a website as a company there will be many different roles that the 

employees take on and they have to access different parts of the management interface. Some 
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of these roles will have access to the framework of the CMS and could change the code of the 

CMS, others will only access the administration interface and then it is also the users of the 

website who will access their own interface. It is important to understand for both the users and 

the employees at the customer that their only access to the CMS is via their own web browser 

and that they have to make sure their own client is secure. As well as secure the CMS itself of 

course. 

4.2.3 Legal Restrictions 

As SLR17 mentions there are legal restrictions on how to process personal data. Under EU law 

there are constraints and obligations related to notification, data minimization, marketing opt-

out, security and geographical restriction of data flow. These are not necessarily updated to 

reflect the privacy challenges present in the cloud today and as SLR16 mentions it takes some 

time for this multijurisdictional framework to adjust. Especially considering that the data may 

flow through multiple countries between the provider and the user. It is also complicated for a 

provider to guarantee that a copy of the data is not processed in a certain jurisdiction. 

SLR1 mentions that the USA Patriot Act has had negative impact on the adoption of cloud 

computing. The Patriot Act handles concerns of terrorism and has made it easier to access 

people’s communication. This has forced many US cloud providers to store some of their 

business in data centres in Europe, to be able to comply with regulations within the European 

Union. 

Mitigation 

The Cloud Security Alliance (CSA) have legal recommendations and legal personnel that any 

company can contact and ask about legal restrictions (CSA, 2015). For European countries there 

is also the European Union Agency for Network and Information Security (ENISA, 2015), but 

there is also many countries that have a local equivalent organization that works with these 

specific questions. 

One thing to look up for any adopters of cloud computing is a fairly new ISO-standard for 

privacy, namely ISO 27018 (Thorup Mullen, 2015). This new standard is designed with the rest 

of the ISO 27001 family and can be used as a tool for evaluating privacy controls. If you are a 

cloud adopter you can use the standard to identify requirements and if you are a cloud provider 

you can show that you conform to the standard, which gives you a selling point to potential 

customers. 

Relation to CMS 

This is a general challenge and affects a CMS in the cloud the same way as any other cloud 

service.  

4.3 Organizational challenges 
I will primarily focus on the cloud provider in this section. Challenges connected to the 

organization of the cloud provider, challenges that needs to be solved for the cloud customer to 

be happy. There are of course challenges for the cloud customer as well, these will be covered 

in the last section of this chapter. However, some of the mitigations of this section will involve 

both the provider and the customer. 

4.3.1 Malicious employee 

This is mentioned by several of the articles. Although I cannot find sources that says that many 

of the cloud provider have had problems with malicious employees, I think that the reason it is 

mentioned so often is simply because a company has to give their data to the provider. The 
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challenges concerning this needs to be understood by the cloud provider, so that customers are 

happy and customers and users are willing to keep using the service and even recommend the 

provider to new customers. 

A potential malicious employee of the provider could access the customers’ data and thereby 

breach both the confidentiality and the privacy of said data. SLR22 is only focused on malicious 

insiders, where the authors of the article describes insiders at both the customer and the provider 

and how to countermeasure them. 

Mitigation 

The mitigations in this challenge are to be implemented by both the customer and the provider. 

This means that when the mitigations are in place the customer is given a greater insight in how 

their data is being used and any anomaly could easily be detected. This gives both the customer 

and the provider peace of mind. 

Mitigations suggested by SLR22 includes: 

 Encryption (customer) 

o Encrypting the data at the client before sending it to the provider as well as 

making sure that the communication with the provider is encrypted. See section 

4.2.1. 

 Geo-redundant data centres (provider) 

o Several data centres in different locations will mitigate an insider attack as long 

as the insider cannot manipulate several centres at the same time. 

 Separation of duties (provider and customer) 

o Separating the duties of the employees is one of the most effective mitigations. 

Meaning you give access to the bare minimum for an employee to do its work, 

this will increase the possibility of finding the right person if an attack is 

detected. 

 Logging (provider and customer) 

o All user actions have to be logged. This will act as a deterrent for a potential 

hacker but also enable early detection and help trace back the actions of an 

individual user in case of an attack. 

 Legal bindings (provider and customer) 

o Legal bindings could lead to civil penalties and as such will also act as a deterrent 

for potential hackers. 

 Insider detection models (provider) 

o There are several methods referenced in [SLR22] that can be installed at the 

provider to further monitor suspicious employees, the methods are based on 

predicting malicious actions. 

 Anomaly detection (provider and customer) 

o This is like insider detection models above but for the clients’ data and actions. 

If any anomaly is detected the provider will then contact the customer who can 

investigate further. 

 Multi-factor authentication (provider and customer) 
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o Making sure that the client can sign in using a multi-factor authentication, 

meaning username, password as well as a pin code or some similar third factor. 

See section 4.1.2. 

 Log auditing (customer) 

o Customers need to collect and review all log files, the logs are invaluable in 

detecting an attack in time. 

 Host based IDS/IPS (customer) 

o In every sensitive system that the customer uses they should install host based 

intrusion detection and prevention systems (IDPS), this enables the customers to 

detect an attack early and at the same time maintain a low false-positive rate. 

Relation to CSM 

This is a general challenge and affects a CMS in the cloud the same way as any other cloud 

service. 

4.3.2 Accountability and Transparency 

SLR15 explains the meaning of accountability and writes more about privacy and trust (more 

on trust in section 4.6). Accountability in the sense of cloud computing is important because 

given the volume and location of the different cloud providers it will be crucial to determine 

clear rules regarding responsibility between provider and customer. This is done by identifying 

the data flow, the different roles and where the data is located and in such a way ensuring that 

everything is in compliance with the applicable privacy laws. 

Transparency relates to the accountability of data usage, traceability of files and services, 

maintenance of audit trail, etc. for both the customer and the provider. SLR14 mentions this in 

relation to how Cloud Security Alliance (CSA) looks upon accountability and transparency. 

CSA believes that secrecy is not the only way to build security measures. They emphasise on 

the importance of adhering to best practices and standards to create a more transparent and 

secure environment. They do this by promoting an initiative called CSA STAR where STAR 

stands for Security, Trust & Assurance Registry. This is a searchable registry where cloud 

providers are encouraged to submit self-assessment reports that document compliance to CSA 

published best practices. The registry will then allow potential cloud customers to review the 

security practices of providers. CSA hopes that this will encourage providers to make security 

capabilities a market differentiator. 

Mitigation 

As mentioned by SLR23 the most important mitigation for these kinds of challenges is the 

Service Level Agreement (SLA). The SLA should be developed in unison between the provider 

and customer. The SLA will contain paragraphs that handles tracking and reporting, problem 

management, legal compliance, security responsibility among others. 

Relation to CMS 

This is a general challenge and affects a CMS in the cloud the same way as any other cloud 

service. 

4.4 Virtualization and VM isolation failure 

Virtualization is one of the most important technical components that enables cloud computing. 

An isolation failure between the virtual machines (VM) is due to the sheer nature of multi-

tenancy which in itself is one of the key aspects of cloud computing. Multi-tenancy is an 
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architectural feature whereby a single instance of software can run several clients’ virtual 

machines. As SLR16 explains, the security concern comes in the form of multiple clients, 

storing sensitive data at the provider and the risk of the mechanism that separate storage, 

memory or routing between these clients failing. This could lead to a leakage of sensitive data 

between the clients. The idea of a virtual machine is that the client should feel secure inside it, 

it should act as a sandbox, and keep the client in and outsiders out. But this security could still 

break down which could result in a cross-VM attack via side channels. 

SLR16 further explains that a cross-VM attack via side channels works just like the name 

suggests. An attacker makes use of the sandbox environment and breaks down the security 

mechanism that should keep the VMs apart. This gives access to side channels between the 

VMs and the attacker could possibly read sensitive data or attack the clients’ users who have 

stored data there. The side channels exist due to the sharing of physical resources and are 

accessed using virtual network attacks, inadequate data deletion before memory is assigned to 

a another tenant or via the hypervisor software that manages all the virtual machines. 

Mitigation 

SLR18 explains that the mitigations for a cross-VM attack falls into six different categories but 

proceeds to only explain three mitigations that are cloud specific. 

1. Placement prevention. This is intended to reduce the success rate of the placement of 

the malicious VM. Cloud providers can for instance randomly assign internal IP 

addresses to the launched VMs and let the customers decide where to put their VMs. 

2. Eliminate Co-residency. This is described as the ultimate solution. Cloud customers can 

require physical isolation in the SLA, this may however not be possible for the provider 

since sharing all the infrastructure is more cost effective. The provider could however 

make sure to share the infrastructure with only “friendly” VMs, meaning only VMs 

owned by the same customer or other trustworthy customers. 

3. No Hype. This is an architecture that attempts to minimize the amount of shared 

infrastructure while still retaining the key features of virtualization. This reduces the 

attack surface of attacking via the hypervisor software and increases the level of VM 

isolation. This does however require to change the hardware and may therefore not be a 

feasible mitigation. 

Relation to CMS 

This is a general challenge and affects a CMS in the cloud the same way as any other cloud 

service. This is mainly a concern for the cloud provider, however I would recommend the cloud 

customer to question the provider about the mitigations above to ensure that the risk is 

minimized. 

4.5 Trust in Cloud Adoption 

Trust is a word mentioned by several of the articles and a word I think can summarize the main 

mitigation of many of the challenges mentioned previously. However, it is important to note 

that establishing trust in itself is a challenge and something to deal with for both the cloud 

customer and the cloud provider. As explained by SLR15 the challenge of trust is one of the 

most difficult challenges, simply because of the key questions from customers: can I trust the 

cloud with my data? 

SLR16 further explains that trust is a broader notion than just security as it includes subjective 

criteria and experience. They also make a distinction between ‘hard’ trust and ‘soft’ trust where 

the ‘hard’ trust corresponds to authenticity, encryption and security in transactions and ‘soft’ 
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trust corresponds to human psychology, brand loyalty and use-friendliness. Another example 

of ‘soft’ trust is reputation, which is a component that is perhaps most valuable of online trust. 

If a provider provide information in what way the customers’ data is stored, accessed and shared 

within a cloud that information can only be trusted if entities that are trusted can vouch for how 

the information was provided and how the information was assessing the information. These 

entities could be consumer groups, auditors, security experts, regulators, companies with proven 

reputation, established cloud providers, etc. There is also a strong connection between trust and 

policy development. If personal or business critical data is stored in the cloud, trust is elevated 

to a new level of importance and cloud providers need to embrace that. 

Mitigations 

SLR14 has a list of things to look for in a provider before choosing: 

 The history of the cloud provider. 

 The operational aspects apart from the ones mentioned upfront by the provider, for 

instance look for where are the data centres located, and is the hardware maintenance 

outsourced and similar questions. 

 Look for additional tools and services offered to improve visibility and traceability in 

the cloud environment. 

Mentioned by SLR13 and proposed by SLR6 as a great mitigation is the use of a Trusted Third 

Party (TTP). A TTP is used with encryption to establish trust and ensure confidentiality, 

integrity and authenticity of data and communications. The idea of a TTP is to provide end-to-

end security, which are scalable and based on standards to ensure that everything works within 

different domains, geographical areas and in specialisation sectors. With the introduction of a 

TTP the loss of traditional security boundary is addressed by producing secure trusted domains 

and enabling cooperation between entities that belong to separate administrative domains and 

have no prior knowledge of each other. This is used today when issuing certificates online where 

the certification authority is acting as a TTP. 

Relation to CMS 

This is a general challenge and affects a CMS in the cloud the same way as any other cloud 

service. 

4.6 Challenges and corresponding articles 

Table 12, on the next page, summarizes the findings of my SLR and shows the challenges and 

the corresponding article that either explains the challenge, the mitigation or both. Note that not 

all of the articles provided below, for each challenge, is mentioned in the text for each challenge 

in the previous sections, this is mainly because that article did not provide any new information. 
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Table 12. Summary of chapter 4, showing challenges and corresponding article 

Category Challenge Article (challenge and/or mitigation) 

Outsourcing Lack of user control, data 

ownership 

SLR16, SLR10, SLR9, SLR5, SLR11, 

SLR17, SLR18, SLR4 

Access Control SLR12, SLR7, SLR5, SLR4, SLR6, 

SLR2, SLR9, SLR10 

Data loss, leakage SLR11, SLR5, SLR12, SLR10 

Lack of training SLR16, SLR15, SLR19, SLR1, SLR23 

Offshoring Encryption SLR13, SLR8, SLR6, SLR5, SLR4 

Management Interface SLR11, SLR5, SLR10, SLR12, SLR16, 

SLR19, SLR22 

Legal Restrictions SLR17, SLR16, SLR8, SLR3, SLR1 

Organizational 

Changes 

Malicious Employee SLR18, SLR17, SLR22, SLR16, SLR12, 

SLR11, SLR9, SLR5, SLR3 

Accountability and Transparency SLR15, SLR8, SLR16, SLR23, SLR14 

Virtualization VM Isolation Failure SLR16, SLR7, SLR6, SLR5, SLR4, 

SLR3 

Trust Trust SLR15, SLR14, SLR13, SLR8, SLR6, 

SLR5, SLR16, SLR17, SLR18, SLR20, 

SLR19, SLR21 
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5. Discussion 
Here I discuss the result of my SLR and the method of using a SLR. 

5.1 Result 

As seen in the previous chapter there are several challenges when using cloud computing and 

analysing it in relation to confidentiality and privacy. I would however argue that the result also 

show that cloud computing is readily available and should not be feared. The market for cloud 

computing has grown tremendously since 2009 and there are now available mitigations, 

suggested best practices and policies to help a company adopt cloud computing. 

5.1.1 Answering the research questions 

I would say that I have successfully answered my research questions. It is hard to summarize 

my result in a few sentences as an answer to each research question, the whole result is covered 

in the whole of chapter 4. However, below I state the questions again and then discuss different 

parts of the questions. 

 Which are the currently identified challenges regarding confidentiality and privacy in 

cloud computing and how does these relate to Content Management Systems (CMS)? 

 

 What mitigations to these challenges have been proposed? 

 

The most difficult part of the research questions is the last part of the first question, the part 

about the relation between cloud computing and a CMS hosted in the cloud. To answer that 

question you need to have an understanding of how a CMS works and what you use it for. Then 

you have to understand a challenge present in the cloud and then you can assess the relation 

between those two. The relations I make in the previous chapter are my interpretation and may 

not fully reflect the reality of how the CMS works with said challenge. What I mean is that my 

interpretations should not be used in a way of prioritizing what challenge is most important or 

be used in any similar way. The way I see it is that my result should be used to highlight what 

are the current challenges. How to exactly deal with these are not specified and will depend on 

the exact circumstances of the implementation that is to be done. One thing to remember 

regarding what CMS to use is that most CMSs where developed before the era of cloud 

computing. This could mean that depending on the exact implementation and what CMS is used 

there will be different challenges, however they will most likely exist in well-known areas, such 

as the categories I used, and help will be possible to get from the developers of the CMS and 

best practices within the industry. 

The mitigations suggested by the articles are quite general, I would say, and the exact method 

of implementing said mitigation could, and most possibly will, differ depending on what cloud 

provider and or CMS is used. This is important to remember and must be evaluated thoroughly 

by anyone thinking about adopting cloud computing. 

5.1.2 Further discussion about the result 

One interesting thing to note about the articles I found in my SLR is that there is no article 

published in 2015, only 2014 and older. Why this is I do not have a clear answer for. I did found 

some articles that were published in 2015 but they were too specific in their scope to be included 

in my SLR. This could maybe mean that these types of surveys and reviews are more sought 

out for now, meaning that more specific research is needed to establish if cloud computing is 

fitting for a more specific scenario. The articles included in my SLR are primarily from 2012 
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and 2013 with eight articles each, then 2014 with four articles. This means that some of the 

information may not be as relevant as portrayed in the article, it could have been updated since. 

However, I do not think this affects my result remarkably as the challenges are quite general. 

Reading through the result in the previous chapter it is important to remember that the 

challenges I present represent only a small part of the whole picture of adopting cloud 

computing. Apart from confidentiality and privacy the two most important aspects are integrity 

and availability. Some of the challenges above are closely related to either of those two and so 

are some of the mitigations. However when choosing to adopt cloud computing they must all 

be considered on the same level. This is a matter of risk assessment across the whole CIA triad 

and a topic for a whole new thesis. 

Another note to make when reading through the result is that when using the cloud and ensuring 

the security of the application it is not only a matter of technical mitigations. Securing the cloud 

is a process that involves technology, employees and policies. This must be understood by both 

the provider and the customer so that the customer can happily use the service provided and on 

their end provide a service that makes their users satisfied. 

5.2 Method 

I stated in my description of the SLR in section 2.7 that one of the drawbacks of conducting an 

SLR is that it is time consuming. This would be my first point to bring up when describing SLR 

to anyone. I would however also argue that the method is effective. I think that using it correctly 

it will give you great results but you have to understand that it is very time consuming. With 

that said however I would have liked to us “cited by” as forward snowballing. “Cited by” is 

used when you want to see who has used a certain articles as a source in their own article. Using 

this as a forward snowballing could have resulted in finding some interesting articles but was 

at the time something I decided not to do due to time constraints. This is something I regret and 

would have used if I could do to the SLR again. I simply realized I could use “cited by” first 

after I was done with my SLR and working with the result. 

One thing I noticed during my initial research was that sometimes could “confidentiality” and 

“privacy” be used as synonyms. This is however not true and I addressed this in my theory 

chapter when describing the two words. I did however not address this during my SLR when 

designing the search expression used to find my articles. This should have been taken into 

account and may have altered the result of my search expression. I could have taken it into 

account by searching with the words in an OR-statement, like (“confidentiality” OR “privacy), 

and that may have been enough to show some different articles. Exactly how it would have 

affected the result of my SLR is only possible to speculate about. One could argue that either 

of the two is a subset of the other but anyhow they are not synonyms and affect different areas 

and it should have been addressed in my primary studies. Maybe the focus should have been on 

only one of the words, this would lead to a greater focus of the thesis as a whole and simplify 

the synthesising of the result. 

An important note to make about my use of SLR, or anyone’s use of SLR, is the way of selecting 

the actual articles. When a search is made and the result is saved the first thing to do in SLR is 

to select the articles that should be saved depending on what their title is. This of course raises 

a flag about subjectivity. The selection of articles is done manually and will be affected by the 

experience and previous knowledge in the subject area of the person selecting the articles. If 

you were to ask another person to do the selection during this process you might end up with a 

different set of articles. This was mentioned in the guidelines I used for the SLR but again it 

was due to time constraints that I did not do this, remember I had a total of 1197 article titles to 

go through from my primary study and the snowballing that followed. My method for selecting 
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the articles was that I first looked for the keywords mentioned in section 3.2.2 in the title and 

tried to decipher what the title was actually trying to say. This meant that some of the titles 

maybe did not actually contained any of the keywords but the title itself alluded that the content 

of the article could be interesting. This could of course be said about the contrary as well, some 

of the titles may not have made a great impression but the actual content could have been 

valuable but this we will never know. The next step of the SLR is to select by reading abstract 

and conclusion and any article which title was hinting on interesting content and did not deliver 

would be excluded in this step. I found this to work very well. 

Another thing that is mentioned by the guidelines I used for my SLR is the difficulty of 

replicating the result of a certain search expression on a digital database. I cannot really explain 

why this is but I also found that it was difficult and sometimes impossible to replicate the search 

and get the exact same number of articles returned from the same search expression. I tested 

this a few weeks after my first initial search was done with the final search expression. I had 

then already saved the results and just tried to see if I could replicate it. For some of the 

expressions and depending on database I could replicate and for others not at all, it was either 

too few or too many hits returned. 

In the end I am happy with the result and my use of the method. There are some things 

mentioned above that I would change if I were to do it again, however as mentioned in the next 

chapter there are also some other areas of focus that would be interesting to do the same type 

of review of. 

5.2.1 If the case and/or context were different 

If I had had a more exact case to work on I believe the result would have been a lot different. 

Sogeti and I tried to find a customer of Sogeti to work with, to get a real life case to work with. 

This would have meant that I could have taken this specific customer with their specific goals, 

requirements and wishes and tried to investigate either their CMS of choice, their possibility of 

implementing cloud computing or any similar case for them. This would have been a vastly 

different thesis than the one I did complete now. I would have had to interview key employees 

of the customer to understand their goals, requirements and needs, I would have had to gather 

information and maybe do a smaller SLR than I did now and in some way combining the result 

of those two. In the end I think the result of such a job would have been very helpful for the 

customer and Sogeti and I think it was unfortunate that I did not get the chance to do such a 

case. 

As explained in the beginning of chapter 3 my choice of method was because I did not have a 

very specific case to work with. This is still true because of how Sogeti are working, they use 

several different CMSs and are very open to customize the end result for their customers. 

However, in the end I think that this case was a bit hard to work with. I am happy with what I 

could produce but I also feel that my work would have been a lot easier if I had had a more 

specific case to work with. This would however also mean that the result of such a thesis could 

maybe only help a few developers or other employees at Sogeti. I think this is something I 

should have had evaluated further. 

Another way to look at this is that if could have had a more exact case to work with I could 

have dwelled much deeper in to the core of a CMS, given that the information would be 

available. If I had a given CMS to work with I could have made a much more specific SLR. 

Meaning I could have found more specific research about that CMS and its relation to security. 

The difference would be that I would have clear evidence between the relationship of a said 

challenge and that particular CMS. Once this information is acquired I could have done a risk 

analysis or similar to determine the risks for a company using this CMS in the cloud. That would 

have been a vastly different thesis from what I have done now but it could have been interesting. 



32 

 

At least my point about clear evidence between a security challenge and a particular CMS. This 

is something that I do not have for the results in this thesis. The exact impact of a certain 

challenge that I have presented will hugely depend on what CMS and cloud provider that is 

chosen by the company. 

5.3 The work in a wider context 

As stated in section 5.1 I believe that the result of my thesis is a good summary of the challenges 

regarding confidentiality and privacy and it highlights that the cloud is ready to use, if you are 

prepared to take your time. The result I present covers several different categories and 

references a lot of different techniques for mitigations. This of course leads to that the reader 

has to understand said technique but with the help of my result they get a direct hint on what to 

search for when needing to understand the mitigation further. With my result I hope that any 

reader can understand that the cloud is ready to work with, if you take your time to understand 

the challenges and the mitigations. 

As with any work regarding security you have to take your time to work with it. By that I mean 

that security should never come as a second thought. With the result in this thesis I have shown 

that challenges regarding confidentiality and privacy shows up in several areas and this needs 

to be addressed early on in the development schedule, as well as touched upon in every stage 

of the schedule, when developing anything in the cloud. This could be used by anyone thinking 

about developing for the cloud, developers at a company or for home use. 

For Sogeti my result can be used to show where they need to develop their expertise. Meaning 

that maybe they need to hire a new employee with the right competence or educate some of 

their current employees. All in all to be able to, with confidence, say that they have the right 

competence. The right competence in this sense would mean that they can take on a project 

from a customer and deliver the most secure website or application while also taking the most 

advantage of the cloud.  
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6. Conclusion and future work 
In this chapter I provide my conclusions of this thesis and what I think could be future work 

related to the topic of this thesis. 

6.1 Conclusion 

The aim of this thesis was to present what current research has stated about security challenges 

regarding cloud computing in regards to confidentiality and privacy and try to relate this to 

using a CMS in the cloud. I have with the help of a systematic literature review presented my 

findings in regards to this aim. In regards to cloud computing, confidentiality and privacy I have 

provided both challenges and solutions but in regards to how they all relate to using a CMS in 

the cloud it has been more difficult to answer as detailed. 

Cloud computing has come a long way since the early 2000s and perhaps now is the time to 

finally adopt cloud computing and use its full potential. Cloud computing is a challenge, 

especially for organizations which operates around the globe, and anyone who thinks of 

adopting cloud computing needs to adopt a systematic approach to be able to address each 

challenge as they appear during the planning and eventually during the implementation. I hope 

that anyone who thinks about adopting cloud computing can read this review and adjust their 

planning and implementation to incorporate my findings. 

In regards to the exact relation between cloud computing and using a CMS in the cloud, further 

evaluation is needed. This is however best done with an exact case, a case where you specify 

the company, its needs and requirements and specify everything as precise as possible in 

relation to that particular company. First then is it possible to completely evaluate if a CMS or 

which CMS and what provider in the cloud is the right solution. 

6.2 Future Work 

There are still some interesting questions to discuss involving cloud computing and CMSs and, 

as stated last in the previous section, a new study with that focus should try to define a clear 

case of requirements from a company. With that case an evaluation of could cloud computing 

could be done and a result could determine if cloud computing is suitable for that particular 

company and their needs.  

A whole new review that focuses on integrity or availability would be very interesting as well. 

Doing both of those reviews could lead to a big summary of all the current challenges with 

cloud computing. 

During my pre-studies I found the A4Cloud Project (Cloud Accountability Project, 2016) and 

TrustCloud (Spencer, 2016) and both of them would be interesting to maybe do a case study of. 

They focuses on accountability and trust in cloud computing and in the end it will help to protect 

confidentiality and privacy. 
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