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Abstract—This paper considers the problem of gathering in-
formation about features of interest in adversarial environments
using mobile robots equipped with sensors. The problem is
formulated as an informative path planning problem where
the objective is to maximize the gathered information while
minimizing the tracking performance of the adversarial observer.
The optimization problem, that at first glance seems intractable
to solve to global optimality, is shown to be equivalent to a
mixed-integer semidefinite program that can be solved to global
optimality using off-the-shelf optimization tools.

Index Terms—Informative path planning, risk minimization,
global optimization

I. INTRODUCTION

This paper addresses the problem of optimizing paths for
mobile sensors that operate in adversarial environments. We
consider the scenario illustrated in Fig. 1, where a mobile robot
is required to gather information while avoiding being tracked
by an adversarial observer. The robot is equipped with a sensor
that can obtain noisy measurements of features of interest that
are located within a limited sensing range. The problem is
to plan a sensing path for the mobile robot that maximizes
the information gathered about the features and minimizes the
tracking performance of the adversarial observer.

The problem of planning sensing paths to maximize the
information gathered about a given environment has been
widely studied, and is commonly referred to as informative
path planning (IPP) [1]. In its most general form, IPP is an in-
stance of planning under uncertainty and can be formulated as
a partially observable Markov decision process (POMDP) [2].
The computational complexity of solving POMDP problems is
considerable, and approximations are required in practice. An
example is [3], that formulates the problem of path planning
for an unmanned aerial vehicle (UAV) to optimize tracking
of ground vehicles as a POMDP, and proposes an approx-
imate solution. Another application of IPP is environmental
monitoring, of which [4] provides an extensive overview. A
recent work in this area is [5], which develops a receding
horizon approach for weed detection in precision agriculture
using UAVs.

Numerical optimal control methods have been applied to
solve IPP problems, e.g., in [6, 7]. However, since the op-
timization problems in general are nonconvex, only locally
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Fig. 1. A mobile robot equipped with a sensor can obtain noisy measurements
of static features in the environment if they are within the sensor’s sensing
range. In the same environment, there is an adversarial observer with limited
sensing region that tracks the mobile robot. The problem, which is illustrated
in the figure, is to find a sensing path that is maximizing the information
that the robot is gathering while minimizing the tracking performance of
the adversarial observer. The adversarial sensing region is the red area, the
initial position of the mobile robot is indicated by the x, and the black circle
illustrates its sensing range. A feature (marked with +) is visible to the mobile
robot if the robot is located within the corresponding green region.

optimal solutions can be guaranteed and no certificate of the
level of suboptimality is provided. Furthermore, the quality
of the solution is dependent on the initial guess used by the
optimization solver [8].

Our previous work [9] addresses IPP for environmental
monitoring, and formulates the problem as a nonlinear mixed-
integer program with a measure of the information matrix
in the objective function. The problem, which at first glance
seems intractable, is shown to be equivalent to a problem
that robustly can be solved to global optimality using off-
the-shelf optimization tools. In this paper, we extend the work
on global optimization for IPP to also handle scenarios that
include adversarial observers.

The problem of planning paths to minimize the robot’s
exposure to adversarial observers, i.e., computing stealthy
paths, has also received some attention, and a survey of
different approaches can be found in [10]. The problem formu-
lation of this paper makes use of binary variables to indicate
whether the adversarial observer obtains measurements of the
mobile robot. There is thus a connection to collision avoidance
problems, that can be solved using mixed-integer optimization
[11], but the adversarial sensing regions in this paper are not
to be considered as obstacles, as the robot is allowed to travel
through them, at a certain cost.



The optimal solution to a mixed-integer optimization prob-
lem can in theory be obtained by solving the corresponding
continuous problem for each possible combination of the
binary variables, and picking the solution that results in the
smallest objective value. However, as the number of possible
combinations increases exponentially with the number of bi-
nary variables, this approach quickly becomes computationally
intractable. Several approaches to solve mixed-integer prob-
lems more efficiently have been proposed; this paper uses a
branch-and-bound (BnB) method [12].

BnB methods are algorithms for global optimization in
nonconvex problems. They maintain lower and upper bounds
on the globally optimal objective function value by solving
simplified subproblems of the original problem, usually ob-
tained using convex relaxations. As a result of these bounds,
the methods can be terminated at any time with a certificate
that proves the current level of suboptimality.

This paper proceeds as follows. Sections II and IIT describe
the stealthy path planning problem and show that it can be
solved to global optimality using BnB. In Section IV, the
stealthy path planning problem is combined with the IPP
problem from [9] and we show that the combined problem
can be solved to global optimality. Numerical illustrations are
then presented in Section V, and finally, the conclusions are
presented in Section VL.

II. PROBLEM FORMULATION

The main focus of this paper is planning stealthy paths
for a mobile robot, such that it avoids being tracked by an
adversarial sensor, as illustrated in Fig. 2. The problem is
formulated as a mixed-integer program where the models that
are defined in this section are used as constraints.

A. Motion and measurement models

Consider a mobile robot with linear dynamics according to
Tr+1 = Axy + Buy, (1)

where xy; is the state of the robot and wuy, is the control input,
both at time k. The set of feasible states is denoted by X and
the set of admissible control inputs is denoted by .

The mobile robot is operating in an environment where there
is a static adversarial sensor that seeks to estimate the state of
the robot. The adversarial sensor obtains measurements of the
robot if it is within a limited sensing region, denoted II. The
measurement model is defined by

Hxyp +ep, x €11,
k):
4 @, Tk ¢H7

where y;, and ey, are the measurement output and measurement
noise, respectively. The measurement noise is assumed to be
white and Gaussian with covariance R = 0. The discrete
nature of the measurement model is captured by a binary
variable vy, for each time step, that indicates whether the sensor
can obtain a measurement or not. The variable v = y(z, )
is a function of the state of the mobile robot and takes the

€ ~ N(O> R)v (2)

Fig. 2. A mobile robot is being tracked by an adversarial sensor, that obtains
measurements if the mobile robot is within its sensing region (red area). The
problem is to find a stealthy path for the mobile robot; the objective is to
minimize the adversarial sensor’s tracking performance.

value one if the mobile robot is within the adversarial sensor’s
sensing region II and the value zero otherwise:

1, x €1l
= 3
Yk 0, w1l 3)

B. Information representation

The adversarial sensor is assumed to employ a Kalman
filter [13] to estimate the state of the mobile robot. The true
dynamics of the robot might be unknown to the adversarial
sensor, and a general linear motion model is applied to
represent its dynamics:

where wy, is the process noise which is assumed to be white
and Gaussian with covariance Q).

Let Py, be the covariance matrix corresponding to the
estimate of x; given all measurements up to time step k and
let Pj, denote the one-step predicted covariance matrix:

Py = Pyp-1=FP_ 11 FT+Q. (5)

Tht1 = Fxp + Wi,

The recursion for the covariance matrix of the filtered esti-
mates can then be written as

Py = fP(Pe—1jk—1,7%) (6)
=P, —wP.H (HP,H" + R) " 'HP,.

Note that v, = 0 corresponds to propagating the previous
covariance matrix when there is no measurement update
available at time k.

Since a Kalman filter is used to track the mobile robot,
an indication of the adversarial sensor’s tracking performance
can be obtained by a measure of the resulting covariance ma-
trix Pz The objective of the stealthy path planning problem
is to minimize the tracking performance, which corresponds
to making the covariance matrix as big as possible.

C. Stealthy path planning problem

We are now ready to state the optimization problem. For
notational convenience, the variables for all time steps from
zero to a given prediction horizon N are concatenated to form



x={xx, k=0,...,N}, u={ug, k=0,...,N—1}, and
P = {Pyx, k=0,..., N}. Furthermore, the binary variables
~v={v, k=1,...,N} are considered as auxiliary decision
variables connected to the state of the mobile robot via
constraints. The stealthy path planning problem can then be
formally stated as the following mixed-integer program:

minimize J(x,u,P) (7
x,u,P,y
subject to Tpr1 = Az + Buyg

Py = fP(Pe—t1jk—1,7%)
Y = v(xx, 1) € {0,1}
rr €X, up €U

Pyjo = Pojo,

where J(x,u,P) is a function that encodes the objective
of minimizing the adversarial sensor’s tracking performance,
To is the initial state of the mobile robot, and ]30|0 is the
covariance matrix corresponding to the adversarial observers’s
estimate of xg. It should be noted that x, <, and P can be
computed directly from u, xp, and 130|0. However, consider-
ing these variables as auxiliary decision variables connected
by constraints yields a more favorable optimization problem
structure.

Ty = To,

III. COMPUTING GLOBALLY OPTIMAL SOLUTIONS

BnB methods make use of relaxations of the original
problem when searching for the globally optimal solution
to a mixed-integer program. The relaxations are obtained by
relaxing the binary constraints v, € {0,1}, often to interval
constraints v, € [0,1]. A prerequisite for the search to
be correct is that the relaxations are convex problems, to
guarantee that they can be solved to global optimality. Since
the stealthy path planning problem (7) includes nonlinear
equality constraints that correspond to the covariance matrix
recursion (6), a straight-forward continuous relaxation of the
problem is a nonconvex problem [14]. This section shows that
if the objective function is separable in (x,u) and P and
matrix decreasing in P, the problem can be reformulated as
an equivalent problem where the continuous relaxations are
convex problems.

A. Reformulation of the nonlinear equality constraints

With reasonable assumptions on the objective function J(+),
the nonlinear equality constraints of (7) can be equivalently
replaced by convex inequality constraints. The main result of
our previous work [9] will be used to prove the claim. The
following definition is needed:

Definition 1: (Matrix increasing, extension of [14].) Assume
C C S™ and let < denote the generalized inequality associated
with the positive semidefinite cone. A function f : S — S™
is called matrix increasing on C if

X2V, X#Y = f(X) 2 f(Y), f(X)# f(Y),

for all X,Y € C. For m = 1, f is called matrix increasing
on C if

X2V, XAY = f(X) < f(V).

Matrix decreasing is defined analogously.

The following theorem shows that nonlinear equality con-
straints in an optimization problem with a certain structure
can be relaxed to convex inequality constraints, and that
the obtained problem is equivalent to the original nonconvex
problem.

Theorem 1: ([9]) Suppose that fy : S® — R is matrix
decreasing on S’_f_ 4, and that f : S"™ — S", is finite-valued
and matrix increasing on S}, , and that X € S} | . Then, the
optimal solution to the problem

N
minimize ; fo(X) (8)
subject to  Xpy1 = f(Xk), k=0,....,N—1

Xo = Xo,
coincides with the optimal solution to the problem
N
minimize ; fo(Xx) ©)
subject to Xit1 2 f(Xg), k=0,...,N—-1
Xo = Xo.

For the sake of argument, consider a simplified version of
the problem (7), where the binary variables ~ are given and
fixed. This problem involves continuous variables only, but
is still nonconvex due to the nonlinear equality constraints.
Reasonable assumptions are that the objective function is
separable, i.e., a weighted sum of functions of the individual
variables

J(x,u,P) = wy uJyu(x, 1) + wp Jp(P), (10)

and that J, ,(x,u) is convex in x and u. The simplified
problem is then completely separable in (x,u) and P, and
it is thus possible to optimize over P separately from (x,u).
It can be shown [15] that the right-hand side of the covari-
ance matrix recursion (6) is a matrix increasing function of the
covariance matrix Pj_;|;_1, meaning that the corresponding
equality constraints of the simplified problem satisfy the
requirements of Theorem 1. Assuming that the part of the
objective function that is a function of P is given by

N
Tp(P) = fo(Px), (11)
k=1
where fo(Py|x) is a matrix decreasing function on S% ,, e.g.,
the negative trace or the negative determinant of the covariance
matrix Py, all requirements of Theorem 1 are satisfied, which
thus can be applied to the simplified problem.

Since the value of ~ in the simplified problem is arbitrary,
the reasoning holds for any given value of the binary vari-
ables «. The equality constraints representing the covariance
matrix recursion in the original mixed-integer problem (7)
can thus equivalently be replaced by inequality constraints
according to

Py =2 fe(Pe—1jk—1,7)

12
=P, —wP.H (HP,H" + R)"'HP,. (12)



Each inequality constraint in (12) can be further rewritten by
introducing y;, at appropriate places, which is possible since 7
is binary, and then applying the Schur complement condition
for positive semidefiniteness of a block matrix [14]:

Py 2 Py — P H (HP,H" + R)""HP, —
Py X Po — PeH (v HPH' + R) ' HPyy, <
Py — Py Y PLHT

HPyyy  wHPH™ +R)’

The last inequality involves products of the binary variable
vt and the continuous variable Pj. Following [16], a linear
representation of this product can be obtained by introducing
an auxiliary real variable Py £ v, Py, that satisfies

jod Pka
P =
o

By letting M), be an over-estimate of the largest eigenvalue
of Py and my be an under-estimate of the smallest eigenvalue
of Py, the relation P, = 7Py is imposed by the following
set of inequalities:

0= [ 13)

=1

=10 e

P, X My I, (152)
Py, = iy, (15b)
Pe < Py — (1 — y)mud, (15¢)
Py = Py — (1= y) My I (15d)

Note that appropriate values for mj and M} can be obtained
by propagating the initial covariance matrix FPp|o through (6)
with v =1 and v = 0, respectively.

Inserting the new auxiliary variable Py, into (13) gives

P.HT

< | B = Pre
HP.H" + R|’

0 ~ 16
=1 "up, (16)

which is a linear matrix inequality in Pk‘k, Py, and ]Bk.
An equivalent, linear, representation of the nonlinear con-
straint (13) is thus given by (15) and (16).

B. Adversarial sensing region

It is assumed that the adversarial sensing region can be
described by a polyhedron in the form of the intersection of
q halfspaces: Il = {z | a]z < b;, i =1,...,q}. Let ¥ be an
auxiliary binary vector, where the value of the ith component,
%, is determined by

L,

= {O,

The relation (3) between x; and 7y, can then be modeled using
a big-M formulation [17]. The following constraints:

alz, < b,
T (17)
a; Ty > b;.

alzy —b; > —ﬁ,iMA,,

H 1=1,...,q,
a{xk—bi < (1_'~Yli)M%

(18a)

i=1,....q, (18b)

where M., is a sufficiently large constant coefficient [17], force
all elements of the auxiliary binary vector 7, to take the value
one when x; € II and at least one element of 7, to take

the value zero when z; ¢ II. This means that the condition
v = 1 if and only if z; € II can be achieved by letting the
product of all elements in 7 represent g, i.e.,

q
w =[] 7
=1

The product of binary variables is equivalent to the following
set of inequalities [16]:

19)

—AL <0, i=1,...,q, (20a)

q
Y+ Y A <q-L (20b)
i=1

Hence, the auxiliary binary vector j, together with (18) and
(20) can be used to represent the constraint v, = 7(xzg, IT).
Since both (18) and (20) are linear constraints, they are convex
constraints when v, and 4y are considered as continuous
variables.

C. Reformulated problem

Using the reformulations described in the previous two
subsections, an equivalent formulation of (7) is given by the
following mixed-integer semidefinite program (SDP):

minimize J(x,u,P) (21)
x,u,P, Py,
subject to Tr1 = Az + Buy
0 < |Pr = Pan P.HT
- HP, HP.H" +R
Py, < v My I
By, = ey

Py X Py — (1 — y)mul
Py, = Py — (1 — )My I
Py =FP,_1,1F"+Q
alzy —b; > —’"i/,’;MV

7

alzy —b; < (1— ’y,i)Mv

Y= <0
q .
— . v < _
7k+zi:1’7k =4q 1‘
CUkEX, U Gua P)/kaﬁ/llce{ovl}
Py = Poo,

Zo = Zo,

where the concatenated variables P = {?k, k=1,...,N}
and 4 = {4, k=1,...,N} have been introduced for no-
tational convenience.

The relaxation of (21) that is obtained by relaxing the
binary constraints 7,7, € {0,1} to interval constraints
Vi, Vi € [0,1] is a convex SDP problem. This means that a
BnB method can be used to solve the problem (21) to global
optimality, or to a user-defined certified level of suboptimality.
Furthermore, the equivalence between (7) and (21) implies that
the optimal solutions to both problems coincide, and that a
globally optimal solution to the seemingly intractable problem
(7) can be obtained by solving the tractable problem (21).



IV. STEALTHY INFORMATIVE PATH PLANNING

In this section, the stealthy path planning problem is com-
bined with the IPP problem considered in [9]. The combined
problem, which is illustrated in Fig. 1, involves not only an
adversarial sensor but also features of interest that are scattered
in the environment, and a sensor mounted on the mobile robot.
The task of the mobile robot is then twofold; maximizing
the information that is gathered about the features while
minimizing the adversarial sensor’s tracking performance.

A. Information representation

The locations of the features are static and known, but each
feature has an associated unknown quantity of interest that
evolves according to a linear model. The mobile robot’s sensor
obtains measurements of features that are within a limited
sensing range. As for the case with the adversarial sensor, the
discrete nature of the sensing domain of the mobile robot’s
sensor is captured by binary variables. The variable 5,(3 ) takes
the value one if a measurement of the jth feature is obtained
at time step k, and the value zero otherwise.

An information filter [13] is employed to estimate the
state of the features from the obtained measurements. The
information filter maintains an information matrix to represent
the accuracy of the state estimate, which can be used as a
measure of the amount of information that has been gathered.
By letting I,ijll)e denote the information matrix corresponding
to the jth feature given all measurements up to time step k,
the information matrix recursion can be written as

115-711 = fZ(Ilij—)l\k—Nal(cj))' (22)

Hence, the current information matrix IIEJ‘ ]1 depends only

on the binary variable 51(3 ) and the information matrix
in the previous time step. For notational convenience, we
concatenate the variables related to the information ma-
trices to form &§ = {5,(3), k=1,...,N, j=1,...,L} and
z:{z,gfl;, k=0,...,N, j=1,...,L}, where L is the
number of features.

B. Stealthy informative path planning problem

In [9], the IPP problem is formulated as a mixed-integer
optimization problem with structure similar to the stealthy
path planning problem (7). With the assumption of matrix
decreasing objective function, it is shown that the problem can
be reformulated and solved to global optimality. By combining
the problem considered in [9] with the problem discussed in
the previous sections of this paper, the stealthy IPP problem
can be formulated as the following mixed-integer program:

minimize J(x,u,P,T) (23)
x,u,P.,~v,Z,8
subject to Tr41 = Az + Buyg

Py = fe(Pe—1jk-1,7)

Y = v(wx, 1) € {0, 1}

(4) _ () ()

Ik]|k - fI(ijfukfv‘Skj )

o) =80 (ay) € {0,1}

T € X, up €U

xo = To, Pojo = Pojo, Iéf& = f((){()),

where J(x,u,P,T) is the objective function, Zg is the initial
state of the mobile robot, 130‘0 is the covariance matrix
corresponding to the adversarial sensor’s estimate of xo, and
féjl()) is the initial information matrix corresponding to the jth
feature.

C. Reformulations

Assuming that the objective function is separable, i.e.,
Jx,w,P,T) = wy yJyu(x,0) + wpJp(P) + wrJz(T),

where w, ., wp, and wz are weighting parameters, the prob-
lem (23) is, for given v and J, completely separable in (x, u),
P, and Z. This means that if J, ,(x,u) is convex in x and
u, and

M=

Jp(P) =

18 (Pug), (24)

k=1

where fI" is matrix decreasing on S% ., the reasoning in
Section III holds also for this problem. Hence, the nonlinear
equality constraints in (23) related to the covariance matrix
recursion can be equivalently replaced by auxiliary decision
variables and linear inequality constraints. Furthermore, the
separability means that we can optimize over Z separately
from the other variables and thus that the reasoning in [9] can
be applied. Hence, if

N L )
J(@) =33 ;FE),

k=1j=1

(25)

where fOI is matrix decreasing on S’} ., the constraints in (23)
related to the information matrix recursion can be equivalently
replaced by linear matrix inequalities. For details on the latter
reformulation, the reader is referred to [9].

The stealthy IPP problem (23) is thus equivalent to a mixed-
integer SDP problem that can be solved to global optimality
using off-the-shelf BnB methods.

V. NUMERICAL ILLUSTRATIONS

This section presents results from simulations where the
proposed method has been used to plan the path for a mobile
robot. The considered scenario involves a single feature of
interest and one adversarial sensing region, and was selected
to illustrate the concept and to demonstrate that intuitively



sound trajectories are computed. The optimization problems
are solved in Matlab 2017b using YALMIP’s BnB solver [18],
which uses MOSEK [19] to solve the convex relaxations.

In the simulations, the dynamics of the mobile robot
are modeled as a discretized near-constant velocity model,
where the state 2 = [p1 p2 v1 v2]" represents the robot’s two-
dimensional position and its velocity, and the control input «
corresponds to its acceleration. The set of admissible control
inputs is given by U = {u | —1 < u < 1}. The state of the
feature is governed by a random walk model subject to white
Gaussian noise with unit covariance. The adversarial sensor
estimates the state of the robot using measurements of its
position, corrupted by white Gaussian measurement noise with
unit covariance. A prediction horizon of N = 6 is used, and
the objective function is a weighted sum of the following
terms:

(26a)
k=1
N
Jp(P) = — Z tr(Pyx), (26b)
kNl
Jr(T) = = tr(Ty), (26¢)
k=1

where the weighting matrix V,, = blkdiag(0, /) is used to
encode a penalty on the velocity of the mobile robot.

In the first experiment, stealth and informativeness are
weighted equally in the objective function, and there is a small
penalty on velocity. The resulting path is shown in Fig. 3.
The robot completely avoids entering the adversarial sensor’s
sensing region and is able to obtain three measurements of the
feature of interest.

Results from a second experiment are shown in Fig. 4. Here,
information gathering has been prioritized by lowering the
weight parameter on stealth. This results in a path through
the adversarial sensor’s sensing region, and gives away one
measurement to the adversary, but the mobile robot is able to
obtain a fourth measurement of the feature of interest.

VI. CONCLUSIONS

A method to compute globally optimal sensing paths in
adversarial environments has been proposed. The path plan-
ning problem was formulated as a mixed-integer program with
matrix valued states, that at first seemed intractable to solve to
global optimality. Using a sequence of reformulations, we have
shown that the problem is in fact equivalent to a mixed-integer
SDP problem, that can be solved to global optimality using
off-the-shelf optimization tools. The proposed approach allows
for a trade-off between stealth and path informativeness, and
simulations have demonstrated that it generates intuitively
reasonable trajectories.
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