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ABSTRACT

Supervisory Control and Data Acquisition (SCADA) systems control and monitor critical infras-
tructure in society, such as electricity transmission and distribution systems. Modern SCADA
systems are increasingly adopting open architectures, protocols, and standards and being con-
nected to the Internet to enable remote control. A boost in sophisticated attacks against SCADA
systems makes SCADA security a pressing issue. An Intrusion Detection System (IDS) is a se-
curity countermeasure that monitors a network and tracks unauthenticated activities inside the
network. Most commercial IDSs used in general IT systems are signature-based, by which an
IDS compares the system behaviors with known attack patterns. Unfortunately, recent attacks
against SCADA systems exploit zero-day vulnerabilities in SCADA devices which are unde-
tectable by signature-based IDSs.

This thesis aims to enhance SCADA system monitoring by anomaly detection that models nor-
mal behaviors and finds deviations from the model. With anomaly detection, zero-day attacks
are possible to detect. We focus on modeling the timing attributes of SCADA traffic for two rea-
sons: (1) the timing regularity fits the automation nature of SCADA systems, and (2) the timing
information (i.e., arrival time) of a packet is captured and sent by a network driver where an
IDS is located. Hence, it’s less prone to intentional manipulation by an attacker, compared to
the payload of a packet.

This thesis first categorises SCADA traffic into two groups, request-response and spontaneous
traffic, and studies data collected in three different protocol formats (Modbus, Siemens S7, and
IEC-60870-5-104). The request-response traffic is generated by a polling mechanism. For this
type of traffic, we model the inter-arrival times for each command and response pair with a
statistical approach. Results presented in this thesis show that request-response traffic exists in
several SCADA traffic sets collected from systems with different sizes and settings. The pro-
posed statistical approach for request-response traffic can detect attacks having subtle changes
in timing, such as a single packet insertion and TCP prediction for two of the three SCADA
protocols studied.

The spontaneous traffic is generated by remote terminal units when they see significant changes
in measurement values. For this type of traffic, we first use a pattern mining approach to find
the timing characteristics of the data. Then, we model the suggested attributes with machine
learning approaches and run it on traffic collected in a real power facility. We test our anomaly
detection model with two types of attacks. One causes persistent anomalies and another only
causes intermittent ones. Our anomaly detector exhibits a 100% detection rate with at most 0.5%
false positive rate for the attacks with persistent anomalies. For the attacks with intermittent
anomalies, we find our approach effective when (1) the anomalies last for a longer period (over
1 hour), or (2) the original traffic has relatively low volume.

This work has been supported by the Swedish Civil Contingencies Agency (MSB) through the RICS
research center on Resilient Information and Control Systems (www.rics.se)
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Introduction

Supervisory Control and Data Acquisition (SCADA) systems are used to con-
trol and monitor critical infrastructure such as power plants, water distri-
bution facilities, and gas pipelines, etc. Historically, SCADA systems were
composed by special-purpose embedded devices communicating through
proprietary protocols in an isolated network. These legacy systems and de-
vices were designed without cybersecurity concerns because of the closed
operating environment. Over the years, SCADA systems are increasingly
adapting to open protocols and standards and being connected to the In-
ternet. The utilization of open protocols and standards improves interoper-
ability between multi-vendor devices. The connection to the Internet allows
distribution of SCADA functionality across a Wide Area Network (WAN)
and remote control. However, these changes in communication technologies
are accompanied by exposure of vulnerabilities in SCADA networks to the
malicious attackers.

Due to the special characteristics of SCADA systems, many standard cy-
bersecurity mechanisms are not properly implemented in SCADA systems.
For example, legacy devices are kept and integrated into modern SCADA
systems during the process of modernization. The legacy devices have lim-
ited computation ability for defense mechanisms that requires mass process-
ing power such as encrypted communication. It's also quite common that
these systems provide only weak authentication by using default passwords
on the Commercial Off-The-Shelf (COTS) applications and devices. Some
of the systems even use hardcoded passwords. One of the vulnerabilities



1. INTRODUCTION

Stuxnet [34] worm exploited is a hardcoded password used in the Siemens
WinCC product. However, patches and upgrades are not always available
or applicable. Critical infrastructure and its control systems are vital to our
daily life and, therefore, should not be subject to failures or shutdowns. Most
patches and upgrades require the shutdown and restart of the controlling
process. Some patches can also break the dependencies between components
in a system (e.g., use the same hardcoded password everywhere).

Most experts agree defense-in-depth strategy is the best practice for
SCADA system cybersecurity [61} 88]. This layered approach includes both
preventative and detective technologies. Intrusion Detection Systems (IDS)
are suggested for monitoring unusual and unauthorized activity in SCADA
networks. Most of the commercial IDSs are signature-based. The vendors
provide traffic signatures of attacks and the IDSs send alarms when find-
ing traffic matching such signatures. Vulnerabilities and attacks in SCADA
environments are very different from those in business environments. In-
famous attacks such as Stuxnet and TRISISﬂ exploit zero-day vulnerabilities
in SCADA devices. Since signature-based IDSs are not capable of detecting
zero-day attacks, different approaches to form SCADA-specific IDS need to
be explored.

This work aims to provide anomaly detection approaches in SCADA net-
works. Anomaly detection is a technique to model normality and identify
deviations from the normality. It thus has the benefit of being able to detect
previously unknown attacks (zero-day attacks). One of the main challenges
of anomaly detection is the potentially large number of false positives com-
ing from benign traffic that deviates from the trained normality due to the
noise or environmental changes. However, compared with standard infor-
mation and communication systems, SCADA systems exhibit more stable
and regular communication patterns since the communications are triggered
by programs to complete some repeated tasks. In addition, the network com-
ponents and services in SCADA networks usually have long lifetimes and it
is rare for SCADA networks to include new network components and start
new services. These characteristics provide opportunities for anomaly detec-
tion.

In the following, we provide an overview of SCADA systems and
SCADA cybersecurity in Section Section |1.2| compares network-based
anomaly detection with different approaches securing SCADA systems. Sec-
tion [1.3] presents the related work. We discusses tackled research questions
in Section[1.4)and our contributions to answer these questions in Section[L.5]
Section [1.6]concludes this thesis overview and highlights the possible future
work.

IMAR-17-352-01 HatMan. https:/ /www.us-cert.gov/ics/MAR-17-352-01-
HatMan—Safety-System-Targeted-Malware
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Figure 1.1: A conceptual SCADA system architecture

1.1 Background

This section first presents an overview of SCADA systems and introduces
SCADA terminologies. Then it summarizes the trend of discovered vulnera-
bilities and important incidents in SCADA systems.

SCADA system overview

The details of SCADA system implementations may vary based upon the
type and complexity of the controlled process, but there are some common
components that can be found in a current SCADA system as illustrated in

Figure[L.1}

1. Corporate network: A corporate network is a group of computers used
in the office environment of the utility company, where the process
information is stored, retrieved, and operated. It contains worksta-
tions for general users and some servers for IT management such as
File Transfer Protocol (FTP) and mail servers. Though corporate net-
works are usually separated from the other part of SCADA systems
with a firewall and demilitarized zone (DMZ), the increased connec-
tivity poses security problems that were restricted in the corporate en-
vironment to the core of SCADA systems.

2. Supervisory network: The supervisory network resides in the control
room. A SCADA server, or an Master Terminal Unit (MTU), is respon-

3



1. INTRODUCTION

sible for issuing commands to and collecting, storing and processing
data from field devices at the remote locations. Operators can access
the graphical data and issue commands through an Human Machine
Interface (HMI). Other common devices in a control room include His-
torian databases that the SCADA server can retrieve historical data
from and engineering workstations that are used to configure the field
devices in the remote locations.

3. Process network: The process network is formed by a group of field de-
vices such as Remote Terminal Unit (RTU), Programmable Logic Con-
troller (PLC), and Intelligent Electronic Devices (IED) in the remote lo-
cations. The field devices are connected to sensors and actuators and
store the value of monitored objects in device memory. Every mon-
itored object can be represented as a (virtual) memory address. The
field devices provide a communication interface to the SCADA server
and these values can be retrieved and sent to the SCADA server later.

4. Communication network: The communication network connects the
SCADA server and field devices. The communication is usually con-
ducted through SCADA-specific protocols such as open standard pro-
tocols, Modbus [78], DNP3 [30], and IEC 60870-5-104 [50] (hereafter
referred to as IEC-104). Some proprietary protocols such as Siemens
S7 are also widely used. The communication between the SCADA
server and the field devices is bidirectional, but most of the SCADA
servers request data periodically through a polling program and re-
ceive corresponding responses from field devices later. This is called
request-response communication in this thesis. Some SCADA protocols
also allow non-requested communication, which means the field devices
can send data without receiving any request. There are two types of
non-requested communication: Some protocols enable configuring pe-
riodic communication events without requests and some protocols en-
able spontaneous events. In spontaneous communications, RTUs scan
the device memory with a fixed rate and generate spontaneous events
when the monitored data of the underlying process has changed (e.g.,
from 0 to 1) or fallen outside predefined ranges.

Each of these networks has different characteristics. The most suggested
defensive approach is defense-in-depth, which secures each of them with
multiple technologies (e.g., firewall, DMZ, IDS, etc.). In this thesis, we focuse
on the IDSs located on the communication network. Hereafter, we refer to a
combination of supervisory network, process network, and communication
network between them as a SCADA network.



1.1. Background

SCADA vulnerabilities

SCADA systems are prone to various types of attacks due to lack of security
controls. In the past, the SCADA devices were special-purpose embedded
devices communicating through proprietary protocols and dedicated lines.
Earlier system designers and critical assets owners believed that the SCADA
systems were secure because of (1) air gap, (2) security through obscurity. The
term air gap describes the fact that SCADA networks could be physically iso-
lated from other networks and hence attackers could not access the SCADA
networks. The security through obscurity means that there is very little infor-
mation about the systems available to the public. The attackers could not
easily learn and exploit the vulnerabilities. Therefore, these devices were de-
signed to provide good performance with major concerns on task constraints
such as real-time processing and jitter limitation. The security features were
hardly included in the system design and development processes.

Over the last decades, some changes for the modernization of SCADA
systems have been applied. The main changes are as follows: (1) Increased
connectivity between the corporate network, supervisory network, and even
process network for improved ease of use and remote accessibility. This
makes the simple, isolated network into a complex inter-network. (2) Adop-
tion of open standard protocols. This allows the interoperability between the
devices from different vendors. (3) Use of COTS devices to reduce the de-
sign cost. Due to the use of COTS devices, a number of SCADA protocols are
designed to operate on traditional Ethernet networks and the TCP/IP stack.
These changes make the previous belief on the air gap and security through
obscurity no longer true.

The legacy devices and COTS software are often not very secure. In 2016,
Kaspersky Inc. published a review [5] that summarizes the vulnerabilities
of SCADA devices according to the data from the United States Department
of Homeland Securityﬂ The results show that the reported vulnerabilities
in SCADA devices are growing. The discovered number of vulnerabilities
grows from 5 in 2005, 19 in 2010, to 189 in 2015. Moreover, not all the vul-
nerabilities discovered in the previous years have been fixed (with patches
or new firmware) by the time of publication.

Despite the increased connectivity between SCADA systems, the commu-
nications between these networks should be separated by firewalls and DMZ
as shown in Figure However, the separation of networks are not always
properly set. TrendMicro Inc. published a security report in 2018 [47] and
found numerous exposed HMI devices for different critical infrastructures
including water systems, power systems, and gas and oil systems. These
HMI devices are exposed on the Internet mostly because of inappropriate
use of Remote Desktop Protocol or Virtual Network Computing.

2]CS-CERT. https:/ /ics-cert.us-cert.gov/



1. INTRODUCTION

SCADA threats

The number of attacks against SCADA networks grows as the number of
vulnerabilities increases. Byres and Lowe [17] surveyed the attacks against
SCADA networks maintained by the Industrial Security Incidents Databaseﬂ
(updated until 2015). They found that before year 2000 almost 70% of the
reported incidents were due to insiders, either with unintentional misbehav-
iors or with malicious actions. Since 2001, almost 70% of the incidents were
due to attacks from outside the SCADA network. In addition to that, 86.8%
of reported incidents happened after 2000.

More recently, more attacks targeted and tailored for specific SCADA
systems were discovered. Stuxnet [34], discovered in 2010, was developed
to target a specific type of PLC used in a uranium fuel enrichment plant in
Natanz, Iran. Around 1,000 centrifuges were affected by Stuxnet. Dudu [13],
discovered in 2011, was similar to Stuxnet but it only collected data on the
site silently. Since Dudu removed its own components after a period of time,
it was difficult to estimate the number of infected systems. Flame [4], discov-
ered in 2012, infected Windows machines through two zero-day exploits. It
was used to collect data through various interfaces including microphones,
webcams, screenshots, etc. Irongate [48], targeting on Siemens PLC, was dis-
covered in 2015 but considered as just a prototype, not yet an active malware.
The Ukrainian capital Kiev was cut off the power supply by cyberattacks [62]
at the end of 2015 and 2016 respectively. These attacks were complex with
social engineering techniques and malware infections. The TRITON/TRISIS
malware, which targets industrial safety systems and intends to cause phys-
ical destruction, attacked a Saudi Arabian petrochemical facility in 2017. In
2018, the U.S. Department of Homeland Security and FBI released official
alertsﬂ on a series of a multi-stage intrusion campaign targeting energy and
other critical infrastructure sectors. The attack continued into 2019.

1.2 SCADA cybersecurity countermeasures

This section provides an overview of SCADA cybersecurity countermeasures
with a focus on IDSs for SCADA systems and how the other countermea-
sures are related to IDSs. We first classify the IDSs into categories and intro-
duce each group of IDSs in comparison with each other. Then, we position
IDSs to a bigger picture of SCADA security and elaborate how IDSs fit in the
bigger picture and complement other security countermeasures.

3RISL https://www.risidata.com/
4TA18-074A. https:/ /www.us-cert.gov/ncas/alerts/ TA18-074A
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Figure 1.2: A classification tree for intrusion detection techniques in SCADA
systems

SCADA IDS classification

Intrusion detection systems (IDS) have been widely regarded as an impor-
tant means to prevent unauthorized access to SCADA systems. One of the
most common taxonomies of IDSs is based on two classification dimensions
detection technique and audited material [76}/49]] as illustrated in Figure

The detection technique item classifies the intrusion detection techniques
into signature-based systems and anomaly-based.

Signature-based (or knowledge-based) systems look for specific patterns
of misbehavior. Most of the commercial IDSs are signature-based. To run this
kind of IDSs, there must be a group of experts analyzing attacks and finding
the patterns of attacks. The patterns are then transformed into rules of an
IDS. The IDS compares the system’s behavior and the patterns in runtime,
and it’s considered as an intrusion when a pattern is matched. Most com-
mercial IDSs are not capable of monitoring SCADA systems due to lack of
understanding of the SCADA-specific protocols and attacks. Therefore, the
research on this area mostly focuses on analyzing attack patterns and trans-
forming them into rules that can be deployed in a current platform [81) 94].
These systems have high accuracy on known attacks and low false positive
rates (FPR) but cannot detect zero-day attacks.

Anomaly-based (or behavior-based) systems look for deviations from the
ordinary behaviors and thus are capable to identify unknown attacks (i.e.,
zero-day attacks). The main disadvantage of such systems in general IT net-
works is the susceptibility to false positives. Anomaly-based IDSs need to
create a model of ordinary behaviors and the steady nature of SCADA sys-
tems creates new opportunities for anomaly-based IDSs. SCADA networks
are much more stable and regular than IT networks in terms of network ar-
chitecture and communications.
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We can further distinguish these IDSs into learning-based and
specification-based systems. A learning-based approach builds its model
by learning from historical data. It doesn’t have to be a machine learning
process but can be a simple statistics calculation. The main advantage of
learning-based approaches is generality that the same process can be ap-
plied to different SCADA networks as long as they have similar behaviors.
A specification-based approach in the other way creates its model directly
from the specification of the system. The specification can be a protocol spec-
ification, a system configuration, or any description of the system without a
learning process. Therefore, it is easy to find which specification rule caused
the alerts. However, specification-based approaches usually require manual
analysis of the documentation when applying to a new system.

The audited material item in Figure [1.2| classifies the intrusion detection
techniques into network-based, host-based, and physics-based systems.

Host-based systems monitor the behavior of specific nodes by the logs,
procedures (e.g., runtime stack), and keystroke data, etc. They identify mis-
behavior in node/component levels and enable distributed control. This is
attractive for more advanced critical infrastructure such as smart grids. An-
other advantage of host-based IDSs is the ability to identify the nodes under
attack. However, the requirement of resources on the end nodes for data
storage and computations makes them less applicable to a SCADA network
with legacy devices.

Network-based systems model and analyze network communication at-
tributes. Using network data allows end nodes to be free from maintain-
ing system logs or complicated computations, but it may be hard to identify
which nodes/components are under attack. Most of the proposed IDSs in
SCADA systems are network-based [76]]. Network-based IDSs have poten-
tial to block attacks before they arrive at field devices or important hosts if the
security manager responds to warnings with a preventive technology such
as firewall. This domain can be divided into several main strains by the used
features of the data. Some research focuses on throughput, some on timing,
and some on payload of packets. Our work is network-based with a focus on
timing, and we discuss the differences between each method in the related
work section.

Physics-based (or semantic-based, process-aware) systems monitor the
input/output values of one or multiple physical devices. The audited mate-
rial can be signals from the sensors and actuators, measurement values from
a network packet, or a combination of them. In early studies, physics-based
approaches are not categorized as a group. These approaches are separately
classified into network-based or host-based groups according to where they
collect their data (form a device IO port or a network packet). Recently, more
research has focused this group of IDSs and consider it as an independent
strain of works [43]]. physics-based IDSs use process variables to model a
process that follows certain physical theory such as control theory. These

8
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systems can accurately model the real-world system and estimate the trend
of process variables, and therefore detect events driving the system into an
unsafe state. The main disadvantage of physics-based IDSs is late detection.
These systems detect an attack or undesired activity only when it arrives at
the physical devices or impacts the process which may lead to safety issues
in the context of critical infrastructure.

Other countermeasures

The best practice to secure SCADA systems is defense-in-depth in which
multiple security mechanisms are applied to protect the assets in the system.
Defense-in-depth for SCADA systems combines a wide variety of security
elements including risk management, physical security, human factors, and
network monitoring. This subsection discusses technical methods proposed
for SCADA systems and how these methods complement each other. That
is, physical (e.g., fences and locks) and administrative (e.g., security policies
and training) security methods are not included in this discussion though
they are as important as the technical ones. Since the discussion focuses on
emerging research topics, general and matured technologies such as firewalls
and DMZ are not part of it as well.

Risk management. A defense-in-depth approach usually starts with risk
management by which the system administrator can assess risks and decide
how to treat different types of risks. Risk management is a continuous pro-
cess to reduce risks of a system. The details of the process are slightly differ-
ent under different contexts, but there are four common steps: identification,
assessment, reduction, and monitoring [16].

1. Risk identification: In this step an organization needs to identify the
risks by studying the threats and vulnerabilities of SCADA systems.

2. Risk assessment: The organization needs to estimate the potential im-
pact of a threat or vulnerabilities through a risk assessment process.
Generally speaking, risk is a function of the likelihood of a given threat
exploiting a vulnerability and the criticality level of successful exploita-
tion of the vulnerability. When assessing risks, it is important to take
into consideration the impact on the physical devices and processes,
and safety.

3. Risk reduction: According to the result of risk assessment, the organi-
zation applies different security controls such as IDSs and firewalls for
risk reduction or mitigation.

4. Monitoring: Last but not least, the organization monitors and adjusts
its security controls by gathering information through automated or
manual process.
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Cherdantseva et al. [26] conducted a review of twenty-four risk assess-
ment methodologies for SCADA systems. Some of the works proposed a
holistic approach including identification, assessment, reduction, and moni-
toring, but most of them focus on the risk identification and assessment step.

Traditionally, risk management is a manual process through a standard-
ized framework [87]. The four steps of risk management are conducted se-
quentially and statically. In the past decade, people have combined risk as-
sessment with real-time monitoring to address Advanced Persistent Threat
(APT) problems [41} [79]. The four steps are conducted simultaneously and
the real-time monitoring results become an input to risk assessment dynam-
ically. In this strain of works, IDS is one of the common tools for real-time
monitoring.

Forensics. Forensics is a technique for post analysis of an incident. When
a system is compromised and an intrusion has been detected, there’s a need
for a forensics investigation to come in. The forensics investigation needs
to collect evidence of the intrusion with regards to 6 Ws (who, what, when,
where, why, and how) so that the intruder can be brought to justice.

According to the white paper by EU Cybersecurity Agency [84] SCADA
forensics is defined in five steps: (1) examination of the system for the possi-
ble sources of evidence. (2) identification of the impact components, (3) col-
lection of raw data, (4) analysis of evidence, and (5) documentation. Awad et
al. [9] reviewed tools, techniques, and methodologies of SCADA forensics.
Igbal et al. [51] summarized the challenges in each step for SCADA forensics.

One of the main challenges in SCADA foreniscs is to collect evidence
without impacting the function of the system. That is, due to the require-
ment of availability of SCADA devices, the analysis usually needs to be live
forensics for SCADA systems. For the network analysis in live forensics, IDSs
can be used to log information, such as time, source IP, and standard attack
name [91]. IDSs also provide opportunities to find evidence of the next steps
of an intrusion.

Attestation. Attestation is a procedure for an external entity (verifier)
to verify the integrity of a system or a device (prover). The verifier sends
a challenge to the prover, and it replies with a report. If the integrity of the
prover has been tampered with, the reported results will be incorrect or there
will be a noticeable increase in computation time. Traditionally, attestation
mechanisms are static meaning that they verify the code integrity or loaded
software of a device to assure there’s no malware installed [25)75]. Resource
constraints in legacy devices and real-time requirements of SCADA systems
are the main challenges. For example, phaser measurement units require
message delivery within 20ms in a 50HZ power grid. The execution of attes-
tation needs to be short enough to avoid impacting the normal service.

Recent efforts in SCADA attestation focus on defense against runtime at-
tacks, for example, PAtt [42], which is a system that assures the control logic
in runtime. The most common approach is to encode the execution path of

10



1.3. Related work

a process as a single hash or other representative forms. In order to moni-
tor internal states of the control logic at runtime, PAtt takes sensor readings
for physical process to authenticate the control logic hash. The procedure is
similar to what a physics-based intrusion detection system does. Nonethe-
less, physics-based IDSs usually collect more information and model com-
plicated systems, while providing only best-effort intrusion detection. In
other words, an attestation approach provides higher level of assurance but
it mostly works on embedded devices with information of execution path or
control logic.

Honeypot. Honeypots are computer systems deployed to attract attack-
ers in order to collect information from them. Conpo is a low-interactive
SCADA honeypot that aims at easy deployment and modification. Most
SCADA honeypots are used for information gathering that helps us under-
stand current threats in the wild and discover potential attacks such as new
botnets and viruses. The information collected by honeypots can be used for
generation of attack patterns used by signature-based IDS [92, 59]. It’s also
possible to integrate a honeypot into an IDS [93].

Back to IDS. An IDS is a system monitoring tool. Solely monitoring can
not prevent a system from cybersecurity incidents, but monitoring plays a
key role for security managers to understand what’s going on in the system
during runtime and provides chances to reduce risks of APT or collect ev-
idence of an intruder (and stop them in the real world). A combination of
IDSs and other technologies, such as honeypot, can further increase the pos-
sibility to find out unknown attacks.

1.3 Related work

This section reviews related work in network-based and physics-based
anomaly detection domain.

Network-based anomaly detection

This thesis contributes to network-based anomaly detection for SCADA sys-
tems. One of the reasons to choose network-based anomaly detection ap-
proaches is the stability of SCADA traffic. Compared to traditional IT traffic,
the SCADA traffic usually exhibits stable characteristics with regards to its
throughput, availability [37], and long TCP flow duration [10]. SCADA sys-
tems also have limited external access meaning that SCADA hosts and ser-
vices are rarely added to or removed from the network [12]. Another reason
to adopt anomaly detection approaches is the presence of zero-day exploits.
Many known SCADA threats make use of zero-day exploits [34, |13} 4]. As

Shttp:/ /conpot.org/
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presented in Figure there are two common approaches to form the or-
dinary behaviors for anomaly detection in SCADA networks, specification-
based and learning-based approaches.

Specification approaches

Several papers confirm the feasibility of specification-based IDSs. Cheung et
al. [27] model the Modbus TCP traffic based on the valid function codes of
depend field. Garitano et al. [39] propose an algorithm to generate detection
rules based on the description of the application with regards to its (1) num-
ber of variables, (2) class of variables, and (3) variable update rates. Lin et
al. [66] model the DNP3 traffic and Yang et al. [98} [97] model the IEC-104
traffic based on the protocol specification analysis. Caselli et al. [21]] propose
a specification mining technique to automatically generate the specification
rules from documentation about monitored systems and Esquivel-Vargas et
al. [32] test such an IDS in A Data Communication Protocol for Building
Automation and Control Networks (BACnet).

Learning approaches

A learning-based approach derives a behavior model by learning and the
learning process may be able to be used in different SCADA networks. Dif-
ferent kinds of learning-based models have been suggested for SCADA-
specific IDSs.

IDSs that leverage the overall network attributes such as throughput,
number of protocols, bytes per packet are an active research area. These
IDSs usually adopt statistical models [90, (14, 89] or machine learning techniques
[70, 169, 67, 68, |71} 36| |6]] and test if the value of the selected parameters of
the model is within certain boundaries. Values within the boundaries give a
high probability to be a normal behavior. These systems have been shown
to be capable of detecting flooding like attacks (e.g., DDoS, SYN-flooding)
through monitoring the collective network attributes. However, they pro-
vide little insights about which packets caused the anomalies and may not
be able to detect sophisticated attacks having fewer changes in the overall
network attributes.

To enhance the detection ability for more attack types, IDSs exploiting
payload features have been proposed. Language models such as n-grams
are widely used for both general purpose networks and SCADA networks.
Bigham et al. [15] propose an anomaly detector which is a combination of
a n-gram model and an invariant model of measurements that flow through
the systems (i.e., constant relationships between measurements such as lin-
ear relationship). In the consecutive work of Jin et al. [52], the authors ex-
tend the invariant model by a value range model that allows values to vary
between a predefined range. Diissel et al. [31] present an anomaly detection
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system based on n-grams to calculate the distance of transport-layer packet
payloads in the format of byte sequences. HadzZiosmanovi¢ et al. [45] and
Wressnegger et al. [95] investigate n-gram analysis for message payloads of
binary protocols. These approaches model the payload messages with their
statistical attributes such as frequencies and probability of occurrences with-
out understanding the SCADA specific content, some of them even model
the payload in a binary format.

On the other hand, significant research efforts have been devoted to IDSs
that require some prior knowledge of SCADA protocol and systems. These
systems focus on traffic characteristics in a specific type of SCADA traffic
such as timing patterns of certain types of commands. One of the most com-
mon hypotheses is that traffic created by request-response communications
is highly periodic and contains well-defined message sequences. In the work
by Sayegh et al. [85], the IDS models the time intervals between signatures
(i.e., a sequence of packets) and calculates the rank of the transition proba-
bility for each packet after observing certain signatures that it is correlated
with. Barbosa et al. [11] model the historical period of repeated messages
in an orderless group. Sequence-aware intrusion detection systems employ-
ing automata models such as Deterministic Finite Automata (DFA) and Prob-
abilistic Automata (PA) have been widely researched. Goldenberg and Wool
[44], Faisal et al. [33], and Markman et al. [72] use DFA to model the mes-
sage sequences of Modbus TCP traffic. Kleinmann and Wool [57} 56, 58] use
DFA to model the message sequences for the Siemens S7 protocol. Casselli
et al. [22] 23] model the message sequences of Modbus, MMS and IEC-104
traffic with Discrete-time Markov chain (DTMC). Yoon et al. [99] model the
message sequences of Modbus as Dynamic Bayesian Network (DBN). These
approaches are able to parse the application layer content of SCADA specific
protocols and extract desired type of packets such as certain commands and
responses. With the information from the application layer, the alarms can
be identified by the node which sends the packet, instruction (e.g., command
and request of data) of the packet, and even the memory address that the
command /request is sending to or from. The semantic of the nodes, instruc-
tions, and memory addresses are usually well-defined in a SCADA system.
Therefore, these approaches provide more insights about what happened in
the system with the appearance of an alarm.

Most of the models in the previous paragraph makes use of Modbus traf-
fic regularity. This thesis focuses on traffic characteristics of IEC-60870-5-104,
which is recognized as an international standard of SCADA data transmis-
sion for electric utilities [29] and predominantly used in the European elec-
trical industry. Compared with the the request-response mechanism used
by Modbus protocol, IEC-104 protocol is more complicated. IEC-104 allows
not only request-response communication, but also spontaneous communi-
cation. The work starts with the common hypothesis of request-response
communications. Then we extend our knowledge of SCADA traffic to spon-
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taneous communications by studying their traffic patterns and propose po-
tential solutions to anomaly detection of IEC-104 non-requested traffic.

Physics-based anomaly detection

This thesis models SCADA traffic in both request-response communication
and spontaneous communication modes. As mentioned in Section the
spontaneous traffic is generated by the RTUs when the monitored data of
the underlying process changes. Physics-based IDSs that model the process
with its sensor measurements and input commands are complementary to
this thesis.

Some early studies propose specification-based IDSs. There are two types
of specifications used for intrusion detection: critical states [19, 38, |18 and
behaviour rules. Critical states document the conditions of process compo-
nents that may cause safety issues. For example, a system may come into
a critical state when its centrifuge rotates at less than 1000 rpm and its tem-
perature is higher than 100 degrees Celsius. Behavior rules document the
specifications of physical devices such as the radio range of the radio trans-
mission component [77} [83]. The behaviour rules can also be conducted by
physical laws such as P = V x I (P stands for power, V stands for voltage,
and I stands for current) [28] 54].

The specification approaches require experts” involvement in the devel-
opment process or detailed understanding of the system that are not always
available. Therefore, specification-agnostic techniques have been consid-
ered. Recently, Khalili et al. [8] and Farsi et al. [35] study learning approaches
to stated-based anomaly detection without manual critical state analysis.
Their approaches identify and extract normal states to detect anomalies.

Most of the physics-based anomaly detection systems rely on a predic-
tion of process behaviors. System identification can be used to learn the model
of how a physical system behaves. Giraldo et al. [43] present a systematic
review of physics-based attack detection in control systems. There are two
popular methods used in the surveyed papers: Auto-Regression (AR) and
Linear Dynamical State-Space (LDS). HadZiosmanovic et al. [46] use the AR
technique together with Shewart control limits to model the process vari-
able dynamics of operational water treatment plants. Shoukry et al.[86] use
the LDS technique together with x? statistics to build a physical challenge-
response authentication method for active sensors. Cardenas et al. [20] use
the LDS technique together with a non-parametric cumulative sum statistics
for anomaly detection. Additionally, Ahmed et al. [1, 2] adopt a subspace
system identification method to identify linear time invariant models and
create sensor fingerprints for anomaly detection.

Various known machine learning [80, 55, |60} 53, (96| |7, 40] and data min-
ing [82] techniques have been used in physics-based anomaly detection as
well. These approaches require no prior knowledge of the physical pro-
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cess, but a certain amount of tuning and cross validation for feature selec-
tion. Among these works, clustering techniques used for anomaly detec-
tion on sensor measurements are noticeable. Krotofil et al. [60] adopt an
information-theoretic approach to form clusters of correlated sensors. The
authors build correlation entropy in clusters of related sensors to detect sen-
sor signal manipulations. Kiss et al. [55] adopt the Gaussian mixture model
to form sensor clusters and show that their approach outperforms the k-
means clustering approach under the proposed experimental environment.
Aoudi et al. [7] propose a departure-based detection system that measures
the distance between the normal signals and the signals under attack. These
works suggest that sensor measurements in a physical process are intricately
correlated. Since the sensor values and spontaneous events have a cause-
effect relationship, these works explain and support our hypothesis used for
anomaly detection in spontaneous traffic: spontaneous traffic from different
flows can be correlated.

1.4 Research questions

Our goal is to model the SCADA traffic for anomaly detection. The main
challenge in anomaly detection is to find a robust modeling method that
avoids a large number of false positives and has high accuracy. To achieve
this level of robustness, the model used for anomaly detection must cap-
ture stable and persistent characteristics of SCADA traffic. Therefore, our
research questions are:

RQ 1: Are there structural characteristics of SCADA traffic that can be
used for an building anomaly detector? If so, how can we identify them?
(paper A and B)

Awareness of traffic patterns in SCADA systems has increased since the
publication of two papers by Cheung et al [27, |90]. The authors proposed
two widely used hypotheses of SCADA traffic patterns, the regularity of
request-response traffic and stability of network components, by manual ob-
servations on how SCADA systems running Modbus protocol work. The
two hypotheses are in later works applied to anomaly detection for different
SCADA networks running different protocols as mentioned in Section
Among them, some research shows that SCADA traffic contains perfect pe-
riodicity of messages, while some SCADA traffic cannot be well-modelled
with the request-response regularity hypothesis [22, 23} |57].

In the past decade, machine learning techniques have been widely used
in the general anomaly detection and intrusion detection area [24]. Thanks
to advances in the machine learning area, it's now much easier to apply ma-
chine learning techniques on SCADA traffic that cannot be modeled by the
request-response regularity and to find new characteristics that can be used
for anomaly detection. The question is, what methods should we use?
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In paper A, we collect datasets from different settings and with different
SCADA protocols, model their periodicity and identify the source of non-
periodic traffic. The most common non-periodic traffic is the spontaneous
communication traffic. Spontaneous events are generated when the RTUs
observe changes of value on the monitored objects. The changes can only be
caused by the process subject to control if not manually set by an operator.
We expect that the underlying control loop for the physical process presents
some repeated behaviors in order to complete its regular workflow and the
repeated behaviors lead to certain timing patterns in the spontaneous event
sequences.

To confirm this speculation, we need to adopt sequential pattern mining
techniques on the spontaneous event inter-arrival time sequences and ob-
serve whether there is any pattern that could last over time. If we can find
sequential patterns of spontaneous event inter-arrival times T = t1,tp,..., t,,
we can predict the next event inter-arrival time element by looking into the
historical inter-arrival time sequences. Consequently, we can predict when
is the next event likely to come.

To model a sequential pattern, one would adopt a fixed order Markov
Chain, which predicts the probability of the next element by looking into the
previous m elements. However, it is difficult to decide the m during an learn-
ing process. A Variable-Length Markov Chain (VLMC) is a more suitable
model. A VLMC can be efficiently stored and processes by a Probabilistic
Suffix Tree (PST). A PST is a tree structure that learns a set of subsequences of
different lengths and stores the number of occurrences of each subsequence
in the leaves. The tree structure allows us to calculate the probability of the
next element in an efficient way, and then make a prediction on the next el-
ement based oh the learned elements with the highest probability. Since the
process environment and network traffic are sometimes noisy and this leads
to an increased number of nodes and links in the model, paper B uses PST to
represent VLMC models.

RQ 2: How can we model the given structural characteristics for
anomaly detection? (paper A and C)

Model the request-response traffic. With the given hypothesis of peri-
odicity, there are two types of approaches: timing approaches and sequence
approaches. Timing approaches model the relative timings between differ-
ent packets or events (i.e., a certain command or measurement values from a
certain memory address), and sequence approaches model the order of them.

Sequence models are not able to detect changes in timing without changes
in the order of messages, but changes in the order of messages must impact
their timing because some messages are promoted to the earlier position and
some others are postponed. Unfortunately, at the time this work was started,
the proposed timing models still suffered from high false positive rates. The
proposed models, therefore, need to set a relaxed threshold for anomalies
and cannot detect subtle changes in timing. So the question posed is: can
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we find a better modeling method for the timing attributes? In paper A, we
propose a timing-based model that can detect subtle changes in timing if the
traffic is generated from a request-response communication mode.

Model the spontaneous traffic. With the traffic characteristics found in
paper B, paper C makes two hypotheses for spontaneous traffic: limited
groups of event inter-arrival times and correlations between flows. That is, a
flow may have only a few possible ranges of inter-arrival times (e.g., 1-3, 5-
7). Additionally, When the number of events in a flow decreases, the number
of events in some other flows also decreases and vice versa.

For the inter-arrival time part, paper C proposes an algorithm to learn
and estimate the ranges that are likely to happen for anomaly detection. Then
the proposed anomaly detector shouts when seeing inter-arrival times falling
outside all of the ranges. Paper C compares two estimation methods: best-
fitting with percentile 99.99% historical inter-arrival times, and estimation
with Gaussian distribution and three sigma rules.

For the correlation part, one could cluster all the flows in the format of
event volume time-series during the learning time, and shout when the struc-
ture of clusters changed in runtime (e.g., one flow jumps from one cluster to
another). In this method, the choice of cutoff line of correlation coefficients
as a parameter has a huge impact on the clustering results and it’s difficult to
decide during the learning process. Therefore, paper C models correlations
in pairs. Every flow is paired to its most-correlated flow and every pair has
its own model of the relation. The proposed anomaly detector in paper C
shouts when there is a relation break.

1.5 Contributions

This section summarizes the appended papers and states the contributions
of each paper.

Timing-Based Anomaly Detection in SCADA Networks (Paper A)

This paper aims to leverage traffic periodicity for anomaly detection in
SCADA networks. It models event inter-arrival time with sampling distri-
bution of the sample mean and sample range and tests the approach with
datasets from Siemens S7, Modbus, and IEC-104 networks. The tests are
performed in the settings of three different attacks, flooding, single mes-
sage injection, and TCP sequence prediction. These attacks are composed
of valid messages so they cannot be detected by whitelisting mechanisms.
Signature-based rules to identify any of these attacks is very hard if not im-
possible. The single message injection and TCP sequence prediction generate
little change on the overall traffic attributes so it is hard to be detected by an
IDS that monitors the overall network characteristics. The results in paper A
show that the proposed approach can detect attacks with high accuracy and
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low false positive rates for request-response communication traffic. With the
non-requested communication traffic, the proposed approach leads to a large
number of false positives.

Contributions. Using three different sources of data, this paper confirms
a common hypothesis that request-response traffic in SCADA networks is
highly periodic. With the request-response communication traffic, our ap-
proach successfully detects flooding attacks and the attacks that only cause
subtle changes in inter-arrival periods (single message injection and TCP se-
quence prediction) with high accuracy and FPRs around 1%. To our knowl-
edge, there is no SCADA-specific IDS that has successfully detected the TCP
sequence prediction before the publication of paper A. In addition, this pa-
per identifies the limitation of relying only on model traffic periodicity. The
spontaneous events in the non-requested communications do not always
generate periodic messages and thus cannot be modeled by their periodic-

ity.

Understanding IEC-60870-5-104 Traffic Patterns in SCADA
Networks (Paper B)

Paper B adopts pattern mining techniques based on PST to characterize
IEC-104 spontaneous traffic generated by the non-requested communication
mode. This paper provides a detailed analysis of how the spontaneous traffic
flows between SCADA components with regards to its timing predictability
and phase transitions. It proposes a modeling method based upon PST to
discover the underlying event inter-arrival time patterns in the format of se-
quences. In 11 out of 14 emulated traffic flows created by a research testbed,
RICS-€el[3], we see evidence of the existence of the identified sequential pat-
terns. With the patterns, the PST model can be used to predict when will
the next spontaneous event come. Our approach shows an 80% prediction
possibility for the best case, but most of the sequential patterns only enable
moderate (40%-60%) prediction accuracy.

As observed in earlier works [44), 58, 73|], SCADA traffic sometimes con-
tains phase transitions and some of the attributes may change together with
the phase transitions. We study the 14 traffic flows with regards to how
their sequential patterns change over time and categorize five groups of be-
haviours: strongly cyclic, weakly cyclic, stable, and transitional. With a pro-
posed definition of phase transition, this paper studies what is the impact of
phase transitions on sequential patterns and how long does a phase last in
the transitional group. In some of the cases, the prediction accuracy signifi-
cantly decreases after a phase transition.

Contributions. This paper provides a novel approach to model and pre-
dict the timing of spontaneous traffic based on observations of past traffic.
It indicates that timing predictability based on sequence patterns works but
not on every flow. One of the possible reasons is that our learning period (2-
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hours) is too short. In some cases, re-learning after phase transitions should
also help.

The results extend our understanding of SCADA traffic and provide a
first look at the network characteristics of IEC-104 spontaneous traffic. To
our knowledge, this is the first study to characterize the spontaneous traf-
fic in SCADA network. With two emulated IEC-104 datasets, it shows the
timing of spontaneous traffic can be potentially used for anomaly detection.
However, the phase transition analysis demonstrates that some attributes
(inter-arrival time sequences) may change over phases and indicates the need
for more studies on phase transitions.

Modeling IEC-60870-5-104 Spontaneous Events for Anomaly
Detection (Paper C)

This paper proposes an anomaly detection system that combines two meth-
ods for modeling valid event inter-arrival times and the correlation between
flows for IEC-104 spontaneous traffic. Based on the results of paper B, we
propose two hypotheses about spontaneous traffic characteristics: limited
group of inter-arrival times and correlation between flows. First, despite the
fact that spontaneous event inter-arrival time sequences may not be regu-
lar enough for anomaly detection with methods like mean-range (paper A),
the set of possible inter-arrival times may be relatively stable. Consequently,
instead of finding the element with the highest probability and predicting
the timing, the detector can find the elements that are not in the learned set
or found with extremely low probability, and send alarms when these oc-
cur. Second, paper B categorizes the test data into five groups. Flows in the
same group show changes in sequential patterns at approximately the same.
This suggest that the underlying sequence patterns may change over time
due to many reasons but some flows tend to change together. That is, there
may exist a positive correlation between traffic flows in the same network.
Based on this observation, paper C clusters the flows in the same system
based on their correlation during learning time and at runtime considers the
inter-arrival pattern that deviates from the correlated flow(s) as an anomaly.

The proposed detector is tested with datasets from a real power utility.
Paper C also implement an attack simulator to simulate the impact of at-
tacks on the original traffic. The tests are conducted in two attack scenar-
ios: attack against field devices and malware inside field devices. In the
first scenario, the attacker takes control of other devices in the network and
launches attacks such as packet flooding against a field device. The attack
packets compete for resources on the field device with the normal packets
and might cause performance degradation. In the second scenario, the at-
tacker exploits field device vulnerabilities and tries to damage the controlled
process. In order to hide its malicious activities, the malware might suppress
the real outbound packets and sends forged packets with contents recorded
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in the previous packets to the SCADA master. The attacks are thus consid-
ered stealthy.

The detection accuracy and timing performance of the proposed anomaly
detector are adequate for all the experiments with performance degradation
(first scenario). That is, the results have 100% detection rates with false pos-
itive rates under 0.5%. In all of the experiments, our detector detects per-
formance degradation before packet loss. With forged packets (second sce-
nario), we found that our approach is effective for attacks in low-volume
traffic and attacks lasting several hours. Compared to the time a targeted
attack needs to pursue its objectives, a detector that sends alarms against
attacks lasting several hours should be considered as efficient and effective.

Contributions. Using the datasets from a real power station, this paper
shows that the spontaneous traffic contains stable and persistent attributes,
namely limited group of inter-arrival times and correlation between flows.
These two attributes are validated to be present in the dataset and do not
change over phases in the data duration (one month). Since attacks are as-
sumed to be absent in the normal (collected) traffic a particular challenge
was to create realistic timing impacts of attacks. For this purpose, we imple-
mented a simulator to generate testing datasets with attacks that have im-
pact on time. The paper proposes an anomaly detection system combining
the models based on these attributes. The results show that the proposed IDS
is able to detect the first scenario with high accuracy and low FPR, whereas
it can detect the second scenario only under certain conditions. This work
demonstrates that network-based anomaly detection for spontaneous events
is ambitious but possible and can be used as a foundation for future research
in this area.

1.6 Conclusions and Future Work

To conclude, this research contributes to three main knowledge gaps regard-
ing network-based anomaly detection for SCADA systems. First, a statis-
tical approach that is able to detect subtle changes in timing is effective for
request-response traffic such as Modbus traffic, but as far as we can see in our
collected data sets, a large amount of IEC-104 SCADA traffic is generated by
the non-requested communication mode. Second, this work adopts pattern
mining techniques on IEC-104 non-requested traffic and discovers this traffic
exhibits a certain level of timing regularity. That is, SCADA traffic in both
request-response communication and spontaneous communication modes
contains stable and persistent attributes. Third, this work demonstrates that
a timing approach to network-based anomaly detection for non-requested
traffic is ambitious but possible. Given the real-world data available to us,
the modeling approaches for spontaneous traffic in non-requested commu-
nication mode are effective under most of the conditions.
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The main challenge for anomaly-based intrusion detection system in
SCADA networks is the lack of openly sharable datasets to compare differ-
ent approaches. Due to the confidential nature of real data, most of the re-
search work in this domain is tested and evaluated with emulated /simulated
datasets collected from testbeds or non-open datasets collected from some
real-world SCADA systems. Although some testbeds provide data with
availability upon request [74], data sharing between researchers is still in
its infancy. We need more openly available datasets with different attack sce-
narios and network settings to evaluate the proposed defense mechanisms
for SCADA systems. One possible solution is to collect more datasets from
real SCADA systems and conduct a comparative analysis between the real-
world and synthetic datasets. The results of comparative analysis can be a
basis for generating emulated data in the virtualized testbed [3] developed in
our project, which is intended to be open for training and experiments. With
the virtualized testbed people can study more attack scenarios and generate
traffic with attacks for IDS benchmarking.

Another known challenge for anomaly-based intrusion detection systems
in SCADA networks is the changes of the systems such as phase transitions
caused by regular process workflows as observed in Paper B. In addition,
a critical infrastructure facility may make changes such as reconfigurations
to adapt to the current demand or supply status. The reconfiguration may
cause sudden changes in the traffic which become the source of false posi-
tives. Currently, we try to choose the characteristics that are robust against
phase transitions as proposed in Paper C and accept all the minor bursts and
noises in the training traffic as normality without understanding it. With an
understanding of the impact of reconfiguration and phase transitions, one
might be able to make use of more features and network attributes with
lower FPR. There are two possible ways to address the phase transition and
the reconfiguration problem. The first option is to identify phase transitions
and learn the normality model separately for each phase. If the the opera-
tion log is available, we can also identify the reconfigurations and learn it as
part of the normality. This type of IDSs require long training datasets and
operation logs which are hard to access for research purposes. The second
option is to develop adaptive intrusion detection systems that re-learn the
model when they identify a phase transition. However, this type of IDS can
be prone to poisoning attacks. Both of them are emerging research topics in
the SCADA security domain.
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