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Abstract
Diffusion models were initially developed for text-to-image generation and are now being utilized
to generate high quality synthetic images. Preceded by generative adversarial networks (GANs),
diffusion models have shown impressive results using various evaluation metrics. However,
commonly used metrics such as Frechet inception distance and inception score are not suitable for
determining whether diffusion models are simply reproducing the training images. Here we train
StyleGAN and a diffusion model, using BRATS20, BRATS21 and a chest x-ray (CXR) pneumonia
dataset, to synthesize brain MRI and CXR images, and measure the correlation between the
synthetic images and all training images. Our results show that diffusion models are more likely to
memorize the training images, compared to StyleGAN, especially for small datasets and when
using 2D slices from 3D volumes. Researchers should be careful when using diffusion models (and
to some extent GANs) for medical imaging, if the final goal is to share the synthetic images.

1. Introduction

Synthetic medical data have become a very popular research topic recently [18, 34, 37, 44], especially in the
medical imaging domain where obtaining large datasets for deep learning is difficult due to different
regulations such as GDPR (and anonymizing images is more difficult compared to anonymizing tabular
data). Synthetic medical images have the potential to facilitate data sharing [2, 8], but discussions with legal
experts require quantification of memorization and data leakage. Here we therefore investigate the degree of
memorization for different generative models.

Generative adversarial networks (GANs) [19] have for almost a decade been used to generate images with
higher and higher resolution. The machine learning community has recently paid a lot of attention to the
powerful and adaptable framework known as diffusion models [21], which is another type of generative
model inspired by anisotropic diffusion for image denoising. In the context of generative models, diffusion
refers to the gradual transformation of random noise into meaningful data, such as images or text, through a
series of carefully designed steps. The sampling of realistic samples from complex, high-dimensional
distributions is the primary objective of both GANs and diffusion models, and diffusion models have been
shown to outperform GANs [16]. In this work we focus on the topic of memorization, i.e. that generative
models can simply generate samples that are copies of the training data. While the main focus is diffusion
models, we also provide a comparison with GANs in order to better understand memorization.

1.1. GANs
The development of generative image models has a rich past. It was the emergence of GANs [19] that first
made it possible to produce high-quality images on a large scale [11, 22]. GANs were groundbreaking in deep
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Table 1. A comparison of previous papers which used diffusion models to synthesize medical images from noise. For papers which
synthesize several types of images or volumes, we list one row per modality. There is a wide range in the number of subjects (or images)
used for training the diffusion models. Based on our results, diffusion models trained with a small number of subjects or images are
likely to memorize the training data.

Paper
Number of training
subjects and/or images Dimension Modality

Mentions
memorization

Ali et al [3] 3165 images 2D chest x-ray No
Moghadam et al [29] 344 (33 777 patches) 2D histology No
Pan et al [31] 5500 images 2D chest x-ray No
Pan et al [31] 101 (1902 images) 2D heart MRI No
Pan et al [31] 94 (4157 images) 2D pelvic CT No
Pan et al [31] 30 (2178 images) 2D abdomen CT No
Peng et al [32] 3000 images 2D brain MRI No
Txurio et al [43] 447 (57 216 images) 2D pelvic CT No
Packhäuser et al [30] 30 805 (112 120 images) 2D chest x-ray Yes
Pinaya et al [33] 31 740 3D brain MRI No
Khader et al [26] 998 3D brain MRI No
Khader et al [26] 1010 3D thoracic CT No
Khader et al [26] 1844 3D breast MRI No
Khader et al [26] 1250 3D knee MRI No
Dar et al [15] 65 (300 sub-volumes) 3D coronary CTA Yes
Dar et al [15] 904 3D knee MRI Yes

learning, and allows the creation of realistic and high-quality data, such as images, text, and sound. GANs
have two parts: a generator and a discriminator. The generator makes synthetic data, and the discriminator
determines if the data is real or synthetic. The generator and discriminator work in competition to each other
to produce more and more realistic data. StyleGAN [22] is a special kind of GAN that is famous for making
detailed and clear images, while giving great control over the final result.

1.2. Diffusionmodels
In the past couple of years, diffusion models [21] have primarily overtaken GANs, achieving top-notch
performance in academic benchmarks [16] and serving as the foundation for widely-recognized image
generators such as Stable Diffusion [38], DALL-E 2 [35, 36], Imagen [39] and others. One can say that
diffusion probabilistic models are conceptually rather simple as they can be classified as image denoisers
[21]. Despite their primary objective being to remove noise, diffusion models are capable of generating
high-quality images from random noise. This denoising process occurs incrementally rather than in a single
step. Diffusion models operate iteratively, progressively changing the noise to produce a refined image. This
is achieved by training the model with varying degrees of noise, enabling it to adapt and produce
high-quality results.

1.3. Evaluationmetrics
How to evaluate the quality and diversity of synthetic images is an open research question and many different
metrics have been proposed [9, 10]. Borji [9] review and critically discuss more than 24 quantitative and 5
qualitative metrics, including the most common metrics Frechet inception distance (FID) [20] and inception
score (IS) [40]. Another kind of evaluation is to train a classifier or a segmentation network using the
synthetic images [2, 17], and then test the networks on real images. This approach will better reflect how
useful the synthetic images are, but it can be very time consuming if many generative models have been
trained. Many metrics, such as FID and IS, do not consider memorization or overfitting. A possible
explanation for this is that memorization has in general not been a problem for GANs.

1.4. Diffusionmodels in medical imaging
In medical imaging, diffusion models are still relatively rare; GANs are still the most common architecture
for noise-to-image and image-to-image generation [44]. Some notable exceptions are covered here, see
table 1 for an overview. Pan et al [31] implemented a diffusion model with transformer based denoising,
instead of the common U-Net based approach, and used it to generate chest x-rays (CXRs), heart MRI, pelvic
CT, and abdomen CT. For a COVID-19 classification task, the baseline network obtained an accuracy of 0.88
using a pure real dataset, 0.89 using a pure synthetic dataset, and 0.93 using a dataset mixed of real and
synthetic data. Pinaya et al [33] implemented a conditional 3D diffusion model to synthesize brain volumes,
and was able to control for example age and ventricular volume. However, the synthetic volumes were
not used to train any model. Moghadam et al [29] used diffusion models to synthesize high quality
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histopathology images of brain cancer, and demonstrated better IS and FID metrics compared to a GAN. Ali
et al [3] used diffusion models to generate lungs x-ray and CT images, and then let radiologists evaluate the
images as real or synthetic. Packhäuser et al [30] used diffusion models to generate chest radiographs for
training thoracic abnormality classification systems, and demonstrated that diffusion models outperform
GANs. Khader et al [26] used 3D diffusion models to synthesize brain MRI, thoracic CT, breast MRI as well
as knee MRI volumes. The volumes were evaluated by radiologists, and by pre-training segmentation
models. Kazerouni et al [24] provide a survey of diffusion models in medical imaging, but the number of
papers on noise-to-image diffusion models is rather low (most are mentioned in this paper).

1.5. Memorization
Both GANs and diffusion models represent advanced generative approaches, but they differ fundamentally
in their training methods and mechanisms of generating new data, which impacts how they ‘remember’
training data and why diffusion models, in particular, require careful handling. There will always be some
degree of memorization, as GANs and diffusion models generate synthetic images based on the images used
for training. It is important to quantify this memorization, to for example avoid generating synthetic images
that are copies of the training images.

GANs are trained through a competitive process between two neural networks: a generator that creates
images and a discriminator that evaluates them, through an adversarial loss function. The generator only
improves its output based on feedback from the discriminator, i.e. without seeing the training images,
aiming to produce images indistinguishable from real examples. The fact that the generator never sees the
training images will limit memorization.

Diffusion models, on the other hand, operate through a process of adding and then iteratively removing
noise from a data sample. They start by gradually adding noise to an image until the original is completely
obscured, and then they learn to reverse this process to generate new images from pure noise. Because this
process involves learning a very detailed noise reduction path, for example by minimizing the mean squared
error between original and denoised images, it inherently incorporates detailed characteristics from the
training data at each step. Thus unlike GANs, diffusion models do not only learn the general structure of the
data, but can potentially learn specific instances making it more prune to learning the training data.

Surprisingly, most of the papers in table 1 do not mention memorization or overfitting. Pan et al [31]
calculated a diversity score to obtain a measure of the diversity of the synthetic images. For each synthetic
image, they calculated the structural similarity index measure (SSIM) between it and every other synthetic
image to find the most similar pair. This procedure was repeated for all pairs of real images, and the
distributions of nearest synthetic and real SSIM were compared using Kullback–Leibler divergence.
Unfortunately the authors did not calculate SSIM between each synthetic image and all training images. To
investigate memorization is even more important for larger models; their diffusion model had 1.6 billion
trainable parameters (which is substantially higher compared to the GANs used for comparison). Pinaya
et al [33] also used SSIM to investigate the diversity of the generated brain volumes, but did not calculate
SSIM between real and synthetic volumes. Khader et al [26] also used SSIM to investigate the diversity of the
synthetic volumes, but did not use SSIM to detect memorization. Packhäuser et al [30] guaranteed patient
privacy by using additional networks to remove synthetic images that are too similar to the training images.
However, it is not mentioned how many synthetic images that were seen as too similar. The authors used
112 120 chest radiographs from 30 805 patients for training, and for such a large dataset it is less likely that a
diffusion model can memorize a large proportion of the images. Kazerouni et al [24] only mention privacy in
a short paragraph in their survey. Dar et al [15] investigated memorization for 3D diffusion models, but did
not compare with a 3D GAN and did not investigate the effect of dataset size.

1.6. Related work onmemorization
Here we compare a 2D GAN and a 2D diffusion model in terms of memorization, for synthetic brain MRI
and CXR images, and demonstrate that diffusion models are much more prone to memorizing the training
images. This can be very problematic in medical imaging where privacy is of uttermost importance. In our
previous work on training segmentation networks with synthetic images [2, 27] the obtained Dice scores
were used for evaluation. When using synthetic images from diffusion models, it was observed that the Dice
scores were as high as when training with real images, which made us suspicious.

This work can be seen as a continuation of several previous studies. Carlini et al [13] and Somepalli
et al [41] investigated memorization in diffusion models, but their work did not focus on medical images.
Pinaya et al [33] and Khader et al [26] used 3D diffusion models to synthesize brain volumes but did not
address memorization. Dar et al [15] examined memorization in 3D diffusion models but did not compare
these findings with 3D GANs. Packhäuser et al [30] removed overly similar synthetic images but did not
report the significance of the memorization problem.
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2. Methods

This section describes the two distinct datasets used (brain MRIs and CXRs), as well as the two generative
models (StyleGAN and a diffusion model). Furthermore it describes different metrics and approaches for
quantifying memorization. Finally, it explains how we tried different hyperparameters for the generative
models, to see how they affect the degree of memorization.

2.1. Data
2.1.1. Brain tumor MRI
Deep learning can be used for many tasks in brain MRI, such as brain disease diagnosis, brain age prediction,
brain anomaly detection and segmentation [14], but all tasks require large datasets for training. The MR
images used for this project were downloaded from the multimodal brain tumor segmentation Challenge
(BRATS) [4–7, 28]. The dataset contains MR volumes of size 240× 240× 155, and for each patient four
types of MR images are available: T1-weighted, post gadolinium contrast T1-weighted, T2-weighted, and
T2 fluid attenuated inversion recovery (FLAIR). The annotations cover three parts of the brain tumor:
peritumoral edema (ED), necrotic and non-enhancing tumor core (NCR/NET), and GD-enhancing tumor
(ET). Two datasets were used for our experiments, BRATS20 (369 subjects) and BRATS21 (1251 subjects).
The large difference in the number of subjects is excellent for testing how the memorization depends on the
number of training images (which was not investigated by Carlini et al [13]). For each dataset, 56 subjects
were reserved for testing.

All 3D volumes were split into 2D slices, as a 2D GAN and a 2D diffusion model were used (3D GANs
and 3D diffusion models are not yet very common). Only slices with at least 15% pixels with an intensity of
more than 50 were included in the training. This resulted in a total of 23 478 5-channel images for BRATS20,
and 91 271 5-channel images for BRATS21. Each slice was zero padded from 240× 240 to 256× 256 pixels,
as the used GAN only works for resolutions that are a power of 2, and the intensity was rescaled to 0–255.
The intensities for the tumor annotations were changed from [1,2,4] to [51,102,204], such that the intensity
range is more similar for the 5 channels. Figure 1 shows example images from the BRATS20 and BRATS21
datasets, displaying all four modalities and their corresponding segmentation masks.

2.1.2. CXR
Deep learning can for CXRs be used for image-level prediction (classification and regression), segmentation,
and localization [12], but requires large datasets for training. For comparison with 2D data, we therefore
used the ‘Chest X-Ray Images (Pneumonia)’ dataset from Kaggle [25]. This dataset consists of
anterior–posterior CXR images of pediatric patients aged between one to five years. For suitable alignment
during GAN training, the images, which originally varied in dimensions with an average size of 1320× 968
pixels, were resized to a uniform size of 256× 256 pixels. The dataset comprises 5863 x-ray images in JPEG
format, split into two categories: pneumonia and normal. Of these, 5216 images were allocated for training,
while the remaining 624 were set aside for testing. Due to a discrepancy in the number of images between
BRATS20 and BRATS21, we also employed a subset of 1300 CXR images to maintain a similar ratio. This
approach facilitated a balanced comparison between CXR-5216 and CXR-1300, mirroring the comparison
between BRATS20 and BRATS21.

2.2. Image generation
GANs are trained through an adversarial setup involving a generator and discriminator, where the generator
aims to produce realistic images while the discriminator improves its ability to classify real versus synthetic
images. This adversarial learning setup involves using an adversarial loss function. During inference, only the
generator is used. On the other hand, diffusion models begin with real data samples, progressively adding
noise in steps according to a linear noise schedule until the data is transformed into pure noise. The model is
trained to reverse this noise process by reconstructing data from increasingly noisy states using traditional
loss functions. During inference, the diffusion model starts with pure noise and iteratively applies the learned
denoiser, gradually removing noise in reverse of the training noise schedule. This process results in
generating an image that resembles the training data distribution.

The StyleGAN architecture [23] was used for all GAN experiments, starting with the default settings. For
BRATS data, the code was modified to generate 5-channel images (T1w, T1wGD, T2w, FLAIR, segmentation
annotations) instead of 3-channel color images. This enabled the GAN to learn to jointly generate 4-channel
MR images and the corresponding tumor annotations simultaneously. For pneumonia data, the code was
modified to generate one-channel grayscale images instead of three-channel color images. Training was
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Figure 1. Row 1: sample 5-channel image from BRATS20 data. Row 2: sample 5-channel image from BRATS21 data. Row 3:
synthetic 5-channel image from StyleGAN trained with BRATS20. Row 4: synthetic 5-channel image from StyleGAN trained with
BRATS21. Row 5: synthetic 5-channel image from diffusion model trained with BRATS20. Row 6: synthetic 5-channel image from
diffusion model trained with BRATS21.

conducted with a batch size of 16, 25 000 iterations, and a gamma value of 10. The process took 3 days on 8
Nvidia A100 GPUs.

The diffusion model proposed by Ho et al [21] was used for all diffusion experiments, also starting with
the default settings. As for StyleGAN, for BRATS data, the code was modified to generate 5-channel images
instead of 3-channel color images. Training was conducted with a batch size of 12 and 7800 iterations, where
each iteration corresponds to processing 1000 images. Processing was slower for diffusion models, as they
perform 4000 diffusion steps for each batch. Training the diffusion model took 22 days on a single Tesla V100
GPU. For pneumonia data, the code was modified to generate one-channel grayscale images, with training
taking 6 days on a single Tesla V100 GPU.

The used code for both models is publicly available on GitHub5

5 https://github.com/muhamadusman/Synthetic_Memorization
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2.3. Similarity metrics for memorization
Different similarity metrics can be used to detect memorization of the training images. Image correlation is
an important concept in the field of computer vision and image processing. It is a quantitative measure that
gauges the similarity or relationship between two images, and can be used to study memorization. It is also
an effective metric for detecting memorization in generative models because it directly compares
individual pixel values between generated and training images, with high correlation indicating potential
memorization. Its sensitivity to fine details allows it to capture subtle similarities, providing a clear and
quantitative measure of resemblance. Additionally, pixel-wise correlation is straightforward to compute and
interpret, enabling quick assessments of potential memorization without the need for complex methods.

Consider a scenario with 1000 generated images. Each generated image is compared with every original
image in the training set, as it is sufficient if a single training image is memorized. For the BRATS20 dataset,
which contains 23 478 training images, and the BRATS21 dataset, which contains 91 271 training images, this
results in a total of 23 478 000 (BRATS20)+ 91 271 000 (BRATS21)= 114 749 000 comparisons to investigate
memorization. For the CXR data, where the training set comprises 5216 and 1300 images, the total number
of comparisons is 5216 000+ 1300 000= 6516 000. This extensive comparison process ensures that even the
most subtle similarities between the generated and training images are detected, providing a robust measure
for identifying memorization in generative models. However, it also makes the process computationally
expensive, making it challenging to add more advanced metrics due to the sheer number of comparisons
required.

Other metrics, such as mutual information (MI) and structural similarity index (SSIM), can also be used
to detect memorization. MI measures the amount of information shared between images, and SSIM assesses
the perceived quality of images by comparing structural information. However, these metrics are more
computationally demanding compared to correlation (a small comparison in Matlab revealed that SSIM is
more than 10 times as demanding to calculate, and MI is 50 times as demanding as it first requires estimation
of a joint histogram). Although these metrics might provide additional insights into memorization, their
higher computational cost makes them less feasible for large-scale comparisons.

Another approach for quantifying memorization could be to use the feature vector in an autoencoder,
which can work effectively even for rotated synthetic images for quantifying the memorization. An
autoencoder maps images to a lower-dimensional feature space, typically between 100 to 1000 dimensions.
While this approach is computationally efficient, the reduced dimensionality might not capture the fine
details necessary for detecting memorization as effectively as pixel-wise correlation. Thus, the feature vector
approach might not be as sensitive in identifying subtle memorization in generative models.

2.4. How do hyperparameters influence memorization?
In deep learning, the number of trainable parameters in a model is closely related to the likelihood of
overfitting or memorization. To investigate how the size of generative models impacts memorization, smaller
and larger versions of StyleGAN and the diffusion model were trained. For StyleGAN, size variations were
achieved by modifying the capacity multiplier and the maximum number of feature maps. The default
model used a capacity multiplier of 32 768 and a maximum of 512 feature maps. In the smaller model, these
values were reduced to 16 768 and 256, respectively, while in the larger model, they were increased to 64 786
and 1024. For the diffusion model, size adjustments were made by varying the number of channels (filters),
with the smaller model using 32 channels, the default model using 64, and the larger model using 96. Other
hyperparameters for the diffusion model, including three residual blocks, 4000 diffusion steps, a linear noise
schedule, learning rate, and batch size remained unchanged.

For CXR data, the default StyleGAN model had 57 335 748 trainable parameters (generator: 28 471 875,
discriminator: 28 863 873), while the diffusion model had 31 050 885 trainable parameters. In the smaller
StyleGAN model, the parameters were reduced to 47 542 337 (generator: 23 455 739, discriminator:
24 086 598), while the larger model had 76 583 792 parameters (generator: 40 260 785, discriminator:
36 323 007). Similarly, the smaller diffusion model had 7780 933 parameters, while the larger one had
69 809 861.

For brain MR data, which contained five channels, the default StyleGAN model had 59 962 308 trainable
parameters (generator: 31 098 435, discriminator: 28 863 873), while the diffusion model had 41 123 331
parameters. The smaller StyleGAN model had 15 581 971 parameters (generator: 8343 757, discriminator:
7238 214), and the larger model had 220 400 166 parameters (generator: 105 533 217, discriminator:
114 868 977). The smaller diffusion model had 10 304 259 parameters, while the larger one had 92 457 219.
The resulting synthetic images had random artefacts (not present for the default settings), and the training
time was for this reason increased for training the smaller and larger models.
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Figure 2. A comparison of randomly selected synthetic images and the training image with the highest correlation. The first
column displays the T1wGd training slice with the highest correlation, while the second column presents the corresponding
synthesized image. The third column shows a scatter plot comparing the two images. The fourth column features the previous
adjacent slice of the training T1wGd image, and the fifth and final column displays the next adjacent T1wGd slice of the training
image. Rowwise the first row showcases samples from StyleGAN trained on BRATS20 with a correlation of 0.962 47, and the
second row displays samples trained on BRATS21 with a correlation of 0.926 20. The third row presents samples from a diffusion
model trained on BRATS20 with a correlation of 0.990 02, while the last row exhibits samples from a diffusion model trained on
BRATS21 with a correlation of 0.976 55. The synthetic images from the diffusion model are more or less copies of a specific
training image.

3. Results and analysis

In figures 1 and 4, we can see sample training images that were used to train the diffusion model and
StyleGAN, along with randomly selected synthetic images from each model. Figure 2 compares synthetic
images generated by StyleGAN and a diffusion model trained on BRATS20 and BRATS21 datasets while
figure 5 compares images generated by the two generative models trained on CXR-5216 and CXR-1300
datasets. The comparison includes synthetic images, the training image with the highest correlation, a scatter
plot, and adjacent training slices (for brain MRI). Notably, the diffusion model’s images closely resemble
specific training images, indicating higher data memorization compared to StyleGAN. Each row corresponds
to different model-dataset combinations.

A total of 1000 synthetic images were randomly selected from each of our eight trainings (StyleGAN and
diffusion model for BRATS20, BRATS21 and two CXR pneumonia datasets), and were used to calculate the
correlation with all training images, and the highest correlations were saved. For BRATS each correlation was
determined by combining all four modalities. To obtain a baseline, the correlations were also calculated
between the training images and the test images from each dataset. Furthermore, the correlations were also
calculated between the synthetic images and the test images. This was done to assess the level of correlation
for data not used for training. From the plots in figures 3 and 6, it is evident that StyleGAN outperforms the
diffusion model, as the latter produces images more similar to the training images. It is also clear that the
degree of memorization is higher for the smaller BRATS20 dataset. Moreover from the CXR images, we can
infer that the issue of memorization still persists, although not as severe. The plots demonstrate that
correlation is an appropriate metric for investigating the memorization of training images.
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Figure 3. First row: comparison of memorization measured as the highest correlation between 1000 randomly selected synthetic
images from StyleGAN and a diffusion model and all training images. As a baseline the same comparison is done between all test
images and all training images. Clearly, the diffusion model is more prone to memorization, compared to StyleGAN. Second row:
a direct comparison when using BRATS20 or BRATS21 for training. Clearly, the diffusion model is more likely to memorize the
training images if the training set is smaller. Third row: the same correlation analysis between synthetic images and the test
images. In general the correlations are lower, but the diffusion model still produces higher correlations.

Table 2 shows IS and FID for the different combinations of dataset and generative model. However, these
metrics, including the commonly used FID, while indicative of the quality of generated images when lower,
do not accurately represent the extent of data memorization relative to the training images, and we therefore
also show the mean highest correlation. It is noted that generative models with better performance metrics,
such as lower FID scores, often tend to memorize more data [13], highlighting a potential discrepancy
between perceived image quality and actual model generalization [13].

Table 3 shows the mean highest correlation over 1000 synthetic images, for generative models with
varying number of trainable parameters. The diffusion model tends to memorize more for larger models for
x-ray images, while the other results are inconclusive. It should be mentioned that the synthetic images from
the smaller and larger models are of lower quality compared to the medium (default) models, due to not
performing an exhaustive hyperparameter search. This makes it difficult to draw any strong conclusions
from this experiment.
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Figure 4. A comparison of real and synthetic images. Row 1 presents samples from the training data. Row 2 showcases synthetic
images generated using StyleGAN. Row 3 depicts synthetic images produced by the diffusion model.

4. Discussion

We have demonstrated that diffusion models can memorize the training images, corroborating previous
results on this topic for non-medical images [13, 41] as well as medical images [15] (here no comparison
with GANs was performed). The diffusion model tends to memorize (much) more than StyleGAN, even
though the number of trainable parameters is lower (depending on if one includes the trainable parameters
for the GAN discriminator or not). Memorization is problematic for medical imaging where privacy and
GDPR is extremely important. Pinaya et al [33] have already shared synthetic brain volumes generated by
their 3D diffusion model, and it should be investigated how similar these volumes are to the real brain
volumes in UK biobank.

4.1. Effect of data size and data type
We show that the degree of memorization depends on the number of training images and type of data, as the
problem is less severe for BRATS21 (1195 training subjects) compared to BRATS20 (313 training subjects).
We see the same effect for the pneumonia data; a smaller training set leads to more severe memorization. The
synthetic images produced from BRATS exhibit a much higher correlation compared to those produced from
CXR pneumonia data. One possible explanation is that the BRATS generative models have more trainable
parameters, as the MR images contain 5-channels compared to a single channel for CXR. Another
explanation is that BRATS contains many slices in its training set that are highly correlated with each other,
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Figure 5. Comparison between synthetic images and their closest training image. Row 1 displays a StyleGAN-generated image
and the training image with the highest correlation of 0.876 79 from the CXR-5216 dataset. Row 2 showcases an image produced
by a diffusion model, also trained on the CXR-5216 dataset, with a correlation of 0.905 64, alongside the closest training
image. Rows 3 and 4 show the same comparison using the smaller CXR-1300 dataset, with a correlation of 0.897 33 for the
StyleGAN-generated image and 0.923 14 for the diffusion model image. Accompanying these images are scatter plots for each of
the four rows, providing a visual representation of the correlations.

as the dataset is originally 3D, while in the CXR pneumonia dataset the images are from unique subjects. Pan
et al [31], Txurio et al [43] and Peng et al [32] also used 2D slices from 3D volumes, as 3D diffusion models
are not yet very common. We expect that memorization is much more likely in these cases.
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Figure 6. First row: comparison of memorization measured as the highest correlation between 1000 randomly selected synthetic
image from StyleGAN and diffusion model and all the training images. As a baseline the same comparison is done between test
images and all training images. The diffusion model is again more prone to memorization, especially for the smaller CXR1300
dataset, but the effect is not as severe as for the brain tumor images. Second row: a direct comparison when using CXR-5216 or
CXR1300 for training. Both models are more likely to memorize the training images if the training set is smaller. Third row: the
same correlation analysis between synthetic images and the test images.

4.2. Effect of hyperparameters
One possible explanation for the observed memorization is the number of trainable parameters each model
has (in relation to the number of training images). To study how the number of trainable parameters
correlate with the degree of memorization, we trained smaller versions with fewer parameters and larger
versions with more parameters, for both StyleGAN and the diffusion model. The correlation results for both
models are inconclusive, but indicates that more trainable parameters can lead to more memorization for
diffusion models. Training GANs and diffusion models is very time consuming due to the complexity of their
architecture and the iterative nature of their training process. Given these constraints, conducting numerous
experiments to fine-tune all hyperparameters becomes impractical, and we therefore only changed a few
hyperparameters to make the models smaller or larger. This resulted in artefacts in the synthetic images,
making it difficult to draw strong conclusions regarding how the number of trainable parameters affect
memorization.

11



Mach. Learn.: Sci. Technol. 6 (2025) 015022 M U Akbar et al

Table 2. A common comparison between GANs and diffusion models is to calculate Frechet inception distance and inception score for
the synthetic images. However, these metrics do not consider memorization. Here we also show the mean highest correlation between
1000 synthetic images and all training images. Clearly the diffusion model memorizes more compared to StyleGAN.

Data Model FID Inception score Correlation

BRATS20 Diffusion model 15.854 17 2.351 91 0.985 10
StyleGAN 44.856 24 2.341 84 0.930 37

BRATS21 Diffusion model 27.548 55 2.351 56 0.957 18
StyleGAN 25.346 07 2.343 60 0.919 07

CXR-5216 Diffusion model 53.818 66 2.329 37 0.853 46
StyleGAN 33.144 18 2.342 87 0.843 56

CXR-1300 Diffusion model 57.453 22 2.056 46 0.878 95
StyleGAN 54.682 77 2.417 64 0.838 47

Table 3. A comparison of models trained with different number of trainable parameters (medium represents the default settings). The
values represent the mean highest correlation for 1000 synthetic images. The mean correlation for the small BRATS20 diffusion model is
very low. This is because the model was trained for the same number of epochs as the larger one, but the images produced are extremely
poor.

Data Model Small Medium Large

CXR-1300 Diffusion model 0.863 63 0.878 95 0.885 19
StyleGAN 0.852 99 0.838 47 0.843 36

BRATS20 Diffusion model 0.667 44∗ 0.985 10 0.977 31
StyleGAN 0.947 56 0.930 37 0.926 39

4.3. Importance of detecting memorization
Medical images often contain identifiable information that can be linked to specific individuals, making
handling and storage of this data a matter of significant concern. Mismanagement or unauthorized access to
such data could lead to breaches of patient privacy, potentially resulting in legal consequences and
reputational damage for medical institutions. Therefore, it is essential to implement strict security measures
and adhere to privacy regulations when working with medical imaging data. In the majority of cases, medical
data is deemed sensitive and is often restricted from being shared, even for research purposes. This is due to
various concerns, including ethical considerations, privacy protection, and the sensitive nature of the
information itself. Using synthetic images can resolve many issues and may be considered safe for sharing, as
synthetic images do not belong to a specific person. However, a concern remains: what if the models
generating these images are not creating unique content, but instead reproduce the training data?

For big generative models, one can wonder if they create genuinely new results or if they just copy and
mix elements from their training data. By examining how these models remember, it can be understood how
much they copy from the data they were trained on. Saharia et al [39] found that overfitting is not a problem
in the model they trained model, and that more training could improve the performance of the diffusion
model. This leads us to question if diffusion models perform better than previous methods because they
remember more information.

4.4. Preventing memorization
There are several potential ways to prevent memorization when training generative models. For example, one
may introduce a memorization penalty in the loss function [10]. Another approach is to only use augmented
images (i.e. after applying rotation, flipping, elastic deformations, etc), and to never use the original images.
However, this will make it harder and much more time consuming to evaluate how similar the synthetic
images are to the original training images, if it is necessary to first apply image registration to be able to
compare each image pair. Similar to Dar et al [15], one can train an autoencoder to compress each image or
volume, and instead measure the similarity of the feature vectors. If the autoencoder is trained with
augmentation, it should be able to detect a high similarity even if two images have different orientation. As
previously mentioned, the number of elements in the feature vector may however be too low to detect
memorization of fine details. As proposed in our related work [2], to fine-tune generative models pre-trained
on large open datasets can potentially lead to less memorization, compared to training these models from
scratch. Another approach for preventing memorization is to use techniques similar to differential privacy
(DP) [1], but recent work demonstrated that diffusion models trained with DP did not converge [13]. To
memorize the training images is an overfitting problem, and common regularization techniques such as
dropout and weight decay can potentially help. Recent work has demonstrated that model gradient
similarity [42] can be very helpful to automatically penalize memorization.
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4.5. Implications for practical clinical applications
Our findings highlight the need for careful guidelines to prevent generative models from memorizing
training data, especially in clinical settings where privacy and data security are critical. If a generative model
remembers too much, it may accidentally recreate identifiable patient information, posing privacy risks. For
this reason, researchers should only share the synthetic images and not the generative models. It is rather easy
to investigate if a synthetic image is similar to a training image, but it is substantially harder to guarantee that
a generative model does not contain sensitive data (even if DP or other privacy-protecting techniques have
been used). By following these practices, researchers and medical institutions can use synthetic data
confidently in research and diagnostics. This makes data more accessible, improves model reliability, and
ensures that privacy rules are respected. In this way, synthetic data can be shared and used more widely in
clinical settings, supporting innovation while keeping patient information safe.

5. Conclusion

This study highlights an important issue with using diffusion models (and to some extent GANs) for medical
images: the problem of these models remembering and possibly copying the data they were trained on. This
is especially true for small datasets or datasets with very similar images. This not only causes problems with
how well the models work, but also raises privacy concerns because there’s a chance these models might
recreate images that can be linked to real sensitive data. We have here studied memorization for brain and
chest images, but the problem is equally important for all types of medical images.

We found that memorization is more noticeable in certain datasets, like BRATS, than in others like the
CXR pneumonia dataset which has more varied images. This tells us that how a model behaves depends a lot
on the kind of data it learns from and how much data there is. Considering these points, it is really important
for people who make and use these models, especially in medical imaging, to find the right balance. They
need to use the models’ power for good while making sure they handle private medical information correctly.
Looking ahead, we should keep looking for ways to prevent these models from memorizing too much and
think carefully about the ethical side of using them in healthcare.
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