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Abstract

Ensuring TLS implementations behave as outlined in their specification is essential for se-
cure communication over networks. Security flaws in protocol implementations can have
severe consequences, as demonstrated by incidents like the Heartbleed vulnerability and
the POODLE attack, leading to data breaches, man-in-the-middle attacks, and unautho-
rised access to sensitive information. This thesis investigates the use of dynamic symbolic
execution to analyse WolfSSL, an open-source implementation of the TLS 1.3 protocol, with
a specific focus on its ServerHello message parser. To uncover potential implementation
errors, we derive conditions from the TLS 1.3 specification and use them to constrain sym-
bolic execution to program paths where nonconformances may occur. We also investigate
how the placement of such constraints, either directly when the message is received, before
validation logic, or after message acceptance, affects time overhead, input space coverage,
and generalisability. Additionally, we propose an alternative approach to accelerate the
testing of multiple requirements by inserting them as logical queries into KQuery files, the
intermediate representation of symbolic constraints generated by KLEE, after symbolic ex-
ecution has completed. This approach eliminates the need to re-run KLEE for each require-
ment. Our methods are evaluated against a previous test-case–based approach by Wilson
and Asplund, showing that our approaches manage to find the same number of noncon-
formances. The results indicate that the placement of assume statements affects execution
time and state space exploration when running KLEE on WolfSSL, and these factors along
with generalisability affect how the assume statements should be placed to obtain more
desirable results in different scenarios. Our results also indicate that modifying KQuery
files can significantly reduce time overhead while still allowing complete exploration of all
input cases where a requirement might be violated.
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1 Introduction

The introduction chapter begins by presenting the motivation behind the thesis (Section 1.1),
which establishes the foundation for the study. This is followed by a discussion of the thesis’s
aim (Section 1.2) and the specific research questions that the work tries to address (Section
1.3). The chapter then presents a short description of the methodological approach taken
in the study (Section 1.4) and details the delimitations that define the scope of the research
(Section 1.5). Finally, the key contributions of the thesis are presented in Section 1.6.

1.1 Motivation

In modern society, there is a significant demand for secure communication over the internet.
With the increasing volume of data transmitted across distributed systems, ensuring data in-
tegrity, confidentiality, and authenticity is crucial. One of the most widely used protocol for
encrypting and securing digital communication is the Transport Layer Security (TLS) pro-
tocol. TLS plays a central role in securing web browsing, email communication, and many
other network-based services.

However, like any protocol, TLS is only as secure as its implementations. Security flaws in
implementations of the TLS protocol can have severe consequences, leading to data breaches,
man-in-the-middle attacks, and unauthorised access to sensitive information. A well-known
example is the Heartbleed vulnerability [7] which resulted from improper memory handling
in OpenSSL’s TLS implementation, exposing critical private key information. This forced
many major companies to temporarily shut down their businesses and in total around 24-
55% of popular HTTPS sites were affected [10].

Incidents like POODLE [16] (Padding Oracle On Downgraded Legacy Encryption) also
show the importance of secure protocols. The POODLE attack exploits the SSL 3.0 protocol’s
vulnerability, allowing attackers to decrypt secure HTTP cookies and other sensitive data.
This attack is possible because many TLS clients support downgrade negotiation mechanisms
to maintain compatibility with legacy systems, which can be exploited by attackers to force
a connection to use the insecure SSL 3.0 protocol. The attack highlights the critical need to
have protocols that are well-tested and conform to specification.

Verifying protocol implementations against their specifications is essential to ensure both
correctness and security. However, testing cryptographic protocol implementations presents
significant challenges due to their reliance on complex cryptographic functions and state
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transitions. Additionally, the vast range of configuration options can result in state space
explosion when attempting to test all possible configurations exhaustively. Traditional test-
ing approaches, such as fuzzing or unit testing, often fall short in such scenarios, as they
rely on either randomised inputs or predefined test cases, which may not provide sufficient
coverage.

Symbolic execution is a program analysis technique used to extract execution paths from
a program by treating variables as symbolic instead of concrete values [13]. This method is of-
ten characterised by its ability to achieve high code coverage and, in the ideal case, explore all
possible paths within the program’s logic. As a result, symbolic execution is particularly well-
suited for exhaustively testing TLS protocol implementations against their specifications.

Our research builds on the work of Wilson and Asplund [26]. They use symbolic exe-
cution to generate test cases, which they compare to requirements derived from the TLS 1.3
specification. While their method prioritises performance, it sacrifices some precision, poten-
tially missing nonconformances due to the numerous possible concretisations within a single
path. Comparing to a single test case, which is the case in their work, which represents one
concretisation of that path, may overlook edge cases that exist within the path conditions but
are not captured by the specific concretisation chosen for the test case.

1.2 Aim

The aim of this thesis is to evaluate how symbolic execution can be used to test protocol
conformance. To achieve this, we conduct an experimental study and comparative analysis
of different symbolic execution strategies. We use KLEE [5], a symbolic execution engine, in
order to symbolically analyse the WolfSSL TLS 1.3 implementation. To address the limitations
of the approach taken by Wilson and Asplund [26], this thesis explores an alternate approach
based on the method used by Asadian et al. [3] in which we constrain paths using assume
statements. These statements are inserted into the implementation and contain the negation of
the condition needed for a requirement from RFC 8446 [19] to be fulfilled. This method allows
us to exhaustively explore faulty paths that could lead to nonconformances, focusing on bad
input and ensuring that no errors are overlooked due to varying concretisations within a
single path [3].

However, their approach focuses on making the specific fields they check symbolic. While
they justify this by claiming that it enhances scalability, they also acknowledge that this ap-
proach can overlook requirements that are only violated when other bytes are also symbolic
[3]. To address this, we combine the method of instrumenting assume statements with the
full-message symbolic execution approach. This enables a more thorough analysis, allowing
us to also identify errors related to the relationships between fields, at the expense of some
performance.

We showcase the method on two versions of the WolfSSL TLS 1.3 implementation: ver-
sion 5.6.0, which contains two known bugs, and version 5.6.6, which is not known to contain
any bugs. We exclusively focus on the ServerHello message parser and explore how differ-
ent placement strategies affect time overhead, input space coverage, and generalisability of
the approach. Our goal is to enhance the testing process and document our experience us-
ing these different placement strategies. We compare the strategies against each other and
against the approach taken by Wilson and Asplund [26] to evaluate the advantages and dis-
advantages of each placement strategy and method.

In addition, the study introduces a second approach to enable verification of various re-
quirements by directly modifying the files containing the logical paths of the system under
test (SUT), which are generated by KLEE as KQuery files. This method aims to enable com-
plete exploration of all concretisations of input data while maintaining low time overhead
during the verification process.
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1.3 Research Questions

The questions that this thesis aims to answer are as follows:

1. How can TLS 1.3 requirements from RFC 8446, specifically those concerning the Server-
Hello message, be translated into KLEE assume statements for symbolic execution?

2. How do different placement strategies for assume statements: early placement, before
validation, and after message acceptance, affect the symbolic execution performance
and ability to detect nonconformances?

3. How can post-execution modification of KQuery files be used to verify multiple TLS
requirements efficiently, and what are the benefits and limitations of this approach com-
pared to in-code instrumentation?

4. How does the proposed method, including both in-code assume statements and
KQuery file modifications, compare to Wilson and Asplund’s test-case–based method
in terms of nonconformance detection capability and time overhead?

1.4 Approach

To answer these research questions we take the following approach:

1. We identify relevant requirements from the TLS 1.3 specification that apply to the
ServerHello message. These requirements are then translated into conditions, which
we negate and use to guide the symbolic execution toward program paths that violate
expected behaviour. We explore multiple strategies for placing these constraints, rep-
resented as assume statements, at different locations in the code, such as early in input
handling, before validation logic, or just after message acceptance.

2. We investigate the efficiency and effectiveness of each placement strategy by collecting
and comparing metrics such as time and the number of explored program paths for
every symbolic execution run.

3. We propose an alternative method for verifying multiple requirements more efficiently
by modifying KQuery files after execution, eliminating the need to re-run the analysis
multiple times.

4. We conduct a comparative analysis of our method against the previously proposed ap-
proach by Wilson and Asplund [26]. This comparison helps us evaluate how well our
strategy performs in terms of precision and resource consumption.

1.5 Delimitations

In this thesis, we only test the WolfSSL TLS 1.3 implementation. Specifically, we limit our
scope to WolfSSL versions 5.6.0 and 5.6.6. These versions are picked due to the fact that the
method proposed by Wilson and Asplund [26] finds two vulnerabilities when testing version
5.6.0 and finds no bugs in version 5.6.6. Therefore, it is possible to compare our methods with
theirs and we are able to verify that our two approaches finds the same vulnerabilities, or
possibly even additional bugs. Also, these versions are stable and compatible with the setup
we had available. Furthermore, experiments are performed only on ServerHello messages
that comply with the strict TLS specification proposed by Wilson and Asplund [26]. Although
such configurations may be useful in security-critical implementations, they do not represent
all variations of TLS 1.3 ServerHello messages. Other configurations may contain bugs or
nonconformances that we do not find. Also, newer versions may be more secure than those
tested in this work and do not necessarily contain the bugs we find here. Lastly, we only
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consider TLS version 1.3 in order to limit our scope. By no means is this the only version
that is in use at the time of writing this thesis, but it is the latest, most secure version, which
makes it arguably the most relevant to test. Older and future versions of the protocol may or
may not have to adhere to the requirements tested in this work.

1.6 Contributions

The main contributions of the work are outlined as follows:

1. An approach for translating TLS specification requirements into assume statements
that restrict symbolic execution paths:

This thesis uses a verification approach based on assume statements, allowing more
exhaustive testing of the TLS implementation. We show how requirements derived
from the RFC can be implemented as negated constraints in the source code.

2. A comparison of approaches to verify TLS implementations:

We perform a comparison of an approach based on assume statements to verify the
TLS implementation. We do this by both comparing different ways of inserting assume
statements into the source code, and comparing this approach with the approach used
by Wilson and Asplund[26], in order to find out how feasible the approach is.

3. Experimental validation of TLS implementation correctness:

By using assume statements to test WolfSSL we exhaustively evaluate its adherence to
the TLS specification and explore all possible concretisations for a given path. We also
analyse the feasibility of symbolically verifying protocol rules using this approach.

4. Optimising the time if takes to validate multiple requirements by modifying KQuery
files:

By modifying the KQuery files generated by KLEE, we present a way to check mul-
tiple requirements without having to re-run the symbolic execution process for every
requirement.
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2 Background and Related Work

In this chapter, the background and related work of the thesis is presented, in order to give
the reader the necessary information to understand the rest of the thesis.

2.1 Background

The thesis covers various topics, which will be briefly explained in this section.

2.1.1 Transport Layer Security

Transport Layer Security (TLS) is a widely adopted protocol designed to secure communica-
tions between clients and servers over the Internet [24]. Originally developed as the Secure
Sockets Layer (SSL) by Netscape in the mid-1990s, TLS has evolved through several versions,
with TLS 1.0 introduced in 1999, followed by TLS 1.1 in 2006, TLS 1.2 in 2008 and TLS 1.3
in 2018 [19]. The protocol aims to prevent eavesdropping, tampering, and message forgery,
ensuring the integrity and confidentiality of data transmitted over networks. TLS operates
primarily over the Transmission Control Protocol (TCP) and is implemented in user space,
which allows for quicker updates compared to kernel-based protocols like IPsec. The pro-
tocol supports various cipher suites, which are a simplified set of algorithms that define the
encryption and integrity mechanisms used to secure a connection, as well as key exchange
algorithms, enabling flexibility in securing different types of applications. Notably, TLS 1.2
introduced features such as session resumption and support for authenticated encryption.
The ongoing development of TLS, particularly with TLS 1.3, focuses on enhancing security
by encrypting more of the handshake process, reducing latency, and addressing known vul-
nerabilities in previous versions. Despite its robustness, TLS implementations in some cases
require diligent management by server administrators to mitigate risks from vulnerabilities
like the Heartbleed bug.

The TLS 1.3 Handshake

The TLS 1.3 handshake is responsible for negotiating protocol parameters, establishing
shared secrets, and authenticating endpoints. There are several steps in this process, which
are specified in RFC 8446 [19].
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2.1. Background

The handshake proceeds through a sequence of messages: the initial ClientHello, the
ServerHello, EncryptedExtensions, Certificate, CertificateRequest, CertificateVerify, and Fin-
ished [19]. The process can be divided into three phases:

1. Key Exchange
The client initiates the handshake with a ClientHello message containing the TLS ver-
sions and cipher suites it supports, together with key exchange parameters. The server
determines the cryptographic parameters to be used for the connection and then re-
sponds with its own ServerHello message, which indicates these parameters. The com-
bination of these two messages determines the shared keys, and after these two mes-
sages are sent the cryptographic context has been defined. After this phase, all data is
encrypted.

2. Server Parameters
The server sends at least one message to establish the server parameters, The Encrypt-
edExtensions message, which contains responses to the ClientHello extensions that are
not needed to establish the cryptographic parameters. This message is empty if the
client did not send any additional extensions. If certificate-based client authentication
is to be used, the server also sends a CertificateRequest message containing parameters
for the certificate.

3. Authentication
Lastly, the server, and potentially the client, are authenticated depending on whether
certificate-based client authentication is in use. This phase may include a Certificate,
a CertificateVerify, and a Finished message. If certificate-based client authentication is
not used, the client omits the Certificate and CertificateVerify messages, sending only
the Finished message. However, the server always sends the Certificate and Certificat-
eVerify messages to authenticate itself, provided that pre-shared keys are not in use.
This phase ensures key confirmation and establishes handshake integrity.

After these phases, the handshake is complete and the client and server can exchange
application data which is now encrypted. The full TLS 1.3 handshake without the use of
certificate-based client authentication is illustrated in Figure 2.1.

The ServerHello Message

The ServerHello message is responsible for negotiation with the client based on the parame-
ters in the ClientHello message.

A ServerHello message contains multiple different fields. It is essentually a sequence of
bytes that together make up a message that is sent back to the client. A visual representation
of the ServerHello message can be seen in figure 2.2.

Firstly, it contains a record header, with record type which is set to 0x16 to represent a
handshake message, a record version set to 0x0303 to represent TLS legacy version 1.2, and
a record length specifying the length of the handshake message that follows. The next four
bytes make up the handshake header, consisting of the handshake type and the handshake
message length. The handshake type should be 0x02 to indicate that it is a ServerHello mes-
sage, and the next three bytes is the length of the message.

Following the record header, the two following bytes represent the legacy version, which
should be set to 0x0303 (indicating TLS 1.2) for backward compatibility. The next 32 bytes
is the random string, which should be generated independently of the ClientHello random,
and is crucial for security and uniqueness of handshakes. The following bytes are the Session
ID, which was used in TLS 1.2 by the client and server as an id of the connection and was
used to reconnect at a later stage without having to do the entire handshake process all over
again, thus saving time. However, for TLS version 1.3 this field is no longer used, and should
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2.1. Background

Figure 2.1: The full TLS 1.3 handshake without certificate-based client authentication. Mes-
sages highlighted in blue are part of the Key Exchange phase (phase one), the message high-
lighted in green is part of the Server Parameters phase (phase two), messages highlighted in
orange are part of the authentication phase (phase three).

therefore have the value 0. After the Session ID there are two bytes containing the Cipher
Suite, which is chosen by the server from the list of ciphers sent in the ClientHello message.
The next byte is the Legacy Compression Method, which according to the RFC should be set
to 0. The final bytes of the message together make up the extensions. Here, both the length
of the extensions and possible extensions used in the message are contained.

2.1.2 WolfSSL

WolfSSL is an open-source, embedded SSL/TLS implementation in the form of a library writ-
ten in C, designed for applications across various environments, including embedded sys-
tems, real-time operating systems (RTOS), and resource-constrained devices [27]. Its compact
size and efficient performance make it suitable for desktop, enterprise, and cloud applications
as well. Supporting industry standards up to TLS 1.3 and DTLS 1.3, WolfSSL is up to 20 times
smaller than OpenSSL, offering a simple API and an OpenSSL compatibility layer. It in-
cludes features such as Online Certificate Status Protocol (OCSP) and Certificate Revocation
List (CRL) support, and is backed by the robust WolfCrypt cryptography library. WolfSSL is
the TLS implementation used in our experimental evaluation of the two approaches studied
in this thesis.
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Record Type Record Version Record Len Handshake Type Handshake 
Message Len

Legacy 
version Random Session ID Cipher Suite

Legacy 
Compression 

Method
Extensions Len

Ext n
Len

Ext 1
Type

Ext 1 
Len

Ext 1
Data

Ext n
Type

Ext n
Data

Record header Handshake header

Extensions

--

1 byte 2 bytes 2 bytes 1 byte 3 bytes

2 bytes 32 bytes <0..32> bytes 2 bytes 1 byte 2 bytes

<0..2^16-1> bytes

Figure 2.2: The structure of a ServerHello message. The Session ID and Extensions fields
may vary in length, as illustrated by the notation <n..m> where n denotes the shortest length
and m denotes the longest length the fields can be. Note that the structure is shown in three
rows for improved readability. In practice, the ServerHello message is transmitted as a single
continuous byte stream.

2.1.3 SAT/SMT

The Boolean satisfiability problem (SAT) is a constraint satisfaction problem which involves
trying to find solutions to a logical expression [9]. The variables in a propositional logic for-
mula is given boolean values, true or false, in order to try to make the whole expression true.
Satisfiability Modulo Theories (SMT) extends traditional SAT to address more complex logi-
cal formulas by incorporating additional theories such as arithmetic, arrays, and bit-vectors.
This approach enables the analysis of formulas that capture intricate relationships and con-
ditions found in real-world applications. By combining multiple theories, SMT allows for
richer expressions that are essential for tackling a variety of problems.

Recent advancements in SMT have led to significant interest across multiple fields, in-
cluding software verification, scheduling, static program analysis, and test-case generation
[17]. The integration of these theories has facilitated more accurate representations of pro-
gramming concepts, ultimately enhancing the capabilities of various analysis and verifica-
tion tools. The ability to efficiently manage complex instances highlights the evolution of
these techniques in solving constraint satisfaction problems.

To demonstrate a simple SAT problem, consider the following expression:
C = (A_ B)^ (␣A_ B)^ (A_␣B)

To solve this, every clause needs to evaluate to true. This can be achieved by letting A = True
and B = True, which satisfies C.

To determine the validity of an SMT, SMT solvers can be used. They are powerful tools
designed to determine the satisfiability of logical formulas with respect to various theories,
such as integers, bitvectors, arrays, and more [18]. These solvers extend the capabilities of
propositional SAT solvers by incorporating decision procedures for these underlying theo-
ries, allowing them to handle quantified formulas and reasoning about complex data types.
One popular SMT solver is the STP solver, which is widely used as the underlying solver
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for KLEE (see Section 2.1.5) [20]. This is also the SMT solver used in this thesis in order to
determine the validity of the query-expression in a KQuery file, presented in Section 2.1.7.

2.1.4 Symbolic Execution

Symbolic execution is a technique used in program analysis to systemically explore execution
paths by treating inputs as symbolic rather than concrete values [13]. These symbolic values
represent all potential input values and are subsequently propagated through the program’s
computations and decision points. This process forms path constraints, which describe the
conditions required to reach a specific state in the program’s execution. By enabling the ex-
ploration of multiple execution paths in a single analysis, symbolic execution aims to achieve
high code coverage and identify unwanted behaviour in systems.

Figure 2.3: Simple symbolic execution example.

Consider the example in figure 2.3. The function foo takes three integer parameters: a, b, and
c. Depending on the values of these parameters, execution of the function may look different
as different paths are followed. For example, to reach the error at line ten, the corresponding
path constraint (PC) would be:

PC6^␣(34 ą a1 + b0)
which expands to the SMT formula
PC_ERROR = (a1 = b0´ c0)^ (a1 = c0)^ (c1 = c0´ 5)^ (6 ˚ c1 ă a1´ b0)^␣(34 ą

a1 + b0)
Each of the path constraints PC1 - PC10 accumulates the conditions of all previous

branches into the final path constraint for reaching the error (PC_ERROR). As these condi-
tions are added, the symbolic execution engine (KLEE in our case, see Section 2.1.5) uses an
SMT solver to check whether the path is still logically consistent (i.e., satisfiable). If a combi-
nation of constraints is unsatisfiable, the path is pruned, meaning it is not explored further.
This process helps reduce the number of irrelevant or unreachable paths, focusing the analy-
sis only on feasible ones.

Despite the promise of being able to (in the ideal case) reach full code coverage, sym-
bolic execution faces some challenges. In particular, the number of execution paths grows
exponentially with program complexity and can lead to path explosion, meaning that there
are too many paths to feasibly analyse. Path explosion makes it infeasible to analyse large
complex programs, especially programs where nonlinear operations (such as cryptographic
functions) are involved, in which case symbolic execution would get stuck trying to solve
the corresponding constraint. Often, approximations or abstractions of such functions are
required in order for symbolic execution to run efficiently.

9
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2.1.5 KLEE

KLEE is a symbolic execution engine designed to analyse programs through symbolic execu-
tion [5]. Built on the LLVM compiler infrastructure, KLEE systematically explores all possible
execution paths of a program and produces corresponding test cases to explore these paths.
Its primary goal is to improve software testing by automatically creating high-coverage test
suites. KLEE has been applied successfully to detect bugs, verify program correctness, and
evaluate the reliability of software systems. Compared to other symbolic execution tools,
KLEE is notable for its efficiency, ease of use, and compatibility with a wide range of real-
world software. KLEE is used in this project to systematically explore the paths in the Wolf-
SSL TLS 1.3 implementation and to ensure that it conforms to the specification.

2.1.6 Assume Statements

The constructs we refer to as assume statements are essentially conditions used to constrain
and guide symbolic execution. In the context of SMT, these assume statements act as addi-
tional path constraints that are sent to the SMT solver for validation. Specifically, our assume
statements contain the negation of the condition that leads to the requirement in question
being fulfilled. This approach allows for exhaustive testing of faulty paths where the require-
ment is violated. By focusing on invalid paths and pruning correct ones, we can thoroughly
explore the invalid state space.

To instrument these constructs in the test suite so that KLEE can analyse them, we use
the KLEE intrinsic function klee_assume [14]. This function restricts the values that a symbolic
variable can take during execution. The remainder of the symbolic execution will only con-
sider paths where the condition passed to the klee_assume function is satisfied. Essentially, it
acts like wrapping the rest of the program in an if(condition) statement. An example of how
klee_assume can be used is shown in Listing 2.1.

The negated conditions we pass to this function constrain the symbolic bytes for the spe-
cific field in the ServerHello message that the requirement concerns, preventing them from
taking correct values. These conditions are added as path constraints, which KLEE sends to
the underlying SMT solver, STP in our case. Again, this allows us to explore how the im-
plementation handles ServerHello messages where the field in question does not contain its
expected value.

Listing 2.1: An example of how the KLEE intrinsic function klee_assume can be used to con-
strain symbolic input. In this example, KLEE will only explore paths where x > 5, and there-
fore only reach the second printf call.

int main() {
int x;
klee_make_symbolic(&x, sizeof(x), "x");

// Constrain x to be greater than 5
klee_assume(x > 5);

if (x <= 5) {
printf("x is 5 or less\n");

} else {
printf("x is more than 5\n");

}

return 0;
}

10
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2.1.7 Symbolic Execution Queries / KQuery

Symbolic execution queries are specific questions or checks made during symbolic execution
to determine the feasibility of certain paths or conditions within a program [5]. These queries
are typically handled by solvers, such as SMT solvers, which determine if there exists an
assignment of values to the symbolic inputs that satisfies the conditions of the query.

In the context of KLEE, KQuery is a textual representation format used as input to Kleaver,
KLEE’s solver for KQuery files. KQuery files are generated from the symbolic execution pro-
cess. These files contain queries and expressions [15]. Kleaver is a logical solver that aims to
find solutions to the queries contained in the KQuery files. The structure of a KQuery file in
the context of this thesis is as follows:

kquery ::= "(" "query" constraint-list query-expression [ eval-expr-list [
eval-array-list ] ] ")"

Here, the constraint-list contains the path conditions collected during symbolic execution,
and the query-expression is a logical condition whose satisfiability is being checked under the
given constraints. In other words, the solver tries to determine whether the query-expression
can be true given the current set of path constraints.

The eval-expr-list and eval-array-list describe optional components used for value evalu-
ation, which are not relevant in the context of this thesis.
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2.2 Related Work

Research within similar topics of the thesis is presented in this section.

2.2.1 Contributions by Asadian et al.

Asadian et al. have made several contributions toward symbolic and hybrid approaches to
protocol testing. In [4], they compare symbolic execution and fuzzing on CoAP implemen-
tations. Their later works [2], [3] extend this by introducing assertion-driven testing and
monitor-based approaches for DTLS and QUIC. While these studies test individual fields or
packets, our work builds on their assertion concept and adapts it for full-message symbolic
execution on TLS 1.3, using both assume statements and post-analysis of KQuery files.

In one of their works, they compared two techniques, symbolic execution and fuzzing,
to provide insights into the benefits of each technique[4]. They applied these techniques to
implementations of the Constrained Application Protocol (CoAP) and identified numerous
nonconformances. Fuzzing is a technique where input is generated to trigger unexpected
behaviour. The authors found fuzzing to be relatively fast and effective in finding bugs in
the code. However, when compared to KLEE and symbolic execution, they concluded that
symbolic execution provides more comprehensive tests, although it requires more time to
perform. When testing the implementations using KLEE, the authors manually added asser-
tions to the source code to uncover bugs. How the authors use symbolic execution is similar
to how it is used in this paper, but here it is applied to a different protocol, focusing on TLS
implementations. Also, we treat the entire message symbolic, and not just individual bytes.
Lastly, the aim of the article presented is to compare symbolic execution to fuzzing, which is
not the case in this paper.

Asadian et al. also conducted tests on network protocol implementations using a monitor-
based approach [2]. They developed a component external to the System Under Test (SUT)
for each test case and applied this methodology to both DTLS and QUIC protocols. Their
approach successfully identified several unresolved vulnerabilities in the existing implemen-
tations, as well as newly discovered bugs, which they reported to the respective developers.
In contrast, our research does not employ a monitor-based approach. Instead, we utilise
symbolic execution with KLEE using assume statements and by modifying the KQuery files
to investigate WolfSSL. With the strict TLS we use, presented in Section 3.1.1, and by look-
ing at one message, we limit the packets sent, which reduce the need for a monitor-based
approach.

Lastly, they also used symbolic execution to thoroughly test implementations of network
protocols against their specification [3]. Their methodology involves extracting requirements
from the RFC, which are subsequently formulated as logical assertions. Symbolic execution
is then used to identify execution paths that do not conform to these requirements by sys-
tematically exploring possible input sequences. As opposed to this thesis, their work focused
on DTLS protocols whereas we consider only non-datagram TLS. Furthermore, and more
importantly, our approach considers full-message symbolic execution rather than perform-
ing symbolic execution on individual fields, enabling multiple fields to be analysed holisti-
cally. However, our work follows a similar method to the aforementioned authors’, and is
inspired by their work. For example, the idea of negating requirements and inserting them as
conditions into KLEE assume statements stems from their classification of an input-validity
requirement.

2.2.2 Comparative Approaches to Protocol Testing

Researchers have explored a range of testing techniques to evaluate protocol implementa-
tions, including fuzzing, concolic execution, and hybrid symbolic methods. Somorovsky [21]
performed fuzzing on multiple TLS implementations in order to find cryptographic failures
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and boundary violation vulnerabilites. By dynamically modifying variable content in TLS
messages and enabling creation of custom protocol flows, the author was able to find several
bugs in the TLS libraries studied. His approach depends on generating semi-random input
dynamically, while this thesis focuses on verifying compliance with the TLS specification by
manually inserting relevant asssumptions. As a result, our approach should achieve higher
coverage and aims to uncover a broader range of potential vulnerabilities.

In the Internet of Things (IoT) domain, where data protection is critical, protocol testing
plays an essential role. Tempel et al. [23] performed testing on the RIOT and Zephyr operat-
ing systems to uncover bugs and nonconformances. While the systems under test are OSes,
the target of testing is their protocol behaviour, with the focus lying on their network proto-
col stack implementations. Their approach is specification-based, utilising concolic testing,
a method that combines concrete execution with symbolic execution. While symbolic exe-
cution is powerful, it often suffers from path explosion in larger programs due to the vast
number of possible execution paths. Concolic testing mitigates this challenge by using real
inputs to simplify symbolic constraints and dynamically generate new test inputs to explore
previously uncovered paths, making it more efficient. Using this approach, the authors suc-
cessfully detected previously unknown bugs in the RIOT operating system. Their method
differs from the work described in this research, where symbolic execution is carried out
using KLEE, instead of SymEx-VP. Also, the authors implement a multipacket exploration
algorithm to analyse multiple packets symbolically, whereas we make an entire ServerHello
message symbolic, and test whether it conforms to its specification.

Wen et al. [25] proposed a novel approach for detecting vulnerabilities in network pro-
tocol implementations using model-guided symbolic execution. Recognising that traditional
testing methods, such as fuzzing, might not achieve full testing coverage, the authors intro-
duced a finite state machine (FSM) model to guide symbolic execution, which significantly
improved the effectiveness of vulnerability detection compared to conventional fuzzing tools.
However, their work focuses on vulnerabilities linked to the deep states of the File Transfer
Protocol (FTP), rather than the specific requirements of the protocols. In contrast, our research
investigates vulnerabilities related to the requirements of a TLS implementation.

There are ways to improve symbolic execution to make it more efficient. Zhang et al. [29]
presented one way in which they proposed a method to combine symbolic execution with
fuzzing and concolic execution. This method includes using symbolic execution to traverse
through the program states symbolically to explore different paths in the program, and then
utilise fuzzing to test the program with inputs generated from the symbolic execution. Con-
colic execution was used to guide fuzzing through complex checks, which eventually yielded
a result that was more efficient than symbolic execution. However, this method was applied
to test for vulnerabilities in binary programs, and not in a TLS implementation.

2.2.3 Symbolic Execution for Protocol Verification

Back in 2005, Goubault-Larrecq and Parrennes [11] proposed a methodology for analysing
cryptographic protocol implementations written in C. Their approach combines static pro-
gram analysis techniques with a symbolic model of cryptographic protocols, specifically by
translating C code into Horn clauses and leveraging the Dolev-Yao model. Their main focus
lies in addressing the challenges of analysing low-level C code, including handling memory
allocation, aliasing, and external libraries. These program states are treated as black boxes to
reason about protocol security properties using trust assertions.

Wilson and Asplund [26] use full-message symbolic execution to verify TLS implemen-
tations. By providing abstractions of implementation primitives, the authors handle many
problems that would typically cause state space explosion. They also propose a strict TLS
configuration with limited configuration to make symbolic analysis tractable. Using their
method, the authors managed to find vulnerabilities caused by incorrect handling of Server-
Hello messages in several versions of WolfSSL that the developers were not previously aware
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of. Their work acts as the foundation for this thesis. Thereby, the problem of handling cryp-
tographic and other non-linear operations symbolically and making full-message symbolic
execution tractable is handled the same way in our work. All changes to KLEE made in the
aforementioned work are reused in this work. We also adopt their proposed strict TLS specifi-
cation and limit the amount of configurations possible when sending messages. However, in
this thesis we alter the approach taken by Wilson and Asplund. Instead of comparing traces
(test cases) to specification, we utilise assume statements in the source code of the SUT to
enable a more thorough search. We also propose a stand-alone method based on modifying
KQuery files.

SYMBEXNET [22] combines symbolic execution and rule-based specifications to detect
security flaws, semantic errors, and interoperability issues in network protocol implementa-
tions. The framework generates test input packets using symbolic execution, which are then
checked against manual rules extracted from protocol specifications. To analyse deeper exe-
cution paths, SYMBEXNET utilises both single-packet symbolic execution for stateless proto-
cols and multi-packet symbolic execution for stateful protocols. Additionally, the framework
tests for interoperability issues by replaying generated test cases across multiple implemen-
tations to detect inconsistencies. This thesis focuses exclusively on the TLS protocol, meaning
that stateless protocols are not within our scope. Furthermore, we do not consider interoper-
ability issues as our research is limited to a single implementation.

Flaws in implementations of the certificate chain validation logic can also lead to serious
security issues, such as accepting invalid certificate chains, which may allow impersonation
attacks. Recent work has introduced SymCerts, a method that leverages symbolic execution
to analyse X.509 certificate chain validation implementations, successfully uncovering nu-
merous instances of noncompliance with the X.509 standard [8]. This work is particularly
relevant because it addresses the security assurance needed for SSL/TLS implementations
in a nuanced way, utilising a technique that can uncover subtle flaws that traditional testing
methods might miss. In contrast, while both approaches seek to enhance the security of SS-
L/TLS implementations, our research narrows in on TLS handshakes where certificate-based
client authentication is not in use, hence leaving this type of research out of scope for the
thesis.

EXE, a tool developed by Cadar et al. [6] is a bug-finding tool that aims to find bugs in
protocols by generating inputs that crashes the code. It uses symbolic execution to test the
code paths more thoroughly, and uses the constraint solver STP to solve these constraints. It
focuses on finding bugs in low-level software, especially network protocols, to find vulnera-
bilities and issues like buffer overflows. However, it does not focus on finding bugs related
to the requirements of the protocols, and is not focused on TLS implementations, unlike our
research.
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3 Prestudy

This section presents the preparatory work needed to evaluate our methods. We start by
describing the underlying implementations done by Wilson and Asplund [26] that lay the
foundation of our work in Section 3.1. We then describe which requirements we consider
in this research and explain in short how they are extracted in Section 3.2. Lastly, in Section
3.3 we explain shortly how nonconformances can be verified as true positives by feeding the
data produced by KLEE or Kleaver back to the implementation.

3.1 Setup for Symbolic Execution of WolfSSL

This section details the experimental setup. We adopt the strict TLS limitations and overall
experimental framework from Wilson and Asplund [26], including the reuse of their code for
handling cryptographic functions. Nonetheless, to guide the reader, we present them in short
in the coming subsections.

3.1.1 Strict TLS

As mentioned in Section 1.5, the number of TLS options are limited in this research. The TLS
1.3 specification already limits the amount of different configurations by for instance reducing
the amount of allowed cipher suites in TLS 1.3 [1], removing several suites that are deemed
unsafe to use. Still, if no further limitations are applied to message configuration, there would
be too many different combinations of its structure and contents. We therefore only allow a
strict ServerHello message with limited configuration in order to make symbolic execution
manageable. These limitations are reused from the work done by Wilson and Asplund [26].
Following that work, the limitations of a ServerHello message can be seen in Appendix A.

3.1.2 Handling Cryptographic Functions

The WolfSSL source code is highly complex and includes cryptographic functions that pose
significant challenges to symbolic analysis. These cryptographic functions must be addressed
in a manner that minimises interference with the symbolic execution of requirements. To
achieve this, we simply reuse the approach outlined by Wilson and Asplund [26], using the
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modifications introduced in their experiments. For detailed explanations of these modifica-
tions and how they are implemented, we refer the reader to their paper, as these aspects are
beyond the scope of this thesis and will not be discussed further here.

3.1.3 Symbolic Sockets

In their work, Wilson and Asplund [26] introduce symbolic sockets as part of their modifi-
cations to KLEE to facilitate systematic analysis of how TLS implementations handle a wide
range of possible message contents. Their methodology involved converting all reads from
TCP sockets into symbolic bytes, which serve as the primary symbolic variables during the
execution of the program. We adopt this symbolic socket implementation to be a part of
our KLEE build, utilising the symbolic sockets to make all bytes of the incoming message
symbolic immediately upon receipt.

3.1.4 Running KLEE

Once a requirement is represented symbolically, it is verified through symbolic execution
to assess its compliance with the specified standards. Utilising KLEE enables a systematic
analysis of the program to identify potential implementation bugs and nonconformances.
Through symbolic reasoning, KLEE can effectively detect a range of issues, including index-
out-of-range violations, memory access errors, and infinite loops, ensuring robustness and
adherence to protocol specifications.

We run KLEE using the same overall setup as Wilson and Asplund [26]. This means
that we run symbolic execution on an echoclient example provided by WolfSSL, which im-
plements a client that establishes a connection to an echoserver through a socket. The data
transmitted by the client is echoed back from the server to verify basic communication func-
tionality. To analyse the handling of ServerHello messages, an abort statement is placed im-
mediately after the implementation accepts a ServerHello message, serving as a termination
point for the symbolic execution runs. In this context, reported abort errors indicate execution
paths where the ServerHello message is deemed valid by the implementation.

To aid in the testing process, we script the execution of KLEE to automate the symbolic
analysis. Since KLEE operates on bitcode files (.bc), the program must be recompiled for each
requirement being tested. When requirements are placed directly within KLEE, KLEE itself
must be rebuilt to include the updated assume statements. In contrast, when requirements are
placed directly within the WolfSSL implementation, WolfSSL must be rebuilt for the specific
version under test to reflect the instrumentation of the constraints.

3.2 Extracting Requirements

In order to analyse the ServerHello messages, it is essential to investigate whether the imple-
mentation adheres to the rules defined for the specified TLS version, which in this case is TLS
1.3. This process is critical to determining whether the implementation behaves as intended
and conforms to the protocol’s specifications. To achieve this, requirements outlined in the
protocol’s Request for Comments (RFC) [19] are extracted, with particular emphasis on the
section defining the ServerHello message. Identifying these requirements involves perform-
ing a keyword search within RFC 8446 to locate terms commonly associated with mandatory
behaviours, such as "MUST" or "SHOULD." For this work, a subset of requirements tied to
the "MUST" keyword is compiled for further analysis.

The requirements of interest align with those identified by Wilson and Asplund [26]. Con-
sequently, this work focuses on the specific ServerHello requirements listed in Table 3.1.
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Configuration Reason

Legacy Version 1.2 The field for legacy version should indicate TLS version 1.2.

Not Retry The field for the random should not be the same as the static
string that indicates a HelloRetryRequest.

Session ID Match This field should be empty to match the one sent in the Clien-
tHello.

Cipher Match The field for the cipher should indicate AES-128-GCM-SHA256,
since it should match the one sent in the ClientHello.

Empty Compression This field should be zero, as it represents the legacy compression.

Requires Version Extensions should contain the value 0x002b to indicate that there
is a SupportedVersion extension.

Version 1.3 Should be 0x0304 to indicate TLS version 1.3.

Requires Key Share Since PSK is disabled, extensions should contain 0x0033 indicat-
ing that the key share extension is included.

Boundary Aligns The boundary in the record header should match the one in the
ServerHello message.

Table 3.1: Requirements for the ServerHello message extracted from the RFC.

3.3 Verifying Nonconformances

Tests that reach the abort statement without resulting in a crash represent instances of non-
conformance. Conversely, if a crash occurs during execution, it is classified as a bug rather
than a nonconformance. As the methodology ensures that only paths violating the require-
ments reach the symbolic execution’s defined termination point (the abort statement), the
inputs generated by KLEE can be reliably identified and extracted. These inputs, correspond-
ing to invalid states, can then be used to test the implementation directly by supplying the
data from the KLEE-generated test cases back into the program. If the previously identified
nonconformance or bug persists upon execution of the unmodified SUT, it represents a true
positive.
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4 Design and Placement of Assume
Statements

This section covers the first method, that is based on assume statements. It both covers how
requirements can be inserted as KLEE assume statements, as well as the placement of the
assume statements.

To systematically verify adherence to specific requirements, assume statements are in-
strumented into either KLEE or the implementation code base. If an execution path reaches
the abort statement after applying these assume constraints, it signifies a nonconformance
with respect to the tested requirement, as the implementation incorrectly accepts an invalid
ServerHello message.

4.1 Inserting Requirements as KLEE Assume Statements

When the requirements of interest are extracted from the RFC, we want to verify them using
symbolic execution. Therefore, we have to insert the negated requirements as assumptions
into the source code, which will guide the program towards faulty paths, as explained in
Section 2.1.6.

Our approach focuses on verifying that the symbolic variables cannot take values which
should not be accepted by the implementation. Therefore, we negate the validity condition
for the requirement in order to only explore paths where ServerHello messages should not be
accepted, representing paths that lead to nonconformances to the specification. If the negated
condition reaches the termination point (our abort statement), KLEE will generate paths that
can then be further investigated, to see if a nonconformance has been found. The placement
of these KLEE assume statements is also important and is discussed in Section 4.2.

The following sections describe the extracted requirements in a little more detail and con-
tain listings showing how the different requirements were converted into KLEE assume state-
ments, written in C code. In these listings, the variable input_buf represents the buffer con-
taining the ServerHello message while the idx variable is the index in that buffer where the
corresponding byte sequence for the message field of interest is expected to start.

Keep in mind that due to the strict TLS specification, it is fairly trivial to find the expected
starting points for all fields. If we, for instance, do not require that extensions must follow a
predefined order where the supported versions extension must be the first extension in the
list, we would not know that the supported versions extension field is expected to start at a
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set index. Normally, extensions can have any order, in which case finding the expected start
index is not as straightforward.

4.1.1 Legacy Version 1.2

According to RFC 8446, the legacy_version field should be set to 0x0303, which corresponds
to TLS 1.2. This requirement ensures backward compatibility with middleboxes when us-
ing TLS 1.3. The RFC specifies: "In TLS 1.3, the TLS server indicates its version using the
supported_versions extension (Section 4.2.1), and the legacy_version field MUST be set to
0x0303, which is the version number for TLS 1.2."[19]. The assume statement to handle this
requirement is displayed in Listing 4.1.

Listing 4.1: Implementation of the Legacy Version 1.2 requirement. The variable "input_buf"
represents the buffer containing the ServerHello message, and "idx" is the index in that buffer
where the legacy version bytes are expected to start.

#ifdef LEGACY_VERSION_12_KLEE
klee_assume(!(input_buf[idx] == 0x03 &

input_buf[idx + 1] == 0x03));
#endif

4.1.2 Not Retry

According to our strict TLS that we defined using Wilson’s and Asplund’s approach [26], we
do not accept any HelloRetryMessages. As a result of this, the ServerHello message should
not contain the random string indicating a HelloRetryRequest. Therefore, the 32 bytes rep-
resenting the random field in the serverHello message must be different from that string in
order for it to follow the strict TLS specification and thereby conform to specification. We
assume the negation of this requirement using an assume statement in Listing 4.2.

Listing 4.2: Implementation of the Not Retry requirement. "helloRetryRequestRandom" is an
array of bytes representing the bytestring that indicates a helloRetryRequest. "RAN_LEN" is
a static integer with the value 32.

#ifdef NOT_RETRY_KLEE
for (int i= 0; i < RAN_LEN; i++) {

klee_assume(input_buf[idx + i] == helloRetryRequestRandom[i])
}

#endif

4.1.3 Session ID Match

The session ID should match the one sent in the ClientHello message. Since our strict TLS
only allows for TLS 1.3, the client should send an empty session id field, represented by a
single byte of value zero[19]. Therefore, this field in the ServerHello message should also be
0. We represent the negation of the requirement using an assume statement in listing 4.3.

Listing 4.3: Implementation of the Session ID Match requirement.
#ifdef SESSION_ID_KLEE

klee_assume(!(input_buf[idx] == 0));
#endif
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4.1.4 Cipher Match

According to our strict TLS, a cipher suite is chosen to be ES-128-GCM-SHA256. According to
the RFC [19], it is stated that "cipher_suite: The single cipher suite selected by the server from
the list in ClientHello.cipher_suites.". This means that we should only choose a cipher suite
that is sent in the ClientHello, and with our strict TLS, this means that the cipher AES-128-
GCM-SHA256 should be chosen. We can use an assume statement to verify this requirement,
shown in listing 4.4.

Listing 4.4: Implementation of the Cipher Match requirement.
#ifdef CIPHER_CHECK_KLEE

klee_assume(!(input_buf[idx] == 0x13 &
input_buf[idx + 1] == 0x01));

#endif

In this way, we assume that the two bytes should not be 0x1301, and check whether there
are any feasible paths where the cipher suite is not AES-128-GCM-SHA256. If there is such a
path, we would have a possible nonconformance or bug.

4.1.5 Empty Compression

Prior versions of TLS 1.3 supported compression methods that were defined in this field
[19]. However, in TLS 1.3, these are not allowed and it must consist of exactly one byte
set to zero, in order to indicate the "null" compression. In the RFC, it is stated that
"legacy_compression_method: A single byte which MUST have the value 0.", which we rep-
resent using an assume statement shown in listing 4.5. In this way, we only explore the paths
where the field is not zero.

Listing 4.5: Implementation and placement of the Empty Compression requirement
#ifdef COMPRESSION_CHECK_KLEE

klee_assume(!(input_buf[idx] == 0));
#endif

4.1.6 Requires Version

According to the RFC [19], the SupportedVersions extension is used by the client to specify
which TLS versions it supports and by the server to specify which version it is actually us-
ing. The RFC also states that this extension should be parsed before any other extensions.
However, it may be placed anywhere within the list of extensions meaning that all other ex-
tensions before it need to be skipped by the parser until it has found the supported versions
extension. To simplify the check, our strict TLS specification places extensions in a predefined
order, with the SupportedVersions extension needing to be the first extension in the list. Due
to this, we can perform the check by comparing the first two bytes of the extensions list in the
input buffer to the byte representations of the extension ID. Therefore, we assume that the
first and second bytes are NOT 0x00 and 0x2b respectively, as shown in Listing 4.6.

Listing 4.6: Implementation of the Requires Version requirement
#ifdef REQUIRES_VERSION_KLEE

klee_assume(!(input_buf[idx] == 0x00 &
input_buf[idx + 1] == 0x2b));

#endif
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4.1.7 Version 1.3

As our strict TLS specification only allows TLS 1.3 to be used, the SupportedVersions exten-
sion should simply indicate TLS 1.3 and therefore have the value 0x0304. As the Supported-
Versions extension should always be the first in the list, the check is done by comparing the
fifth and sixth bytes (byte three and four represent the SupportedVersions extension length)
of the extension list in the input buffer with 0x03 and 0x04 respectively. We therefore assume
that these bytes in the list of extensions are not the aforementioned values and check whether
there are any feasible paths for this configuration. The implementation is shown in Listing
4.7.

Listing 4.7: Implementation of the Version 1.3 requirement. The idx variable in this case refers
to the beginning of the extensions list.

#ifdef VERSION_13_KLEE
klee_assume(!(input_buf[idx + 4] == 0x03 &

input_buf[idx + 5] == 0x04));
#endif

4.1.8 Requires KeyShare

The strict TLS specification states that pre-shared keys are not to be used. Therefore, the
list of extensions should always include the KeyShare extension. In order to verify this, we
check that the extension following the SupportedVersions extension is indeed they KeyShare
extension. Hence, we check if KLEE explores paths where the seventh and eighth bytes of the
extensions list in the input buffer do not correspond to the ID for the KeyShare extension and
thereby have the values 0x00 and 0x33 respectively, as seen in Listing 4.8.

Listing 4.8: Implementation of the requires KeyShare requirement. The idx variable in this
case refers to the beginning of the extensions list.

#ifdef KLEE
klee_assume(!(input_buf[idx + 6] == 0x00 &

input_buf[idx + 7] == 0x33));
#endif

4.1.9 Boundary Aligns

The RFC mentions that, since it can precede a key change, a ServerHello message must be
sent in alignment with a record boundary [19]. Since our strict TLS specification does not
allow for records to be fragmented, this requirement can be checked fairly easily by compar-
ing the record header length with the handshake header length. If messages were allowed
to be fragmented, these two values would not necessarily correspond to each other since the
handshake message may be fragmented across multiple records. However, as this is not the
case in our configuration, the check is simply done by converting the bytes representing the
length of the current record and the length of the ServerHello message into integers and com-
paring them. To account for the handshake header, which is included in the record length, we
also add four to the value representing the length of the ServerHello message. The assume
statement can be seen in Listing 4.9.

This is the only assume statement that is always placed before any message processing is
done. Instead, it is inserted at a point in the code where a message has been received but not
yet processed. This placement ensures that we validate the original message as it arrives, and
test paths where the boundary condition violates the protocol rule.
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Listing 4.9: Implementation of the Boundary Aligns requirement. Here, "curRL.length" is a
two-byte array containing the length field of the record header.

#ifdef BOUNDARY_ALIGNS_KLEE
word32 record_len = curRL.length[0] << 8 | curRL.length[1];
word32 handshake_len = input_buf[idx] << 16 | input_buf[idx + 1] << 8 |

input_buf[idx + 2];
klee_assume(!(record_len == (handshake_len + 4)));

#endif

4.2 Placement of Assume Statements

One of the initial challenges encountered when verifying that an implementation adheres
to its specification using assume statements is determining the optimal placement of these
checks. The issue of placement is nontrivial, as it can influence the behaviour of symbolic
execution and lead to varying results. Although the method using assume statements allows
checks to be performed at multiple points within the program, certain placements may yield
distinct advantages over others depending on the context and testing goals. In the follow-
ing subsections, we describe the placement strategies we found most straightforward and
practical.

4.2.1 When the Message is Received

By leveraging the symbolic socket implementation made by Wilson and Asplund [26], which
is shortly described in 3.1.3, we can insert assume statements at an early stage of symbolic
execution. Specifically, we place them at the point where the ServerHello message is first
processed and before it is sent to the implementation. By placing assume statements imme-
diately after the input buffer is made symbolic, constraints can be enforced before the values
propagate through the underlying TLS implementation, in our case WolfSSL. This enables
a thorough analysis starting from the initial stages of symbolic execution, ensuring that con-
straints are enforced prior to these values propagating through the SUT (WolfSSL in our case).

The placement of assume statements in the symbolic socket implementation could of-
fer distinct advantages over alternative placement strategies, such as adding checks directly
within WolfSSL and adding constraints closer to particular validation logic (discussed in
Subsection 4.2.2). Notably, placing constraints directly within the symbolic socket imple-
mentation enhances the replicability and generalisability of the testing methodology, as this
approach does not rely on or adapt to the specific design choices of any particular TLS im-
plementation. For example, while putting constraints early within WolfSSL might validate
nonconformance or conformance within that implementation, such placement would need
to be adjusted for other TLS libraries. By contrast, assume statements applied at the socket
level allow this methodology to be reused across multiple implementations with minimal
changes to the testing framework, assuming the implementation conforms to the strict TLS
specification described in Subsection 3.1.1.

In this approach, assume statements are placed within the symbolic read function directly
after the input buffer is modeled as symbolic, see 4.10.
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Listing 4.10: A very simplified version of the symbolic_read function originally implemented
by Wilson and Asplund [26], with assume statements added after making the buffer symbolic.

int symbolic_read ( void * buf , size_t max_read ){
// fill buffer with max_read # symbolic bytes
_array_symbolic ( buf , max_read , "sym_read" );

// Assume statements are added here

return klee_range (0 , count ); // and symbolic return
}

4.2.2 Before Validation Logic

Most often, in some way, the requirements are checked in the source code of the program,
to ensure that it conforms to its specification. However, these checks may not be enough to
guarantee the programs correctness, and sometimes the checks may not even exist at all. We
try to identify the places where checks are made for the corresponding requirement.

To do this, we need to understand the structure of the code itself, and the different func-
tions that together handle the ServerHello message. We identify two functions in the WolfSSL
source code that are of special interest, DoTls13ServerHello() and DoTls13HandShakeMsg().
Both these two functions are responsible for handling ServerHello messages and contain
the logic we want to check if it is enough to fulfill the requirements derived from RFC
8446. While DoTls13ServerHello() processes the ServerHello message on the client side,
DoTls13HandShakeMsg() is called directly when the message is received, before processing.

We use idx, the index counter, which systematically goes through the bytes of the message.
With this counter it is easier to find what bytes are being processed at the current time, and is
helpful for detecting where checks happen for the specific bytes of the message.

Some of the checks made are straightforward, and require us to simply place an assume
statement of the requirement we want to check right before the actual check is made. How-
ever, the assume statements do not have to be the same as the checks in the code, instead we
look at specific bytes in the message, and assume the values of each individual byte that is
involved in the requirement.

Other checks are not so straightforward, and can have additional functions that are called
that handle the logic of the checks. In that case, we try to identify the parts of the code of
interest, and spend time debugging until the actual checks are made.

The requirement Boundary Aligns, is different from the other requirements in this case.
Since it involves looking at both the record header, and handshake header, we cannot simply
look at the message alone. Therefore, this check is in the DoTls13HandshakeMsg(), which
processes the entire message, and is executed before DoTls13Serverhello. According to the
WolfSSL GitHub [28], this check needs to be done early, therefore it is separate and before the
parsing of the actual ServerHello message.

4.2.3 After the Message is Accepted

Another interesting placement to investigate is right after the message is accepted. An abort
statement is placed at the part in the code where the message would be accepted, halting the
execution of the program. Since this is where a message would be completed and, we hope,
valid, it makes sense to also place the checks in the end.

We run the program in the same way as we do for the other placements of the checks,
still negating the expression we assume to hold. The logic for the expressions we check is the
same, since we look at specific bytes in the message. If we reach the abort statement, which is
right after the KLEE assume statement, this would mean that our requirement is not fulfilled,
since we negate the requirement which is supposed to hold.

23



5 Modifying KQuery Files

The second method we use involves modifying the KQuery files to test a specific require-
ment. As previously mentioned, KLEE generates KQuery files as a result of symbolic exe-
cution. These files encapsulate the logic of each generated test case, including all constraints
on symbolic variables. The goal is to allow testers to directly insert requirements as logical
constraints on the bytes in the symbolic buffer. Once modified, the KQuery file can be fed
into an SMT solver for verification. In our case, we run KLEE on an unmodified version of
the implementation without inserted assume statements. We simply follow the approach by
Wilson and Asplund [26] to obtain the test cases for every existing path up until the abort
statement, represented as KQuery files. This allows us to freely check for the requirements
we wish to investigate, simply by inserting them as a query-expression in the KQuery file.
This approach is promising because it could potentially eliminate the need to rerun KLEE for
each requirement.

5.1 Inserting the Requirements

Since the query-expression in the KQuery file represents the logical condition that must
be validated, requirements are inserted into the file in a format consistent with the query-
expression. Translating the requirements from C code into KQuery format is a fairly straight-
forward process following the instructions of the KQuery syntax found in [15], as the under-
lying logic often remains unchanged. However, in KQuery files, we typically deal with two
symbolic buffers: one representing the record header and the other representing the mes-
sage. This organisation simplifies validation of requirements such as Boundary Aligns as it
only requires comparing corresponding bytes between the two buffers.

Other requirements are similarly easy to express, with the primary differences lying in
syntax rather than logic. For example, Listing 5.1 demonstrates how the Legacy Version re-
quirement is encoded in KQuery format within a KQuery file.
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Listing 5.1: An example of the Legacy Version requirement validation in KQuery format

array const_arr10[512] : w32 -> w8 = [171 171 171 ... # Total of 512 numbers]
array const_arr15[9] : w32 -> w8 = [0 0 0 0 0 0 0 0 0]
array model_version[4] : w32 -> w8 = symbolic
array read_ret[4] : w32 -> w8 = symbolic
array read_ret_1[4] : w32 -> w8 = symbolic
array sym_read[5] : w32 -> w8 = symbolic
array sym_read_1[512] : w32 -> w8 = symbolic
(query [ (Eq 1 (ReadLSB w32 0 model_version))

(Eq 22 (Read w8 0 sym_read))
(Ule N0:(SExt w64 N1:(ReadLSB w32 0 read_ret)) 5)
... # Shortened for readability purpose

]
(Eq false (And(Eq 3 (Read w8 4 sym_read_1)) (Eq 3(Read w8 5 sym_read_1))))
)

The first part of the code contains declarations for the various arrays used by the program
under symbolic execution. The arrays sym_read and sym_read_1 are particularly significant
because they represent the two symbolic buffers. After the array definitions, the file includes
the constraint-list, which consists of logical constraints applied to specific bytes in order to
model the execution path of the program.

Following the constraint-list is the query-expression, which represents the logical condi-
tion to be validated. In this example, the query checks the Legacy Version requirement by
verifying that the bytes at indices 4 and 5 are both equal to 0x03. All requirements relevant to
this thesis in KQuery format can be found in Appendix B.

5.2 Validating the Requirements Using Kleaver

To determine the validity of the query-expression, we use Kleaver to evaluate the KQuery
file. Unlike the first method, we do not test the negation of a requirement. Instead, we
test whether the requirement always holds for a given path, as represented in the KQuery
file. Kleaver does this by verifying whether the query-expression always holds given the
constraint-list in the KQuery file. It is possible to negate the requirement and use Kleaver
to check if the negation holds. However, if the negation does not hold, we know that the
requirement is fulfilled in some cases or all cases, but we do not know which. By not negating
the requirement, we can test its satisfiability across all possible assignments. Therefore, if it
holds, we are sure it holds for all possible assignments.

When running Kleaver, if the solver returns INVALID, it indicates that not all possible
assignments to the symbolic variables satisfies the provided constraints and requirements.
This means a nonconformance is likely found. Conversely, if it returns VALID, that means
that all possible assignments of values to the symbolic variables make the entire expression
true, also indicating that no nonconformances are found.
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6 Evaluation

In this chapter, we evaluate the input space coverage (for the assume statement based ap-
proach), nonconformance detection capabilities, time overhead, and generalisability of our
different methods. In Section 6.1, we describe how this evaluation is done. We then present
the results of using our methods in Section 6.2.

6.1 Evaluation Method

This section describes the approach we take to evaluate the different methods.

6.1.1 Evaluating the Assume Statement Approach

In this evaluation, negated conditions are implemented as klee_assume(condition) and in-
strumented into the test suite using different placement strategies, as described in Chapter 4.
This section describes how we measure and compare performance for these different place-
ment strategies. It is distinct from the verification method itself, which details how the as-
sume statements are constructed and inserted into the code. For each experiment, we collect
three key metrics from KLEE runs: the total execution time, the number of explored paths
(states), and the amount of generated tests. The first two of these metrics are used by both
Asadian et al. [3] and Wilson and Asplund [26], and the results vary greatly between the two
approaches. Therefore, they constitute interesting metrics to examine in this work. While
execution time is important for the feasibility aspect of the proposed method, the path count
can be used to compare how much of the state space different placement strategies explore.
This can give some insights into coverage and how big of a problem state space explosion is
for the different strategies. The amount of generated tests are used to confirm that we find
at least the same amount of nonconformances as Wilson and Asplund [26], evaluating the
nonconformance detection capabilities of the approach.

We examine three placement strategies in the ServerHello message-processing code:

• When the Message is Received
Insert the negated requirement as an assume statement at the very start of message-
parsing, immediately after the raw ServerHello message is received and made sym-
bolic. This forces KLEE to prune invalid inputs before any protocol logic is executed.
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• Before Validation Logic
Insert the assume statement just before the implementation’s standard validation
checks relating to the requirement. The ServerHello message is partially parsed by
normal code, but the assume statement is applied right before any internal compliance
tests.

• After the Message is Accepted
Insert the assume statement at the final stage of processing, at the point where the im-
plementation accepts the ServerHello message. This allows most of the normal parsing
and state updates to proceed before enforcing the negated requirement.

These placements were chosen since they are distinct. The placements could potentially be
anywhere in the code that is executed in the parsing of the ServerHello message, but in order
to have some structure and for generalisability, we found these placements to be of greatest
interest.

During the experiments, KLEE logs the execution time, path count, and amount of gener-
ated tests for each individual run, where one run corresponds to the verification of a single
requirement. For each placement strategy, we run the symbolic execution and extract the
values of the metrics for each requirement individually. We manually extract these values
from the information output files for each run. These numerical results form the basis for the
comparison of strategies and between methods.

To evaluate the generalisability of a placement strategy, we consider whether it can the-
oretically be applied to other TLS libraries that adhere to the same strict TLS specification.
This involves evaluating the dependencies of the placement strategy. If the strategy for plac-
ing assume statements is reliant on WolfSSL’s internal structure or naming conventions, it is
deemed not generalisable. If, however, the strategy is independent of the specific implemen-
tation logic, it is considered highly generalisable.

For example, the early placement strategy involves inserting assume statements based
solely on the ability to introduce constraints when bytes are made symbolic within the sym-
bolic socket implementation. Given that this implementation is separate from the TLS library,
this strategy is likely to be generalisable across different TLS 1.3 implementations. Evaluat-
ing generalisability is crucial for determining the broader applicability and usability of the
approach.

6.1.2 Evaluating the KQuery Approach

To evaluate the method involving modified symbolic execution queries post-execution, we
focus on the time overhead and if this approach finds the same nonconformances as other
approaches. After KLEE completes a run, all branch constraints along each explored path are
available in KLEE’s KQuery format. We use these files to insert queries containing require-
ments translated into constraints in the KQuery format and then re-run KLEE’s solver on the
constraint set. Here, we focus on the time it takes to validate the queries using Kleaver, and
make sure that we still find the same nonconformances.

6.1.3 Comparative Analysis

Finally, we compare our methods to our baseline, which is the results of replicating the ap-
proach of Wilson and Asplund [26] on our system. We apply their test-case-based symbolic
strategy to the same ServerHello scenario and record its execution time, number of explored
paths and amount of generated tests. This comparison highlights the effect of using assume
statements to guide symbolic execution. An unguided, fully symbolic search tends to ex-
plore far more paths and incur greater time, whereas our assume-statement-based strategies
focus the search on relevant violation conditions. Comparing these methods is important be-
cause it reveals which approach achieves the best trade-off between precision and efficiency.
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As Asadian et al. note, requirement-driven symbolic execution can produce a wide variety
of violation inducing inputs but its practical value depends on containing the search space.
By measuring and contrasting execution time and path counts for each strategy (and the
baseline), our evaluation provides concrete insight into how placement of assume statements
affect symbolic analysis of TLS implementations.

6.1.4 Hardware and Software Used

For our experiments, we use a dedicated server running Linux Ubuntu 22.04.1 LTS. The server
is equipped with a 5.6 GHz processor, 4 cores, and 15 GiB of RAM. Both our experiments and
those conducted by Asplund and Wilson [26] are performed on the same server to ensure
comparability of the results.

6.2 Results

Here we present the results from our experiments.

6.2.1 KLEE Execution Time for the Assume Statement Approach

Our results show that execution times vary between placement strategies. The overall re-
sults, summarised in Table 7.1, indicate that among the three placement strategies, the most
time-efficient approach is placing assume statements close to the validation logic within the
implementation. Placing assume statements early, when the ServerHello message is received,
results in higher execution times compared to validation logic placement but is more efficient
than placing checks after the message is accepted. The results for each placement strategy,
with respect to execution time, are outlined in the following subsections.

Table 6.1: Comparison of KLEE execution times for Versions 5.6.6 and 5.6.0

Version Checks Placement Avg. Time Per Req.
(mm:ss)

Total Time
(mm:ss)

5.6.0 When the Message is Received 21:20 192:01
Before Validation Logic 12:00 107:58
After the Message is Accepted 24:43 222:29

5.6.6 When the Message is Received 19:42 177:22
Before Validation Logic 08:57 80:35
After the Message is Accepted 25:35 230:16

When the Message is Received

When assume statements are placed immediately upon receiving the ServerHello message
in the symbolic socket implementation, the execution times are relatively uniform across re-
quirements, with the exception of "Legacy Version 1.2" and "Not Retry" which have lower
execution time. For all other requirements, the execution time is approximately 25 minutes,
which closely aligns with the baseline time obtained when running KLEE without any as-
sume statements and is comparable to the runtime obtained when running Wilson and As-
plund’s experiments on our system. The execution times for each requirement are presented
in Figure 6.1 for WolfSSL version 5.6.0 and Figure 6.2 for WolfSSL version 5.6.6.

Additionally, execution times vary slightly between WolfSSL versions, with the biggest
difference shown in the checks for the Boundary Aligns requirement. For WolfSSL version
5.6.0, it takes nearly five times longer to verify this requirement compared to version 5.6.6.
This difference is expected, as the bug present in version 5.6.0 allows boundaries to mis-
align, causing nonconforming messages to propagate further through the implementation
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and thereby requiring additional paths to be explored during symbolic execution. According
to information obtained from the WolfSSL GitHub [28], later versions contain an early sanity
check that is invoked early in the execution process, which likely explains the significantly re-
duced runtime for this requirement in version 5.6.6. Apart from these differences, execution
times remain largely consistent across versions for all other requirements.
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Figure 6.1: Time for version 5.6.0 with assume statements placed early (when the message is
received).
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Figure 6.2: Time for version 5.6.6 with assume statements placed early (when the message is
received).

Before Validation Logic

The execution times for checks placed immediately before the validation logic within WolfSSL
vary greatly across different requirements, ranging from just a few minutes to around 25
minutes. This variation reflects the complexity and symbolic state space associated with each
requirement. The execution times for WolfSSL version 5.6.0 are detailed in Figure 6.3, while
the corresponding times for version 5.6.6 are presented in Figure 6.4.

This placement strategy demonstrates promising performance in terms of execution time
for the majority of requirements. However, the "Session ID Match" and "Cipher Match" re-
quirements have the longest execution times, collectively accounting for over 50% of the total
runtime for WolfSSL version 5.6.6. For version 5.6.0, the execution time for the Boundary
Aligns requirement is also around this range. As previously noted in 6.2.1, the significant
difference in execution times between versions for the Boundary Aligns requirement can be
attributed to the bug in version 5.6.0, which allows messages to bypass boundary alignment
checks, resulting in more symbolic paths being explored. Notably, placing the checks closer
to the validation logic leads to a substantial reduction in execution times for five out of the
nine requirements tested.
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Figure 6.3: Time for version 5.6.0 with assume statements placed before internal validation
logic.
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Figure 6.4: Time for version 5.6.6 with assume statements placed before internal validation
logic.
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After the Message is Accepted

The execution times for running KLEE across different requirements, when checks are placed
after the message is accepted, are relatively consistent. For both WolfSSL versions 5.6.0 and
5.6.6, the time required per requirement has little variation. Specifically, the average execution
time for version 5.6.0 is just under 25 minutes, while for version 5.6.6, it is slightly over 25
minutes.

For WolfSSL version 5.6.0, the abort statement was reached for both the Boundary Aligns
and Requires KeyShare requirements, as expected, since these are known nonconformances in
the implementation. For all other requirements, KLEE generated an "invalid klee_assume
call (provably false)" message, which indicates that while a path leading to the abort state-
ment exists, no feasible symbolic assignments could satisfy the negated condition. Therefore,
these requirements are strictly enforced with no violations detected. The execution times for
checking each requirement are presented in Figure 6.5.

In contrast, for WolfSSL version 5.6.6, the abort statement was not triggered for any of the
requirements when checks were placed after the message was accepted. This result confirms
that all tested requirements are fully satisfied in this version. The execution times for each
requirement are presented in Figure 6.6.
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Figure 6.5: Time for version 5.6.0 with assume statements placed after the message is ac-
cepted.
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Figure 6.6: Time for version 5.6.6 with assume statements placed after the message is ac-
cepted.

6.2.2 Explored Paths and Generated Tests for the Assume Statement Approach

Using KLEE to analyse the ServerHello message parser, the different placement strategies
produce different amounts of explored paths and generated tests. From the results, presented
in Table 6.2, we can see that generally, placing messages once the message is accepted gives
the most paths explored. Placement closer to the validation logic gives the least paths ex-
plored while an early placement lays somewhere in between for most requirements.

All identified nonconformances that Wilson and Asplund had were consistently detected
across placement strategies. However, an interesting observation is that while placing the
checks after the message has been accepted yields 16 test cases for the Requires Key Share re-
quirement, it only yields 8 test cases for the other two placement strategies. We did not man-
age to find any additional nonconformances or bugs using our approach across placement
strategies.

When the Message is Received

The strategy of inserting assume statements directly within the symbolic sockets implementa-
tion produced relatively consistent results, with the number of explored paths closely resem-
bling that of a full run (i.e., without any assume statements) for most requirements. However,
this strategy is sensitive to checks that occur early in the execution flow of the implementa-
tion. For example, in the case of the Legacy Version 1.2 requirement, early validation logic
in WolfSSL significantly reduces the number of paths explored during symbolic analysis of
the requirement’s fulfilment. In this instance, the early placement strategy results in over 500
fewer explored paths compared to the full run. Notably, for some requirements, this strategy
yields the same number of explored paths as the "Before Validation Logic" placement strategy.

When it comes to exploring paths where nonconformances exist, this placement yields the
same amount of paths for the Boundary Aligns requirement, and nearly the same amount for
the Requires Key Share requirement.
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Before Validation Logic

Placing assume statements closer to the validation logic of the actual implementation man-
ages to significantly reduce the amount of paths for nearly all requirements compared to
performing a full run without assume statements inserted into the code. A prominent exam-
ple of when this is not the case is for the Boundary Aligns requirement in version 5.6.0. This is
because the constraint is still being inserted at the start of the ServerHello message handling
and ultimately hits the abort statement due to nonconformance of the requirement in that
version. In other words, KLEE symbolically executes the whole way from start to the abort
statement, as if it were a "normal run". For other requirements, it is on par with the socket
placement as it yields the same amount of explored paths.

After the Message is Accepted

The late placement strategy yields the same amount of paths for each requirement for both
WolfSSL versions. This is expected since we are only constraining bytes after everything in
the message has already been set, and the symbolic exploration is practically done. These
checks become more of an assertion of correctness, seeing if messages crafted that are not
supposed to be accepted indeed are discarded, as compared to the other placement strategies
which only explores the state space where assume statements do not hold. Here, we are
instead exploring the whole state space and then checking if it within that state space contains
incorrect messages. Reasonably, the amount of paths correspond to the amount of paths that
is explored when using Wilson and Asplunds approach, as we are now searching through
the whole state space up until the abort statement. Due to this deeper symbolic exploration
without any pruning, the strategy of placing checks after the message is accepted consistently
resulted in a higher number of explored paths for all requirements.

Generated tests are also the same amount for every requirement. However, the tests them-
selves are generated due to different reasons. For all requirements except Requires Key Share
and Boundary Aligns, all tests consist of test cases generated due to invalid klee_assume call
errors. The interpretation of this is that there is no feasible assertions of symbolic variables
that can validate the assume statement, due to prior constraints on the bytes. In other words,
this is a positive result as it shows that it is impossible for an incorrect message to go through
the implementation. For the Requires Key Share and Boundary Aligns requirements in Wolf-
SSL version 5.6.0, however, the generated tests consist of output generated from both invalid
klee_assume calls and abort errors. This shows that there can be both correctly and incor-
rectly formatted messages for these requirements.
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Requirement Version Received Validation Accepted

Paths Tests Paths Tests Paths Tests

Legacy Version 1.2 5.6.0 2094 0 2094 0 2638 16
5.6.6 2098 0 2098 0 2658 8

Not Retry 5.6.0 2102 0 2102 0 2638 16
5.6.6 2106 0 2106 0 2658 8

Session ID Match 5.6.0 2574 0 2574 0 2638 16
5.6.6 2594 0 2594 0 2658 8

Cipher Match 5.6.0 2622 0 2622 0 2638 16
5.6.6 2642 0 2642 0 2658 8

Empty Compression 5.6.0 2574 0 2126 0 2638 16
5.6.6 2594 0 2130 0 2658 8

Requires Version 5.6.0 2574 0 2174 0 2638 16
5.6.6 2594 0 2178 0 2658 8

Version 1.3 5.6.0 2574 0 2198 0 2638 16
5.6.6 2594 0 2202 0 2658 8

Requires Key Share 5.6.0 2606 8 2390 8 2638 16
5.6.6 2626 0 2402 0 2658 8

Boundary Aligns 5.6.0 2638 16 2638 16 2638 16
5.6.6 2094 0 2090 0 2658 8

Table 6.2: Number of paths and test cases for all requirements across versions and place-
ments. For the "Message Received" and "Before Validation Logic" placement strategies, zero
tests signifies that no nonconformances or bugs were found. Yielded test cases for these place-
ments mean that there are nonconformances or bugs found. For brevity, ’Received’ refers to
the placement at message receipt, ’Validation’ refers to placement before validation logic, and
’Accepted’ to placement after message acceptance.

6.2.3 Modifying KQuery Files

Modifying the KQuery files involves changing the query expressions to check for the satisfi-
ability of the requirements extracted from the RFC. This process was carried out using KLEE
to generate the KQuery files, which contain the logic of the paths in the program. We ran
KLEE on the program free from any assume statements to obtain all possible paths, resulting
in multiple KQuery files, each representing the logic of a single path in the program. We
obtained 16 files from the symbolic execution for WolfSSL version 5.6.0 and eight for version
5.6.6. This took 24 minutes and 43 seconds, and 25 minutes and 26 seconds, respectively.

Using Kleaver, we solved the KQuery files for valid assignments of the variables used in
the requirements we checked. Each requirement was checked individually for every KQuery
file to ensure that all paths fulfill the requirements.

Using this method, we managed to validate the nonconformances identified by [26] and
also confirmed that the other requirements were fulfilled. For version 5.6.0, Kleaver returned
that the query was invalid for both the Boundary Aligns requirement and the Requires Key
Share requirement, and also returned a counterexample. However, for version 5.6.6, we were
able to verify that there are no assignments of variables that would cause the requirements to
be unfulfilled, and that there are assignments that fulfill the requirements.

The time taken to run Kleaver for all requirements is negligible for this experiment, taking
only around two seconds to solve each query. The time, however, varies between require-
ments and KQuery files, depending on the complexity of the query to be solved. However,
the time did not surpass three seconds for our tests. Table 6.3 shows the time taken to run
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Kleaver for each requirement for two selected KQuery files. Kleaver does not look at only
one concretisation of the path, but rather the logic of the path itself to determine if it is pos-
sible to fulfill the query-expression. The only time-consuming part is manually inserting the
requirements into each KQuery file after running KLEE once.

Requirement Version 5.6.0 (s) Version 5.6.6 (s)

Requires Key Share 2.143 2.103
Boundary Aligns 0.497 0.484
Legacy Version 1.2 2.138 2.131
Not Retry 0.062 0.054
Session ID Match 2.137 2.130
Cipher Match 2.219 2.186
Empty Compression 2.139 2.134
Requires Version 2.115 2.182
Version 1.3 2.214 2.130

Table 6.3: Time taken (in seconds) to run Kleaver per requirement and version for two selected
KQuery files

6.2.4 Discovered Vulnerabilites

With our approach we achieved the same results as those reported by Wilson and Asplund
for WolfSSL versions 5.6.0 and 5.6.6. This includes identifying two major nonconformances
in version 5.6.0 related to the boundary alignment and KeyShare requirements. These vul-
nerabilities were assigned CVE identifiers CVE-2023-3724 and CVE-2023-6937 by WolfSSL.

The first vulnerability (CVE-2023-3724) arises from the client incorrectly accepting Server-
Hello messages that lack a KeyShare extension, resulting in the use of trivially computable
encryption keys for subsequent communication. This vulnerability can compromise the secu-
rity of the handshake, as an attacker may derive session keys by observing protocol messages.
The second vulnerability (CVE-2023-6937) involves the bypassing of handshake message en-
cryption through message coalescing at the record layer, which allows ServerHello to improp-
erly encapsulate successive handshake messages in plaintext. This violates the mandatory
TLS 1.3 requirement for proper record boundary alignment and encryption of all handshake
messages after the ServerHello.

For further details regarding the vulnerabilities, their causes, and their potential impact,
we refer the reader to the work of Wilson and Asplund [26]. These issues were fixed in
WolfSSL starting from versions 5.6.2 and 5.6.6, respectively. Our tests validate that WolfSSL
version 5.6.6 fully complies with the TLS 1.3 specification for the requirements investigated in
this study and contains no known nonconformances or vulnerabilities related to these specific
requirements.
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7 Discussion

This chapter contains a discussion of the results obtained from the experiments and includes
a dedicated section that discusses the work in a broader societal and ethical context.

7.1 Placement Strategies

In this section, we discuss the various placement strategies used in the study and explain
their strengths and weaknesses in terms of state space coverage, execution times, and ease
of implementation. Each placement strategy has its own distinct advantages and challenges
depending on the testing goals and scenario.

Placement early in the execution process, such as within the symbolic socket implementa-
tion, offers high generalisability and low implementation complexity. This makes it suitable
for testing across different implementations due to its minimal dependence on the internal
structure of the SUT. However, an early placement results in slower execution times com-
pared to strategies where assume statements are placed closer to the validation logic.

The strategy of positioning assume statements near the validation logic has better perfor-
mance in terms of execution time, offering significant gains in efficiency in relation to other
placements for most requirements. However, this approach is SUT-specific and can be hard
to implement, as it requires knowledge of the internal validation workflow and careful con-
sideration of the appropriate placement for the assume statements.

A late placement strategy, such as enforcing assume statements only after the message is
accepted, uses KLEE’s natural pruning capabilities to reduce the symbolic state space. This
approach functions more as an assertion of correctness at the end of execution but has the
highest runtime compared to the other strategies.

In the following subsections, we provide a more detailed analysis of the placement strate-
gies and assess their viability in various testing scenarios. A summary of the discussion is
found in Table 7.1.

7.1.1 When the Message is Received

Verifying the requirements using assume statements placed early in the execution process,
specifically within the symbolic socket implementation directly in the KLEE library, has both
advantages and disadvantages. As highlighted in Section 4.2.1, this approach provides a
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more generalised method for testing requirements compared to the other placement strate-
gies. However, it is not as time-efficient as placing requirements closer to the validation logic,
as demonstrated by our results. Its key advantage is that it is generic and reusable across
multiple TLS 1.3 implementations, requiring little to no knowledge of the internal structure
of the system under test. This flexibility makes the approach particularly good for studies
where several different implementations are tested.

It is important to note that the implementation may require modifications when testing
alternative TLS 1.3 configurations, such as one allowing fragmentation, as the current imple-
mentation is specific to our strict TLS implementation. More concretely, the implementation
assumes that symbolic bytes are located at predefined positions for e.g. extensions, which
may not be true for all configurations. Apart from this, placing assume statements directly
within the symbolic socket implementation in KLEE offers a fully generic and reusable ap-
proach. This placement is especially viable for testing several TLS 1.3 implementations, as
it should be widely applicable and is not constrained by the design specifics of individual
implementations.

7.1.2 Before Validation Logic

Placing the assume statements directly within the SUT, where implementation-specific checks
are made, presents several challenges that should be considered. Similarly to the late place-
ment strategy, it is dependent on the specific structure and design of the SUT. Due to this, the
approach varies between different implementations, making it less generalisable. For each
new SUT, one would need to adjust the placement and implementation of the assume state-
ments. This process would typically involve identifying the internal representation of the TLS
1.3 ServerHello message, locating the corresponding variables, and ultimately instrumenting
the assume statements. Differences between SUTs can lead to substantial overhead, as imple-
mentations often differ significantly in terms of their complexity and internal design. Given
these limitations, this placement strategy is potentially ill-suited for scenarios where com-
parative studies across multiple implementations are performed. In situations where many
different implementations are analysed, the effort needed to adapt the strategy for each SUT
would likely outweigh the efficiency benefits of the approach. However, if the focus is on a
single implementation, this strategy may offer advantages due to its generally faster execu-
tion times.

A related and major issue is the complexity of many TLS implementations, which often
have large code bases that can be difficult to navigate. Locating the specific places where val-
idation checks are performed can therefore prove to be a big challenge. In some cases, checks
related to the same requirement may be located in multiple places within the implementa-
tion. This makes it important to carefully determine where to place the assume statements, as
incorrectly placed statements could lead to incomplete or inconsistent results. Furthermore,
areas of the code that appear to perform validation logic might simply be entry points to func-
tions deeper within the implementation that actually handle the validation. This hierarchical
structure can introduce unexpected consequences. For example, assume statements meant
to constrain behaviour in connection with the validation logic may accidentally constrain be-
haviour earlier in the process, long before the validation occurs, reducing the efficiency of the
testing process.

As demonstrated by our results, this placement strategy yields the best performance in
terms of execution time. This is likely because it generally avoids applying constraints pre-
maturely, unlike the early placement strategy. Instead, it allows paths to be naturally pruned
by KLEE during execution until reaching the point where the validation logic is, at which con-
straints are applied, which increases efficiency. If assume statements are placed too early, long
before the validation logic, the behaviour may closely resemble that of the early placement
strategy, thereby reducing its performance advantages. This could explain the similar execu-
tion times for certain requirements, such as Cipher Match and Session ID Match, across these

38



7.2. Modifying KQuery Files

two placement strategies. It is likely that constraints for these requirements were applied too
early, resulting in the strategy producing results similar to the early placement strategy in
terms of execution times and explored paths.

7.1.3 After the Message is Accepted

The late placement strategy ensures that no further code will execute to handle any checks
of the message. All logic has already been performed, guaranteeing that the message will
not be altered and no additional checks will follow. This placement tests the final accepted
message, providing a relatively straightforward approach that does not require extensive
understanding of the code.

However, running KLEE with checks placed after the message is accepted takes relatively
longer compared to other placements (see Section 6.2.1). The execution time remains con-
sistent for every requirement, as the same code is executed and the requirement check is
performed at the very end.

Table 7.1: Summary of placement strategies

Placement strategy Key characteristic Implementation level Execution
time

When the Message is
Received (Socket)

Reusable and generic Not SUT specific Medium

Directly Before the
Validation Logic

Fast SUT specific Fast

When the Message is
Accepted

Full state space
coverage

SUT specific Slow

7.2 Modifying KQuery Files

Modifying the KQuery files can be a way to improve the time it takes to run KLEE for multi-
ple requirements, while still exploring all concretisations of symbolic bytes, and not just one
concrete concretisation for a test case. Since Kleaver checks for satisfiability of the query ex-
pression, it will guarantee the fulfillment of the requirements for all concretisations. To the
best of our knowledge, validating TLS requirements symbolically using Kleaver and modi-
fied KQuery files has never been done before.

Running Kleaver takes only a few seconds, making it a quick task to change the query
expression and rerun Kleaver. This method is efficient and could potentially be used to verify
requirements for other TLS implementations. Since all TLS 1.3 implementations follow the
same specification, the requirements should be consistent. However, different implementa-
tions may have unique local differences in their requirements, depending on the choice of
extensions, versions, etc., used during implementation. Ultimately, one could run KLEE on
various TLS 1.3 implementations and extract different requirements from the RFC. As long as
these requirements can be implemented in KQuery format, they can be tested using Kleaver.

7.3 Symbolisation Trade-offs: Entire ServerHello Messages vs. Specific
Bytes

For the experiments conducted, the entire ServerHello message was made symbolic. One
reason for this is to have the same prerequisites for our experiments as those conducted by
Wilson and Asplund[26], to allow for a more comparable result. However, for our experi-
ment, when we test specific requirements, and therefore look at specific bytes, we might not
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need to make the entire message symbolic. Making the entire message symbolic allows for
more paths to be tested, and more combinations of all the possible values of the message,
but this also slows down the testing process. If we, for instance, wish to test the Version 1.3
requirement, it would most likely be enough to make the two bytes that represent the version
symbolic, since these are probably the only relevant bytes for the requirement. According
to Asadian et. al. [3], only making the relevant bytes symbolic and testing one requirement
at a time allows for better scalability. On the other hand, it requires the person testing to
be careful and attentive, and it also makes it easier to miss requirements that could only be
violated when other bytes are also symbolic. Therefore, our approach may not be the best for
scalability, but it allows for more thorough testing.

7.4 Comparison to Wilson and Asplund’s Approach

Our original hypothesis and the core of this work was that assume statements would allow
for a more thorough search where we explore all possible concretisations of symbolic paths.
By not relying on a specific test case concretisation, we hoped to be able to possibly detect
more nonconformances and/or bugs in the WolfSSL TLS 1.3 implementation. Our results,
however, show that this is not the case as we obtain the same results as Wilson and Asplund
[26], discovering exactly the same amount of nonconformances. This likely indicates that no
further nonconformances exist for these requirements.

The test-case-only approach proposed by Wilson and Asplund [26] is both simpler and
more computationally efficient compared to our methodology. Their approach requires only
a single symbolic execution run and focuses exclusively on paths represented by concretised
test cases. While our assume statement method successfully detects nonconformances in
WolfSSL, it also introduces additional computational overhead. We believe that this extra
computational effort is justified due to the exhaustive nature of the search it provides. Al-
though no new nonconformances were found, we validated that all concretisations belonging
to the paths tested conform to the specification.

The method of using assume statements ensures that all possible concretisations are ex-
plored. However, it can be redundant when testing certain requirements in certain imple-
mentations, as demonstrated by the results of this study. In such cases, the additional com-
putational effort does not provide meaningful benefits, as the results are the same while test-
ing performance is up to nine times slower. Thus, the flexibility offered by exploring all
possible concretisations with assume statements does not always provide improvements in
identifying deeper or more subtle edge cases within this context. This is, however, difficult
to determine before considering all concretisations, and the argument could be made that it
is always better to test more exhaustively. As noted in their original research, Wilson and
Asplund suggested that their selected test cases were sufficiently representative for the re-
quirements being tested. Our findings confirm this, as our more exhaustive approach did not
uncover any additional results beyond those identified using their test-case-only strategy. In
other scenarios, it may not be that test cases are sufficiently representative, in which case our
methods guarantee that all concretisations are considered.

It is possible that our method of inserting assume statements is more appropriate in other
contexts and remains a viable approach for other requirements or implementations. Given
additional time and resources, we would have liked to extend our analysis to other TLS 1.3
configurations, other implementations, or requirements that are less trivial, in order to better
demonstrate the potential advantages of our methodology. However, due to the constraints
of this study, we were only able to apply our approach to the same scenario used by Wilson
and Asplund [26].

One key contribution of this study is the demonstration of an alternative approach that
could serve as a "silver bullet" for requirement checking. We show that it is possible to eval-
uate requirements after a single symbolic execution run by inserting those requirements di-
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rectly into the KQuery file generated by KLEE and then feeding the file to a solver. This ap-
proach is highly promising. It avoids introducing additional computational overhead, since
the symbolic execution is performed only once to generate the KQuery files, but still ensures
that all concretisations are accounted for. Therefore, it surpasses both the assume statement
approach taken in this study and the test-case-only approach taken by Wilson and Asplund
[26]. It achieves exhaustive coverage while keeping execution times comparable to a single
symbolic run, with the added advantage of exploring all concretisations post-execution. A
summarized comparison of Wilson and Asplunds approach, modifying KQuery files, and
the assume statement approach can be found in Table 7.2.

The biggest limitation of this technique is its reliance on the tester being comfortable with
the KQuery language, which may be a barrier for adoption. Also, some requirements may
be difficult to express only using the structures and constructs available within KQuery. For
instance, requirements concerning fields where a larger number of bytes are to be checked
result in larger queries, as showcased in Appendix B. This suggests that, for more complex
requirements, the KQuery modification approach could potentially be impractical. This re-
mains relatively speculative, however, as our study did not extend to those scenarios. As
such, we leave the evaluation of this limitation and the broader exploration of this method
for future work.

Table 7.2: Comparison of verification approaches discussed in the thesis

Dimension Assume Statement Ap-
proach

KQuery Modification
Approach

Wilson & Asplund’s Ap-
proach [26]

Description of Method Insert negated constraints
directly in code using
klee_assume

Post-execution query
modification in generated
KQuery files

Test-case–based analysis
using symbolic execution
traces

Placement of Constraints Early (socket), before in-
ternal validation, or after
message acceptance

Post symbolic execution Post symbolic execution

Execution Time Medium–High (depends
on placement)

Low (one run of symbolic
execution)

Low (one run of symbolic
execution)

Considers All Concreti-
sations

Yes Yes No

Generalisability Low-Medium-High (de-
pends significantly on
placement strategy)

High (Not SUT specific) High (Not SUT specific)

Complexity of Imple-
mentation

Medium-High (manual
constraint insertion re-
quired)

Medium–High (requires
KQuery manipulation)

Medium (requires trace
analysis setup)

7.5 Method Limitations and Threats to Validity

While both approaches outlined in this paper offer good insight into the conformance test-
ing of TLS 1.3 through symbolic execution, there are some limitations that may affect the
generalisability, replicability, and interpretability of the results.

7.5.1 Assumptions and Internal Validity

This study relies on several assumptions that may affect the internal validity of the results.
First, the correctness of the evaluation depends on our manual translations of requirements
from RFC 8446 [19] into symbolic constraints written in C code. These translations may fail to
fully capture the intended semantics of the specification. Furthermore, constraint placement,
particularly for the "Before Validation Logic" strategy, requires detailed understanding of the
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implementation at hand. Incorrect placement can result in relevant checks being bypassed,
which in turn affects both accuracy and coverage.

We also assume that klee_assume behaves as intended. However, available documenta-
tion on the function is limited, and its internal workings are not fully understood. As a result,
the precise effects of these statements remain a bit unclear, which may impact the reliabil-
ity of the results. One unintended consequence of using klee_assume arose when we initially
applied short-circuit operators (e.g., &&, ||) within assume statements, which led to a signif-
icant and unexpected increase in explored paths. This issue, and the corrective use of bitwise
operators instead, is described in more detail in Section 7.5.4.

Lastly, the study builds upon modifications made to both KLEE and WolfSSL (described
briefly in Chapter 3), made by Wilson and Asplund. Our evaluation assumes that their
changes are both correct and complete. Such reliance reduces replicability: to recreate our
findings, others need not only to replicate our approach but also accurately mimic the changes
introduced by Wilson and Asplund. For newer versions of WolfSSL or completely different
implementations, considerable rework would probably be required.

7.5.2 External Validity

The study is limited in scope to a single protocol (TLS 1.3), a certain implementation of that
protocol (WolfSSL), and one specific message (ServerHello) within that implementation. This
narrow scope restricts the generalisability of the findings. There is no evidence that the pro-
posed method would work effectively on other TLS messages, different protocol versions, or
unrelated protocols altogether.

Although we argue that the "When the Message is Received" placement strategy and the
KQuery modification method are most probably generalizable to other implementations and
versions of the protocol, we have not empirically shown this to be the case. These methods
were only ever tested against WolfSSL and the TLS 1.3 ServerHello message. Thus, while the
underlying principles themselves might be applied more broadly, we cannot make absolute
guarantees of correctness, scalability, or effectiveness upon other implementations, message
formats, or protocol variations without further testing.

7.5.3 Construct and Conclusion Validity

We use the number of paths explored as a central metric to measure symbolic execution per-
formance and input space coverage. This metric does not directly reveal the test case com-
pleteness. It may provide a rough indication of symbolic complexity or path explosion, but it
does not necessarily provide any insights into, for instance, code coverage. Hence, our results
on the performance of the methods need to be viewed with this in mind, and other metrics
could provide a more advanced view of how well the methods work.

7.5.4 Impact of Logical Operators on Path Explosion

While developing our methodology, we encountered unexpected behaviour related to the
use of klee_assume statements. Initially, we used short-circuit operators, such as && and ||,
within the assume statements without further consideration. However, during testing, we
observed that this setup resulted in a significantly higher number of explored paths compared
to running symbolic execution without augmenting the test suite with assume statements.
This outcome was puzzling at first, as it seemed counterintuitive.

We reviewed the KLEE documentation and discovered that the use of short-circuit op-
erators in klee_assume statements can indeed lead to unexpected behaviour, including that
KLEE might produce more symbolic paths than expected [12]. This happens because short-
circuit operators introduce additional branching in symbolic execution, which causes KLEE
to explore paths that may not align with the intention of the test.
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To address this issue, we revised our implementation to use bitwise comparison operators
(& and |) within the assume statements. This resulted in a significantly reduced and more
reasonable number of paths generated during symbolic execution. For example, for the "Re-
quires Version" requirement, the number of explored paths decreased from approximately
9000 to 2594, a result that aligns better with our expectations. This change improved both the
precision and performance of our testing methodology.

7.6 The Work in a Wider Context

Testing implementations of critical protocols such as TLS is essential for better cybersecu-
rity. TLS protocols are the foundation of modern digital communication, enabling secure
exchanges in areas such as banking, healthcare systems, and ecommerce platforms. Research
efforts in this area play an important role in identifying and mitigating vulnerabilities that
could expose sensitive data, including personal, financial, and medical information. Ensuring
strict adherence to protocol standards creates trust among users and reinforces the reliability
of secure communication, which is vital to the functioning of modern society. Furthermore,
maintaining robust cybersecurity through exhaustive testing and disclosing vulnerabilities
found in them reduces the risk of attacks on critical infrastructure, thereby protecting societal
and economic stability.

If not exhaustively verified, implementations of critical protocols could cause massive
damage as illustrated by the Heartbleed vulnerability[10][7] or the POODLE attack[16] dis-
cussed in the introduction of this thesis. In these cases, millions of websites were affected
and a lot of sensitive data was exposed. Public trust in cybersecurity may fall if more vul-
nerabilities like these are exploited by malicious actors. Therefore, research efforts like those
presented in this thesis are vital to prevent the occurrence of similar vulnerabilities and to
ensure the security and reliability of critical protocol implementations. It is of course im-
perative that researchers responsibly disclose any vulnerabilities identified in such research.
While the knowledge gained through such research has the potential to improve security,
there is always a risk that it could be misused to develop exploits. Consequently, researchers
have a professional and ethical obligation to prioritise enhancing security and reporting any
discovered issues, rather than exploiting the vulnerabilities for malicious or unauthorised
purposes. Additionally, ethical considerations are essential to protecting data privacy, par-
ticularly when testing systems that may expose sensitive or private information during the
debugging or verification processes.

Also, the balance between privacy and security remains a topic of ongoing debate. En-
cryption protocols, including TLS, are frequently examined in the context of discussions sur-
rounding government surveillance and the protection of individual privacy rights. Research
on TLS inherently intersects with these broader societal and ethical debates, as it contributes
to the development and refinement of encryption technologies that play a pivotal role in both
protecting individual privacy and addressing national security concerns.

Furthermore, fostering collaboration between industrial contributors and academia is cru-
cial for the development of secure software. Academic research, such as the work presented
in this study, can provide valuable insights to support open-source developments and ad-
vance the state of cybersecurity. To ensure robust and secure infrastructure, it is essential for
academia, industry, and policymakers to work together. This collaboration enables research
efforts to influence the development of future secure software and drive the adoption of new
secure design policies. Additionally, researchers play a key role in sharing their findings in
ways that inform the development of secure systems, promote better coding practices, and
advance education on secure standards.
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8 Conclusion

In this thesis, we developed a method using KLEE assume statements to verify a TLS imple-
mentation against its specification, aiming to identify nonconformances. We investigated the
placement of these assume statements to understand their impact on the time required for
program analysis using KLEE and the variation in state space exploration. Our method was
compared to the approach by Wilson and Asplund[26] to evaluate robustness and execution
time. Additionally, we explored modifications to KQuery files to test requirements from the
RFC[19], facilitating quicker and more thorough testing.

The placement of KLEE assume statements significantly affects both the analysis time
and the number of paths explored. Placing checks within the socket is more generalisable
to other TLS implementations but increases the analysis time. Conversely, placing checks
before the validation logic reduces the analysis time but requires a deeper understanding
of the code and is specific to the particular TLS implementation. Placing checks after the
message acceptance is more thorough, as no code is executed post-validation, but it increases
the analysis time due to the lack of path pruning.

Compared to Wilson and Asplund’s[26] approach, our method is more time-consuming
because we check each requirement separately. However, our method examines all possible
values of a path rather than a single concretisation. To expedite the process, we modified
KQuery files to check requirements, which significantly reduced the time to a few seconds
per requirement after running KLEE once.

8.1 Research Questions

Below, the research questions introduced in Section 1.3 are summarised based on our findings
from the literature and the experiments carried out by the authors.

How can TLS 1.3 requirements from RFC 8446, specifically those concerning the
ServerHello message, be translated into KLEE assume statements for symbolic execution?

To derive the requirements from the RFC, one can follow the approach described by Wilson
and Asplund[26]. Once the requirements are derived and it is clear what you wish to test
for, these requirements need to be converted into C-code to be inserted into a KLEE assume
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statement. The requirements can then be negated to test the paths that do not conform to the
specification.

How do different placement strategies for assume statements: early placement, before
validation, and after message acceptance, affect the symbolic execution performance and
ability to detect nonconformances?

The placement of KLEE assume statements can have different effects, where both the num-
ber of paths and the execution time vary, as presented in Section 6.2.1 and Section 6.2.2. The
placement strategies are further discussed in Section 7.1. For all three strategies investigated,
the known nonconformances associated with the respective WolfSSL versions were success-
fully detected.

How can post-execution modification of KQuery files be used to verify multiple TLS
requirements efficiently, and what are the benefits and limitations of this approach
compared to in-code instrumentation?

The KQuery files generated when using KLEE to analyse the ServerHello message can be
modified. Using Kleaver, these files can be solved for the satisfiability of a query expression.
This query expression can be adjusted to test any specific requirement, and the SMT solver
will check if the expression is valid. A single run of the program using KLEE is necessary to
generate the KQuery files with the program’s logic, without any KLEE assume statements.
Running Kleaver with these KQuery files only takes a few seconds, while still verifying if the
requirement always holds.

However, this approach still requires a full run with KLEE and knowledge of the KQuery
format to manually insert the requirements into each KQuery file, which can be time-
consuming since every single KQuery file needs to be modified.

How does the proposed method, including both in-code assume statements and KQuery
file modifications, compare to Wilson and Asplund’s test-case–based method in terms of
thoroughness and time overhead?

Wilson and Asplund use a test-case–based method where a single concretisation of a test case
is analysed to see if it conforms to the specification. This can potentially miss concretisa-
tions that would violate the requirement. The assumption-based method, on the other hand,
negates the requirement being tested to obtain all paths that lead to a nonconformance, which
in theory is more thorough. Running KLEE once without any assumptions and modifying
the KQuery file allows for checking requirements using Kleaver, which will check for the sat-
isfiability of the requirements based on the logical path of the program, which is also a robust
way of testing the requirement. The performance and test coverage are presented in Section
6.2.1 and Section 6.2.2, and discussed in Section 7.4 and Section 7.1.

8.2 Future work

Since our approach did not yield different results compared to the research this thesis is based
on, likely due to the nature of the tested requirements, future work could explore the method-
ology on requirements that are less trivial to better demonstrate its potential. Additionally,
more generalisable strategies, such as the early placement of assume statements or the modifi-
cation of KQuery files, could be applied to testing other TLS 1.3 implementations. Expanding
this work in such directions would address limitations arising from the time and resource
constraints of this study.

Future research should also explore the modification of KQuery files in greater depth
to better understand how this approach can streamline the validation process, while also
examining its limitations and benefits more comprehensively. Although this method shows

45



8.2. Future work

promise, as indicated by the findings in this thesis, further investigation is required to fully
assess its potential, particularly by applying it to more complex and advanced requirements.
Furthermore, future work could focus on automating this process by developing techniques
to analyse a KQuery file and automatically generate testable requirements in the KQuery
language for insertion into the KQuery files. Achieving such automation could significantly
reduce the time and effort required to conduct exhaustive conformance testing of protocol
implementations.
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A Strict TLS

Table A.1: Strict TLS Requirements

Requirement Explanation and Reasoning
Use Only TLS 1.3 Enforce the use of only TLS 1.3, disabling all prior

versions. This ensures utilisation of the latest se-
curity features and mitigates downgrade attacks,
which can force communication to use less secure
older versions. Servers supporting only older ver-
sions will be incompatible.

Single Cipher Suite Restrict the client to select only one cipher suite,
providing maximal control over cryptographic
parameters and simplifying analysis. This re-
duces variability, making security verification more
straightforward and ensuring the cipher’s security
properties are maintained.

Support and Generate Keys for
a Single Key Group

Limit key exchange to a specific, supported key
group, determining the security strength of the
Diffie-Hellman exchange. Servers supporting only
other groups will be rejected, ensuring consistent
security assumptions.

Predefine Extension Order Require that extensions follow a predefined order
during parsing, reducing state space explosion dur-
ing symbolic execution and ensuring predictable
processing order.

Support Versions Extension
First

Ensure that the SupportedVersions extension is the
first in both ClientHello and ServerHello messages.
This guarantees that version negotiation occurs
prior to other extension processing, simplifying the
handshake logic and verification.
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Requirement Explanation and Reasoning
Disable Record Fragmentation Enforce that records are not fragmented unless ex-

ceeding size limits, allowing complete messages to
be read directly. This prevents the combinatorial
complexity associated with message fragmentation
during symbolic analysis.

No Use of PSK Disallow the use of pre-shared keys, which can
introduce additional security considerations. PSK
handshakes are handled separately, outside the pri-
mary TLS 1.3 handshake flow.

Disable DTLS Do not support DTLS, the datagram version of TLS,
due to fundamental differences such as message
reordering and retransmission mechanisms. Treat
DTLS as an entirely separate protocol to avoid in-
correct assumptions during analysis.

No Early Data (0-RTT) Disable 0-RTT (early data) to avoid weaker secu-
rity guarantees, since early data is authenticated af-
ter transmission, posing potential replay and down-
grade risks.

Reject Unknown Extensions Any received extension that is not explicitly sup-
ported or recognised must result in connection re-
jection, ensuring strict compliance with the pro-
tocol specification and preventing unintended be-
haviours.
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B Requirements in KQuery Format

BOUNDARY ALIGNS
(Eq
(ZExt w32
(Add w16
(Shl w16 (ZExt w16 (Read w8 3 sym_read)) 8)
(ZExt w16 (Read w8 4 sym_read)))
)
(Add w32 4
(Add w32
(Shl w32 (ZExt w32 (Read w8 1 sym_read_1)) 16)
(Add w32
(Shl w32 (ZExt w32 (Read w8 2 sym_read_1)) 8)
(ZExt w32 (Read w8 3 sym_read_1)))
)
)
)

LEGACY VERSION 1.2
(And(Eq 3 (Read w8 4 sym_read_1)) (Eq 3(Read w8 5 sym_read_1)))

NOT RETRY
(Eq false
(And (And (And (And (And (And (And (And (And (And
(And (And (And (And (And (And (And (And (And (And
(And (And (And (And (And (And (And (Eq 156 (Read w8 37 sym_read_1))
(Eq 51 (Read w8 36 sym_read_1)))
(Eq 168 (Read w8 35 sym_read_1)))
(Eq 200 (Read w8 34 sym_read_1)))
(Eq 226 (Read w8 33 sym_read_1)))
(Eq 9 (Read w8 32 sym_read_1)))
(Eq 158 (Read w8 31 sym_read_1)))
(Eq 7 (Read w8 30 sym_read_1)))
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(Eq 94 (Read w8 29 sym_read_1)))
(Eq 140 (Read w8 28 sym_read_1)))
(Eq 187 (Read w8 27 sym_read_1)))
(Eq 122 (Read w8 26 sym_read_1)))
(Eq 22 (Read w8 25 sym_read_1)))
(Eq 17 (Read w8 24 sym_read_1)))
(Eq 162 (Read w8 23 sym_read_1)))
(Eq 194 (Read w8 22 sym_read_1)))
(Eq 145 (Read w8 21 sym_read_1)))
(Eq 184 (Read w8 20 sym_read_1)))
(Eq 101 (Read w8 19 sym_read_1)))
(Eq 30 (Read w8 18 sym_read_1)))
(Eq 2 (Read w8 17 sym_read_1)))
(Eq 140 (Read w8 16 sym_read_1)))
(Eq 29 (Read w8 15 sym_read_1)))
(Eq 190 (Read w8 14 sym_read_1)))
(Eq 17 (Read w8 13 sym_read_1)))
(Eq 97 (Read w8 12 sym_read_1)))
(Eq 154 (Read w8 11 sym_read_1)))
(Eq 229 (Read w8 10 sym_read_1)))
(Eq 116 (Read w8 9 sym_read_1)))
(Eq 173 (Read w8 8 sym_read_1)))
(Eq 33 (Read w8 7 sym_read_1)))
(Eq 207 (Read w8 6 sym_read_1))))

SESSION ID MATCH
(Eq 0 (Read w8 38 sym_read_1))

CIPHER MATCH
(And(Eq 19 (Read w8 39 sym_read_1)) (Eq 1 (Read w8 40 sym_read_1)))

EMPTY COMPRESSION
(Eq 0 (Read w8 41 sym_read_1))

REQUIRES VERSION
(And(Eq 0 (Read w8 44 sym_read_1)) (Eq 43 (Read w8 45 sym_read_1)))

VERSION 1.3
(And
(Eq 3 (Read w8 48 sym_read_1))
(Eq 4 (Read w8 49 sym_read_1))
)

REQUIRES KEY SHARE
(And(Eq 0 (Read w8 50 sym_read_1)) (Eq 51(Read w8 51 sym_read_1)))
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