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POPULARVETENSKAPLIG SAMMANFATTNING

Maskininldrningsmodeller som trddensembler — till exempel random forests och gradient
boosting-maskiner — &r grupper av enkla beslutstrad som tillsammans tar béttre beslut 4n varje
enskilt trdd pa egen hand. Dessa modeller presterar ofta béttre 4n till och med avancerade
tekniker som djupa neurala nitverk i manga olika uppgifter. En av deras styrkor dr att beslut-
sprocessen kan forstds av ménniskor, vilket gor dem sérskilt anvandbara i sdkerhetskritiska
sammanhang dér det ar viktigt att kunna lita pa systemets val. Men dessa modeller kan
luras genom sé kallade evasion-attacker, dédr angriparen anvander noggrant konstruerade, sméa
forandringar i indata for att fa modellen att fatta felaktiga beslut. Denna typ av attacker har
studerats ingdende for neurala ndtverk, men har fatt betydligt mindre uppmérksamhet for

tradensembler.

Denna avhandling undersoker bade proaktiva och reaktiva strategier for att skydda tradensem-
bler mot evasion-attacker, en process som kallas evasion hardening. Proaktiva metoder, som
exempelvis omtraning, syftar till att géra modellerna mer robusta mot angrepp. Vi visar dock
att omtraning ofta &r ineffektivt for tradensembler och i vissa fall till och med kan gora dem
mer sarbara. Detta understryker behovet av alternativa forsvarsmekanismer. For att mota
detta utvecklade vi tva nya reaktiva forsvar — Iceman och Maverick — som kan upptécka evasion-
attacker i redan trdnade och driftsatta tridensembler. Dessa system kan identifiera angrepp
oberoende av hur de genererats och krédver inga fordandringar av de underliggande modellerna,

som ofta dr resultatet av omfattande ingenjorsarbete.

Iceman 6vertréaffar befintliga toppmoderna metoder for att upptidcka angrepp mot tradensem-
bler, sdsom OC-SCORE och GROOT. Nackdelen &r dock att Iceman endast fungerar om man i
forvag kianner till den maximala férandring en angripare kan gora i indata, vilket begransar dess
anviandbarhet. For att hantera detta utvecklade vi Maverick, ett fdrsvar som ar sarskilt utformat
for situationer dar denna grins ar okdnd. Maverick uppnar markanta hastighetsforbattringar
jamfort med OC-SCORE samtidigt som den behaller samma prestanda, och fungerar i samspel
med Iceman for att ge en komplett forsvarsstrategi mot evasion-attacker. Sammantaget visar
vara resultat bade de proaktiva metodernas begransningar och den stora potential som reaktiva

metoder har for att stiarka trddensembler mot denna typ av angrepp.

iii



ABSTRACT

Tree ensembles like random forests and gradient boosting machines are widely used machine
learning (ML) models, often outperforming advanced techniques like deep neural networks on
structured tabular data tasks. These models also have interpretable (human-understandable)
structures that enable stakeholders to trace the decision-making process, making them partic-
ularly suitable for use in safety- and security-critical applications where trust in the model’s
behaviour is paramount. Despite these advantages, recent work has shown that they are highly

vulnerable to adversarial examples: carefully perturbed inputs that elicit misclassifications.

These vulnerabilities are especially concerning as ML continues to permeate domains that are
critical to societal functioning. Their seriousness is underscored by legislation such as the re-
cently passed European Union Artificial Intelligence (AI) Act. This act mandates resilience
against Al-specific vulnerabilities like evasion attacks caused by adversarial examples targeting
ML models at inference time. Measures intended to improve resilience against such evasions, of-
ten referred to as hardening, generally involve two strategies: proactive defences, which aim to
make models robust (e.g., adversarial re-training), and reactive defences, which focus on detect-
ing and mitigating evasions at inference time. This thesis examines both strategies; it shows that
proactive methods like model re-training are ineffective for tree ensembles and consequently ad-

vances the state-of-the-art in reactive defences.

In the context of re-training, doubling the training set through targeted data augmentation steps
left accuracy largely unchanged. However, robustness, when quantified using formal verifi-
cation techniques, dropped by 28-82% across two case studies. This indicates that model re-
training alone is ineffective for tree ensembles. To address this, we leveraged formal methods
to develop Iceman, a prototype system that uses counterexample regions which violate the ro-
bustness property to detect evasion attempts. Iceman can detect evasion attacks regardless of the
attack generation process without modifying the underlying tree ensemble. It outperforms the
current state-of-the-art methods in evasion detection, OC-Score and GROOT. Across four case
studies, it improves Matthews Correlation Coefficient scores by 0.20-0.91 and achieves detec-
tion speeds 5-115x faster than OC-Score. In addition, it provides alert filtering and prioritisa-
tion capabilities with over 98% accuracy to address alert fatigue in intrusion detection systems.
However, Iceman’s applicability is limited to scenarios with fixed attacker perturbation budgets,

characterised by pre-defined constraints on the input manipulations that an attacker can apply.

To expand this applicability to unconstrained attacker perturbation budgets, we developed an
additional system, called Maverick, designed to complement Iceman for a better defensive strat-
egy. Just like Iceman, Maverick does not modify the underlying tree ensemble and can detect
evasion attacks regardless of the attack generation process. We prove that Maverick’s core de-
tection mechanism is mathematically equivalent to OC-Score, and present enhancements that
achieve 85-563x speedups over OC-Score while maintaining identical detection performance

and supporting evasion attack diagnostics with over 93% accuracy.
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Chapter One

Introduction

“Son, your ego is writing checks your body can’t cash.”
- Commander Stinger, Top Gun (1986)

This theatrically stark warning against Top Gun aviator Captain Pete "Mav-
erick” Mitchell’s unchecked ambition serves as an apt prelude to the field of
artificial intelligence (AI), which is rapidly transforming modern society. Al
now offers unprecedented opportunities across industries such as healthcare
[1, 2], finance [3], defence [4], and transportation [5]. Yet, as ambition surges
ahead, so too does the risk of unintended consequences when these (mostly)
black-box systems behave in unforeseen ways.

Bridging the divide between what is expected of an Al-based system and
what it will actually do is the very essence of Al safety [6, 7], which can be
defined as ensuring that any harm to humans and the environment result-
ing from the deployment of Al-based systems remains below an acceptable
threshold. In the Al literature, however, this definition of harm is fairly
broad, encompassing aspects such as online content safety, deepfakes, and
the dissemination of misinformation. To this end, this thesis defines Al
safety more narrowly to focus on the harm caused by faulty inputs to Al-
based safety-critical or security-critical systems.

Within the context of this narrowed definition, real-world incidents highlight
the importance of Al safety. In 2018, a self-driving Uber vehicle in Arizona
struck and killed a pedestrian - the first known fatality involving intelli-
gent driving systems. Investigations by the National Transportation Safety
Board (NTSB) revealed that the vehicle’s Al system lacked proper fail-safes
to compensate for human disengagement [8]. In 2023, a Cruise Robotaxi
struck a pedestrian in San Francisco and dragged her approximately 20 feet,
ultimately coming to a stop with its rear wheel resting on her legs. Investi-
gations revealed critical limitations in the vehicle’s programming: it failed
to recognise that a pedestrian was about to be hit in an adjacent lane and
was unable to detect that the pedestrian was being dragged, despite her legs
being partially visible to one of the onboard cameras [9]. These incidents
demonstrate how faulty or incomplete inputs (without any malicious intent)
to Al-based systems can lead to safety violations.



1. INTRODUCTION

Extending this notion of faulty inputs, similar incidents may also arise when
adversaries intentionally manipulate inputs to cause harm. Accordingly,
the definition of Al safety in this thesis also encompasses security attacks
known as adversarial examples [10]. These are inputs deliberately crafted by
malicious actors to deceive machine learning (ML) models into causing a
system to take incorrect or unsafe actions. They are generated by perturbing
the model’s input until misclassifications occur. These perturbations may
be constrained by an attacker’s fixed budget (i.e., pre-defined limits placed
on the attacker’s input manipulation capabilities), as the attack must remain
stealthy and large perturbations could be easily flagged by simple mecha-
nisms such as input filtering or sanitisation. However, the perturbations may
also be unconstrained, allowing the attacker greater freedom to manipulate
the input and influence the output of Al-based systems.

Whether constrained or unconstrained, such adversarial examples can
cause Al-based systems to produce unsafe or unintended outcomes. For
instance, within academic settings, researchers from the University of Penn-
sylvania persuaded a simulated self-driving car to ignore stop signs and
drive off a bridge [11]. Researchers also demonstrated successful attacks
on production-grade autonomous driving software that trigger unnecessary
emergency braking [12] (an action that could be life-threatening in certain
scenarios, such as sudden braking on high-speed roadways). In another
instance, small, innocuous-looking stickers added to a stop sign consistently
fooled a neural network into misclassifying it as a 45 MPH speed-limit sign,
both in controlled lab environments and real-world driving scenarios [13,
14]. These findings demonstrate how security threats (like adversarial exam-
ples) against Al-based systems can cause them to produce safety violations,
highlighting the need for Al security.

Al security, in general, is defined as the process of managing the design,
implementation, and operation of AI models, systems, and data throughout
their lifecycle to reduce the risk of harm, whether from deliberate, unwanted,
hostile or malicious acts, or from failures to act [15]. The practical impor-
tance of Al security is evident from real-world attacks on deployed systems.
For instance, Slack AI was exploited via prompt injection [16], enabling
attackers to trick the assistant into retrieving and leaking confidential data,
such as API keys from private channels [17]. Meanwhile, Microsoft 365
Copilot suffered from a critical zero-click vulnerability known as EchoLeak
(CVE-2025-32711) [18], where a crafted email containing hidden instruc-
tions could cause Copilot to exfiltrate sensitive internal data like emails,
documents, or chat history without any user interaction. Finally, security
researchers demonstrated a prompt injection technique called “Invitation
Is All You Need” [19], where malicious Google Calendar invites injected
hidden commands into Gemini’s context. When the users asked Gemini to



summarise their calendar, the AI executed actions such as activating smart
home devices and geo-locating the user without their consent, revealing how
indirect prompt injections can trigger real-world effects. To this end, this
thesis adopts a more focused definition of Al security, specifically defining
it as defending Al-based systems against adversarial examples crafted to
induce intentional misclassifications.

Such adversarial examples, when directed at ML models, facilitate eva-
sion attacks where the attacker’s goal is to compromise the integrity of the
underlying system by tampering with its core functionality [13]. Recognis-
ing the seriousness of such threats, even global legislation like the recently
passed European Union (EU) Artificial Intelligence (AI) Act! on the regula-
tion of Al mandates the use of technical solutions to ensure cybersecurity
against Al-specific vulnerabilities [20], i.e., solutions aimed at defending the
models. In this context, the set of techniques used to defend ML models
against evasion attacks is collectively referred to as evasion hardening [21].

Although a substantial body of research has explored evasion hardening
for ML models such as deep neural networks (DNNs), tree ensembles have
received considerably less attention. [22]. This is despite tree ensembles
often outperforming DNNs on various tasks involving structured or tabu-
lar data [23, 24]. Furthermore, their interpretable (human-understandable)
structures also make them particularly suitable for safety-critical applica-
tions where trust in the model’s behaviour is paramount. Additionally, they
are well-suited for use in cybersecurity applications [25].

For tree ensembles deployed in cybersecurity applications such as intru-
sion detection systems (IDSs), evasion attacks at runtime can compromise
system integrity by tampering with their intended functionality (of detecting
attacks). Conversely, adversaries can manipulate benign traffic to influence
the IDS’s output, causing it to falsely flag benign activity as malicious,
dramatically increasing the number of false alarms and reducing system
availability. This phenomenon can overwhelm analysts and increase in-
cident response times, a problem commonly referred to as “alert fatigue”
[26]. In both scenarios, the compromised system integrity and inflated false
alarms directly erode user trust and undermine the practical usability of the
system.

In summary, this thesis highlights the urgent need for Al systems, especially
in safety-critical and security-critical domains, to be robust and resilient

1 Regulation (EU) 2024 /1689 of the European Parliament and of the Council of 13 June 2024 lay-
ing down harmonized rules on artificial intelligence (Artificial Intelligence Act) and amending
Regulations (EC) No 300/2008, (EU) No 167/2013, (EU) No 168/2013, (EU) 2018/858, (EU)
2018/1139 and (EU) 2019/2144



1. INTRODUCTION

against such adversarial examples. This ensures that as ML models grow
more powerful and capable, they also grow more robust and resilient, so
that “writing checks” with Al doesn’t force us into liabilities our systems
can’t cash. While robustness quantifies the degree of degradation in system
functionality under input perturbations [27], resilience denotes the maxi-
mum admissible perturbation magnitude that the system can tolerate before
a loss of functionality occurs [28].

1.1 Aim

This thesis aims to advance the understanding of the intertwined nature of
safety and security concerns in Al systems that incorporate ML components,
with a particular focus on tree ensembles. The primary goal is to develop
innovative methods and tools that support safety assurances even in the
presence of security threats targeting Al-based systems. The secondary goal
of this thesis is also to critically challenge longstanding methodologies for
achieving empirical robustness in tree ensembles against noisy inputs or ad-
versarial examples. While this licentiate thesis does not offer complete solu-
tions to the multifaceted challenges at the intersection of safety, security, and
Al, it lays important groundwork toward achieving these objectives. Specif-
ically, it focuses on developing practical tools to enable real-time detection
of evasion attacks in tree-ensemble-based intrusion detection systems. Ad-
ditionally, this thesis seeks to enhance tree-ensemble-based IDSs by incorpo-
rating advanced functionalities designed to prioritize and filter alerts while
also enabling attack diagnostics through the discovery of evasion strategies.

1.2 Research Questions

This thesis is guided by two research questions that challenge longstanding
methodologies for achieving robustness and propose new methods for de-
fending tree ensembles against evasion attacks. The research questions are
formulated as follows:

Q1. How does adversarial re-training impact the accuracy and robustness
of tree ensembles?

In the broader literature, adversarial re-training, or enhancing the
training of ML models such as deep neural networks through data
augmentation, has been widely adopted as the prevalent method for
improving accuracy and robustness [29, 30, 31, 32, 33, 34]. While this
method has also been extensively applied to tree ensembles, at the on-
set of this work, no study had systematically investigated the trade-offs
between accuracy and robustness resulting from the re-training process.



1.3. Included Papers

Q2. How can tree ensembles be defended against evasion attacks that

may occur in real-time?

If evasion attacks cannot be effectively addressed through re-training
(as investigated in Q1), novel methods become necessary to safeguard
against them. However, this task is far from straightforward. Firstly, the
literature on defensive methods is fragmented, with most approaches
targeting specific evasion strategies. This presents a fundamental limi-
tation, as a defence tailored to a particular attack strategy is ineffective
against alternative strategies. Furthermore, evasion attacks can be
crafted under different assumptions regarding the attacker’s budget,
ranging from constrained to unconstrained, depending on the threat
model. Finally, such attacks may occur in real-time scenarios, where
timely detection is critical to the reliable functioning of the applica-
tion (e.g., automotive intrusion detection systems), or in non-real-time
contexts, such as offline facial recognition (to record attendance in
classrooms or workplaces), where timely detection is less critical. In
this context, this research question can be further refined into three
sub-questions as follows:

2a. How can tree ensemble defences be designed to remain effective
regardless of any specific method used to generate evasion attacks?

2b. How can evasion defences be designed to maintain effectiveness
against attackers operating under different perturbation budgets?

2¢. Can evasion defences satisfy the timing requirements of real-time
applications?

1.3 Included Papers

The following is a list of publications included in this thesis:

I

II.

Valency Oscar Colaco and Simin Nadjm-Tehrani. “Formal Verification
of Tree Ensembles against Real-World Composite Geometric Perturba-
tions”. In: Workshop on Artificial Intelligence Safety 2023 (SafeAl 2023) co-
located with the Thirty-Seventh AAAI Conference on Artificial Intelligence
(AAAI). CEUR-WS. 2023. URN: urn:nbn:de:0074-3381~-7. URL:
https://ceur-ws.org/Vol-3381/38.pdf

Valency Oscar Colaco and Simin Nadjm-Tehrani. “Fast Evasion De-
tection & Alert Management in Tree-Ensemble-Based Intrusion Detec-
tion Systems”. In: 2024 IEEE 36th International Conference on Tools with
Artificial Intelligence (ICTAI). Los Alamitos, CA, USA: IEEE Computer
Society, Oct. 2024, pp. 404-412. DOI: 10.1109/ICTAI62512.2024.
00065
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III.  Valency Oscar Colaco and Simin Nadjm-Tehrani. “Real-Time Evasion
Detection in Tree Ensemble Automotive Intrusion Detection Systems”.
In: 2025 IEEE 16th Vehicular Networking Conference (VNC). 2025, pp. 1-
8.DOL: 10.1109/VNC64509.2025.11054177

The publications relate to the research questions as follows: Paper I addresses
Q1, while Papers II and III focus on Q2. The following subsections outline
the thesis contributions along with each author’s contributions in relation to
the three publications above.

1.4 Thesis Contributions

The contributions of this thesis are summarised as follows:

- PaperI challenged the validity of model re-training via data augmentation
as a means of achieving robustness in tree ensembles and presented novel
insights in this regard.

- Paper II presented a specialised (designed for a specific attacker pertur-
bation budget) tree-ensemble-based intrusion detection system called Ice-
man, which advanced the state-of-the-art in terms of evasion detection per-
formance.

- Paper Il presented a generalised (designed to operate under unknown at-
tacker perturbation budgets) tree-ensemble-based intrusion detection sys-
tem called Maverick, which advanced the state-of-the-art in terms of eva-
sion detection speed.

1.5 Author’s Contributions

Publication I: Formal Verification of Tree Ensembles against Real-World
Composite Geometric Perturbations

While I came up with the idea that abstraction functions could be used
to verify tree-ensemble-based, vision-driven systems against composite
geometric perturbations - a concept that trivially extends to adversarial ex-
amples, I also wrote the majority of the paper, designed, and conducted the
experiments. My co-author, meanwhile, also contributed significantly to the
mathematically rigorous formulations (needed for papers with a formal ver-
ification focus) and provided key insights that strengthened the discussion
section, as well as improvements to the verification algorithm and workflow
presented in the paper. My overall contribution to this research was approx-
imately 70%.
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Publication II: Fast Evasion Detection & Alert Management in Tree-
Ensemble-Based Intrusion Detection Systems

I proposed that counterexample regions violating the robustness prop-
erty could be used to effectively detect evasion attacks within an attacker’s
fixed perturbation budget. Since no method existed in the literature to ex-
haustively enumerate these regions in high-dimensional spaces, I developed
a novel approach to address this challenge for tree ensembles. I also wrote
the majority of the paper and designed and conducted the experiments.
My co-author contributed by restructuring and reorganizing the manuscript
into a cohesive and readable format, enhancing the counterexample region
generation algorithm, and improving the verification workflow and system
architecture figures. My overall contribution to this research was approxi-
mately 65%.

Publication III: Real-Time Evasion Detection in Tree Ensemble Auto-
motive Intrusion Detection Systems

From the previous publication, I identified a method in the literature that
could detect evasion attacks in tree ensembles with unconstrained attacker
budgets. However, their approach was extremely costly in terms of inference
times, making it impractical for use in real-time applications. To address this
limitation, I proposed a more efficient method and provided a proof demon-
strating that my improvement was mathematically equivalent to the original
method. For this publication, I proposed the method, developed the proof,
wrote the majority of the paper, and designed and conducted the experi-
ments. My co-author contributed valuable insights to the introduction and
discussion sections and leveraged her extensive expertise in real-time sys-
tems to greatly enhance the paper. My overall contribution to this research
was approximately 80%.

1.6 Thesis Outline

Chapter 2 provides a high-level overview of the related works and positions
this thesis within that context. It also provides the background knowledge
and terminology used throughout this thesis. Chapter 3 summarizes the
main results, highlights how the thesis contributions address the research
questions, and concludes the thesis. Finally, the included publications are
appended at the end in the standardized thesis format rather than in their
original two-column publication style. This change was made as the origi-
nal format’s two-column layout would shrink the text to an unreadable size,
making it unsuitable for inclusion in this thesis.






Chapter Two

Thesis Positioning and Terminology

This chapter provides a high-level overview of related work and positions
this thesis within that context. Before providing that overview, it is essential
to establish a background understanding of decision trees, tree ensembles,
the Verifier of Tree Ensembles (VoTE), evasion attacks, and the precise defi-
nitions of accuracy and robustness adopted in this thesis.

2.1 Preliminaries

This section outlines the theoretical foundations essential for understanding
the key concepts central to this thesis.

2.1.1 Decision Trees

Decision trees are machine learning models that make predictions by learn-
ing hierarchical if-then rules through recursive partitioning of the input
space. They are commonly trained using CART (Classification and Regres-
sion Trees) algorithms [38]. A decision tree implements a prediction function
t : X" — IR™ that maps disjoint sets of points X; < X" to a single output
yie R", ie,

(]/1,1/ e yl,m) ifxe Xl

HFx) =4 ¢

(yk,lr e yk,m) lf X e Xk
k
Where k is the number of disjoint sets and X" = J X;
i=1

The n-dimensional input domain X" includes elements X as tuples in which
each input variable x; captures some feature of interest of the system [39].
In this thesis, we only consider binary trees in which each decision node
uses a single input variable with a linear decision function, a structure called
univariate hard decision trees by Irsoy et al. [40]. State-of-the-art implemen-
tations of tree ensembles like scikit-learn [41], CatBoost [42], and XGBoost
[43] typically use univariate hard decision trees.
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2.1.2 Tree Ensembles

Decision trees suffer from a phenomenon called overfitting, in which the
models tend to memorise the training data instead of learning the patterns
associated with the data to make generalised predictions. To counteract
these issues, Breiman [44] proposed Random Forests.

A random forest f : X" — IR" is an ensemble of B decision trees that
produces outputs by averaging the values emitted by each individual tree,

ie.,
B
1
=5 2
Where t, is the prediction function of the b*" tree in the ensemble.

Random forests create multiple decision trees using random subsets of
the data and features, then aggregate their predictions through a process
known as bootstrap aggregation [45], or bagging. This approach helps re-
duce variance by averaging out the individual tree predictions, making the
model less sensitive to noise in the training data and mitigating overfitting.
In contrast, gradient-boosting machines build trees sequentially (except for
XGBoost, which constructs trees in parallel), with each new tree correcting
the errors of the previous trees. This process, also known as boosting [46],
creates multiple weak learners and reduces bias, thereby addressing under-
fitting, a situation where a trained model is too simple to meaningfully (and
accurately) capture the underlying patterns present in the data.

2.1.3 Classifiers

Decision trees and tree ensembles can be used as classifiers to categorise sam-
ples from an input domain into one or more classes and assign each sample
a label unique to its class. Let f(X) = (y1, ..., Ym ) represent a model trained to
predict the probability y; associated with a class i within disjoint regions in
the input domain, where m is the number of classes. A classifier f.(¥) may
then be defined as,
fe(x) = argmax y;
1

In this thesis, we only consider classifiers that map each point from an input
domain to exactly one class.

2.1.4 The Verifier of Tree Ensembles (VoTE)

The Verifier of Tree Ensembles (VoTE) [39] is a formal verification tool-suite
specifically designed for tree ensembles, enabling the assessment of their

10
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compliance with user-defined properties. Built upon the principles of ab-
stract interpretation, the tool consists of two main components: the VoTE
Core and the VoTE Property Checker. The VoTE Core takes as input an
instance of a tree ensemble classifier (f.) along with an input region (X").
Simultaneously, the Property Checker receives a user-defined property ('),
which serves as the key criterion for the verification process. The VoTE

Input (X")

Tree
E

T
\/\ ﬂ/—‘

Desirable

VOTE Property N ;

Property (%) Abstract Pass / Fall

pecty Mappings | |  Checker

T i

Figure 2.1: Verification workflow of the Verifier of Tree Ensembles [39, 36]

Core then partitions the input region into abstract mappings (X;, Y;), where
X; € X" denotes a precise input region and Y, is a conservative approxima-
tion of the output from f. with respect to Xj, i.e., Y; 2 {f¢(X) : ¥ € X;}.

These abstract mappings are then individually evaluated against the speci-
fied property. If all mappings satisfy the property, the verification outcome
is reported as Pass. Conversely, if any mapping violates the property, the
outcome is Fail. However, since abstract interpretation, in general, is not
complete, sometimes an abstraction can be too conservative to provide a
conclusive outcome. In such cases, the verification outcome is reported as
Unsure, prompting the VoTE Core to refine the abstraction by further subdi-
viding it into finer mappings before re-evaluation. The overall workflow of
VoTE is illustrated in Figure 2.1.

2.1.5 Accuracy

A classifier (f.) with respect to an input (X) is considered accurate if its pre-
diction matches the ground truth label (), that is, if:

fc(y) =1

It is important to note that this notion of accuracy is defined at the level of a
single input point, and in practice, accuracy level is typically measured over
a test or validation set, and this definition can be readily extended to such
sets, e.g., for labelled samples, (X,1) € (Xtest, Ytest) as:
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{(x,1) € (Xiest, Ytest) : fe(X) =1}

accuracy = |Xtest |

Where | - | is the set cardinality. When assessing classifiers over a region sur-
rounding a given input, this pointwise definition (of accuracy) is insufficient.
A stronger definition, suitable for regions, adopted in this thesis, is intro-
duced in the following subsection.

2.1.6 Robustness

While definitions of robustness vary across the literature, in this thesis,
we define robustness as the ability of a machine learning model to with-
stand noisy inputs or adversarial examples without a loss of its intended
functionality. This definition is closely aligned with the one proposed by
Tornblom et al. [39]. While their formulation primarily considers robust-
ness in the context of noisy inputs, it can be trivially extended to include
adversarial examples as well. The key distinction lies in the perturbation
mechanism: noisy inputs perturb the input data randomly within a given
budget, whereas adversarial examples are algorithmically crafted to inten-
tionally elicit misclassifications. To this end, if the system is exhaustively
evaluated against all noisy perturbations within a given budget, robustness
against adversarial perturbations (within that same budget) is automatically
covered. In essence, adversarial perturbations can be regarded as a subset
of noisy perturbations, and any property that holds for noisy perturbations
within a given budget will also hold for adversarial perturbations when
analysed through exhaustive enumeration approaches, e.g., formal meth-
ods. The distinction between the types of perturbations (within a given
budget) is illustrated in Figure 2.2.

In this context, this thesis defines robustness in terms of input-output
mappings. By specifying an input region - consisting of an input point and
a perturbation region definition around it, and the corresponding expected
output, we can determine whether the classifier is robust (with respect to
that input region). Formally, let f; be a classifier subject to verification, ¥ an
n-dimensional input sample with label [, € € IR-( a robustness margin, and
A= {6eR: —e < < €} the set of allowable perturbations. If § is an n-tuple
of perturbations drawn from A, then the classifier is robust with respect to x
and A if and only if:

Voe A", fo(x) = fo(x+96) =1 (2.1)

As before, this definition can be easily extended to compute robustness
over an entire test or validation set. The € can also be used to represent
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the attacker’s perturbation budget, transforming equation 2.1 into a defini-
tion quantifying classifier robustness against adversarial perturbations, also
known as adversarial robustness.

Legend

] + EEE Decision Boundary

mmmm Attack Class

== + Benign Class

2 Adversarial
Perturbation Region

% + Random Noise
Perturbation Region

Figure 2.2: Types of Perturbations within a given budget (¢)

In this work, the definition in equation 2.1 is extended even further to
include semantically-aware perturbations, where separate upper and lower
perturbation bounds can be applied to the individual features. This exten-
sion is necessary because the thesis also addresses security applications,
where perturbations become more complex. For example, in network data,
modifying a feature such as a port number (e.g., changing port 22 to another
value) could cause the packet to be rejected (due to blocked ports), thereby
invalidating the adversarial example altogether. In this context, allowing
separate € values per feature enables the modelling of perturbations that are
more likely to be realistic and semantically valid.

To illustrate what such perturbations look like in a practical setting, con-
sider a running example from an in-vehicular network intrusion detection
use case. Note that this example is provided for explanatory purposes only.
Specifically, Figure 2.3 shows a tree ensemble model trained on CAN (Con-
troller Area Network) data.

When the sample CAN message is passed to the tree ensemble, the model
output is classified as an attack, as shown in Figure 2.4.
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Tree Ensemble

A

Tree 1 Tree 2

Sample CAN Message
Inter-arrival time (At) Arbitration ID (AID) Data Ground Truth Tree Ensemble Prediction
20 pus 30 15 Attack

Figure 2.3: Tree Ensemble Model trained on CAN Data

Tree Ensemble

A

Tree 1 Tree 2

Sample CAN Message
Inter-arrival time (At) Arbitration ID (AID) Data Ground Truth Tree Ensemble Prediction
20 ps 30 15 Attack Majority (@, ® . @) = @ (Attack)

Figure 2.4: Tree Ensemble Model Prediction Mechanism

However, if one of the features, namely, the inter-arrival time, is manipu-
lated (for instance, by simply delaying the message), the prediction from the
tree ensemble completely flips, as shown in Figure 2.5.

This kind of stealthy manipulation exemplifies how adversarial examples
are constructed in practical settings. Note that modifying other features - for
instance, the data field - would likely cause the CAN checksum mechanism
to fail and the message to be rejected, which would negate the intended
purpose of the adversarial example.

2.1.7 Evasion Attacks

An evasion attack is an intentional manipulation of input samples at infer-
ence time with the goal of causing a trained classifier f. to misclassify them,
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Tree Ensemble
A

Tree 1 Tree 2 Tree 3

AID > 25

Sample CAN Message
Inter-arrival time (At) Arbitration ID (AID) Data Ground Truth Tree Ensemble Prediction
20 ps + 5 ps (delay) 30 15 Attack Majority (@, ® , ®) = @ (Benign)

Figure 2.5: Tree Ensemble Model Prediction Flip due to Stealthy Manipulations

without altering the classifier itself. Formally, given a classifer f. and an in-
put X with ground truth label /, an adversary seeks to perturb the input into
%' = X + J such that:

fe(®) =1Afe(X) #1

Where ¥’ is known as an adversarial example, and ¢ is a tuple of perturba-
tions crafted under constraints (like €) that limit its magnitude to maintain
plausibility and stealth. Building on the CAN example from the previous
subsection, Figure 2.6 illustrates how evasion attacks, enabled by adversar-
ial examples, can bypass detection mechanisms while retaining their under-
lying malicious logic. In this example, the perturbation budget (¢€) for the
Data and AID fields is set to 0, while the € values for At lies in the range
0 < € <5, indicating that packets can be delayed by up to 5us.

Sample CAN Message

Inter-arrival time (At) Arbitration ID (AID) Data Ground Truth Tree Ensemble Prediction

20 ps 30 15 Attack Majority (@, ® , @) = @ (Attack)

Normal Sample

Sample CAN Message

Inter-arrival time (At) Arbitration ID (AID) Data Ground Truth Tree Ensemble Prediction
20 ys + 5 ps (delay) 30 15 Attack Majority (@, @ . ®) = @ (Benign)
T Adversarial Example T
Stealthy Evasion of Detection
Manipulation Mechanism

Figure 2.6: Evasion Attacks facilitated by Adversarial Examples
Evasion attacks can be either targeted, wherein the adversary aims to induce
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the classifier to output a specific desired class label, or untargeted, where the
objective is merely to cause a misclassification regardless of the output la-
bel. Hardening machine learning models against evasion attacks generally
involves two strategies. Reactive defences focus on detecting and mitigating
evasions, while proactive defences aim to design models inherently robust
to evasions through techniques such as adversarial re-training. This thesis
examines both approaches. In particular, it provides key insights into why
certain proactive methods, such as adversarial re-training, may be unsuitable
for defending tree ensembles. It also advances the state-of-the-art in reactive
defences by proposing novel methods to detect evasion attacks more effec-
tively in diverse scenarios. The upcoming sections place these contributions
in the context of the wider literature and discuss them in greater detail.

2.2 Trade-Offs Between Accuracy and Robustness

Proactive defences, which aim to make machine learning models robust
against adversarial examples - such as adversarial re-training, have long
been regarded as a key strategy for hardening these models against eva-
sion attacks. While extensively studied and empirically shown to enhance
robustness in neural networks, as reflected by numerous publications [29,
30, 31, 32, 33, 34] in top conferences and forums - it can come at the cost
of reduced performance on clean, unperturbed samples [47], potentially
undermining the very purpose of the trained model. Since this thesis deals
with tree ensembles, which do not possess gradients, numerous methods
commonly used for neural networks are not directly applicable. Instead,
the following adversarial re-training techniques have been proposed for tree
ensembles.

Kantchelian et al. [21] present a technique called adversarial boosting that
hardens a tree-based model by augmenting the training set of each boosting
round with evading instances. Chaitou et al. [48] proposed a method to
improve adversarial training by directing it to focus on the best evasion can-
didates (samples whose adversarial neighbourhood included a sample from
the original dataset). Ji et al. [49] presented a method called DEEPARMOUR
based on feature reconstruction, weighted voting and adversarial re-training
for robust malware classification. Vitorino et al. [50] pursued an adversarial
realism paradigm (in terms of perturbations) and proposed the use of adver-
sarial training for robust tree-based models. Li et al. [51] proposed a robust
learning framework called RAD based on iterative re-training with adver-
sarial examples to boost evasion robustness of learning algorithms against
evasion attacks. Zenden et al. [52] provided a method based on adversarial
re-training for robust intrusion detection in in-vehicular networks. While
these approaches provided empirical improvements in robustness, they did
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not investigate the implications of the altered decision boundaries resulting
from adversarial re-training. This aspect is particularly important for tree
ensembles that could potentially be deployed in safety-critical applications,
which demand formal (mathematically rigorous) arguments for operational
safety. To address this knowledge gap, Paper I in this thesis leveraged for-
mal verification, which here refers to mathematically checking whether tree
ensembles satisfied specified properties. Using this approach, the paper pre-
sented novel insights into the trade-offs between accuracy and robustness in
the presence of such modified decision boundaries.

2.3 Hardening Tree Ensembles against Evasion Attacks

Apart from adversarial re-training, several defences for hardening tree en-
sembles against evasion attacks have been proposed in the literature.

Model Enhancements: Chen et al. [53] proposed a booster-fixer train-
ing framework for enforcing security properties in classifiers. Their ap-
proach followed a counterexample-guided inductive synthesis (CEGIS) [54]
paradigm in which counterexamples generated during the formal verifica-
tion process were used to optimise the models until the robustness property
was eventually satisfied. Vos et al. [55] proposed a method called robust
re-labelling (based on finding the minimum vertex cover of bipartite graphs)
that optimally changed the prediction labels of decision tree leaves to max-
imize adversarial robustness. Pashamokhtari et al. [56] proposed the use
of patching (adding an additional check on the upper bound of the feature
associated with a leaf node) for improved resilience of decision trees against
adversarial volumetric attacks. Yang et al. [57] proposed a weighted random
forest method based on randomization to improve robustness of tree-based
models against evasion attacks. Also, a considerable body of work exists on
training robust decision trees and tree ensembles against evasion attacks [58,
59, 60, 61, 62, 21].

Adversarial Example Detection: Yang et al. [63] proposed a framework
called ML-LOO to detect adversarial examples through thresholding a scale
estimate of feature attribution scores. Smutz et al. [64] proposed an approach
based on the mutual agreement analysis of the individual votes within an
ensemble of learners to detect evasion attacks. Lecuyer et al. [65] proposed
a certified defence based on differential privacy to detect adversarial exam-
ples. Devos et al. [66] proposed a method called OC-SCORE to detect evasion
attacks in tree ensembles by analysing the set of leaves activated by the
adversarial example in the ensemble’s constituent trees.

Ensembling and Other Methods: Apruzzese et al. [67] presented a method
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called APPCON, which is an ensemble of application-specific detectors to mit-
igate evasion attacks against ML-based intrusion detectors. In another paper
[68], they presented a method based on defensive distillation to harden ran-
dom forest cyber detectors against adversarial attacks. Similarly, in [69], they
proposed a countermeasure against evasion attacks called feature removal
which reduced the attack severity, but also affected the detector performance
in scenarios that were not subject to evasion attacks. Izmailov et al. [70] pre-
sented a method based on combinatorial diversification of classifiers along
with fusion randomization for defending against evasion attacks. Nguyen
et al. [71] presented a robust scheme for intrusion detection based on an
enhanced robust decision tree and a tabular deep learning model. Mikhail et
al. [72] proposed an approach called PROCMONML, which generated behav-
ioral host-based analytics designed to enhance resilience against adversary
evasion, thereby raising the evasion cost for attackers.

While the aforementioned approaches provided incremental improvements
in evasion hardening for tree ensembles, they were superseded by two meth-
ods: GROOT [58] and OC-SCORE [66], which represent the state-of-the-art in
proactive and reactive defences, respectively. In this context, papers Il and I1I
sought to advance these methods by improving both their evasion detection
performance and speed. GROOT was fast since it only required executing a
tree ensemble. However, its robust splitting criteria would sometimes over-
enlarge class regions depending on the proximity of training samples to the
decision boundaries, leading to an increased number of misclassifications on
the test samples. Moreover, it was limited to scenarios with fixed (known)
attacker perturbation budgets. In contrast, OC-SCORE did not modify the
tree ensemble decision boundaries and could operate under unconstrained
or unknown perturbation budgets but suffered from the critical limitation
of high prediction times. These issues rendered both GROOT and OC-SCORE
unsuitable for use in time-sensitive critical applications where attackers
could use a wide range of perturbation strategies. To address this, Papers II
and III improve and extend upon these methods, making them applicable in
the aforementioned scenarios while also providing additional capabilities to
strengthen the evasion attack analysis.
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Chapter Three

Thesis Summary

This chapter provides a summary of the research conducted in this thesis.
It begins by presenting the main findings and concludes by addressing the
research questions. Additionally, it reflects on future directions while high-
lighting the challenges that remain in advancing this line of research.

3.1 Summary of Results

While detailed results from each paper are provided in the appended pub-
lications, this section highlights the key findings that address the research
questions in the context of this thesis.

Paper I: We observed a significant discrepancy between the accuracy and
robustness (quantified through formal verification) of tree ensembles, specif-
ically random forests and gradient boosting machines. In both case studies,
despite doubling the size of the training set using composite geometric per-
turbations, perturbations that were expected to be encountered during the
verification stage, the reductions in robustness were substantial. While data
augmentation had little impact on model accuracy, the robustness drops
were staggering: for the Handwritten Digit Recognition [73] case study,
random forests experienced decreases of 37-82%, and gradient boosting
machines saw reductions of 36-71%. Similarly, in the Handwritten Charac-
ter Recognition [74] case study, robustness decreased by 28-51% for random
forests and 35-71% for gradient boosting machines. These findings indicated
that data augmentation alone was insufficient for enhancing the robustness
of tree ensembles, highlighting the need for alternative approaches.

Paper II: We presented our specialised defence, called Iceman and compared
it with two existing approaches, OC-SCORE [66] and GROOT [58]. Our re-
sults demonstrated that Iceman effectively defended tree ensembles against
evasion attacks while maintaining a balanced classification performance,
measured using the Matthews Correlation Coefficient (MCC) [75]. Across
four case studies related to safety and security, Iceman improved MCC scores
by 0.20-0.91 compared to GROOT and by 0.02-0.79 compared to OC-SCORE.
In terms of prediction time, while GROOT was the fastest method, requiring
only the execution of a tree ensemble, Iceman was 5-115x faster than OC-
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SCORE. Additionally, Iceman offered capabilities beyond evasion detection,
including alert filtering and prioritisation in intrusion detection systems,
achieving an accuracy exceeding 98%. While these results advanced the
state-of-the-art, Iceman was limited to scenarios with a fixed attacker pertur-
bation budget. This limitation highlighted the need for alternate approaches
that could complement Iceman in scenarios where the attacker’s perturbation
budget was unknown.

Paper III: To address the need for an approach to complement Iceman
(from Paper II) in scenarios where the attacker’s perturbation budget was
unknown, we improved upon the OC-SCORE method. In this context, we
presented a generalised defence called Maverick that maintained an identical
evasion detection performance to OC-SCORE while achieving speedups of
85-563x, making it suitable for time-sensitive, real-time applications such
as automotive intrusion detection systems. Moreover, Maverick could also
contribute to the evasion attack diagnostic process, achieving an accuracy
exceeding 93%.

3.2 Conclusion and Future Works

As outlined previously, this thesis seeks to critically challenge the validity
of model re-training for ensuring robustness in tree ensembles against noisy
inputs or adversarial examples, while proposing novel defences against eva-
sion attacks that advance the state-of-the-art. In this context, the answers to
the research questions are as follows:

Q1. How does adversarial re-training impact the accuracy and robust-
ness of tree ensembles?

Model re-training via data augmentation provided modest improve-
ments in accuracy. However, robustness decreased in most exper-
iments, suggesting that re-training may inadvertently make the
construction of adversarial examples easier for attackers. This oc-
curs because the re-training process creates jagged (overly complex)
decision boundaries, so augmented samples are classified correctly,
but the majority of original samples become vulnerable to misclassi-
fications through perturbations. This explains the substantial drops
in robustness and shows that model re-training does not achieve its
intended defensive purpose.

An instance of this phenomenon is illustrated in Figure 3.1. Con-
sider a tree ensemble model with a simple decision boundary (before
re-training) and two sets of inputs. Initially, the model achieves
100% accuracy. However, when model robustness is quantified for
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Q2a.

the attack class by defining margins around the attack samples, the
measured robustness is about 70%. Including samples (from both
attack and benign classes) that violate the robustness property in the
augmentation process makes the tree ensemble’s decision boundaries
more jagged (after re-training), as the model adjusts to fit these new
points. While the accuracy still remains at 100%, the new decision
boundaries now encroach into the robustness margins of the original
attack samples. Consequently, the model robustness for the attack
class decreases from 70% to 30%. This reduction in the robustness
margins lowers the perturbation magnitude (required to cross the
decision boundaries), thereby decreasing the practical effort needed
to craft adversarial examples.

Legend
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Figure 3.1: Robustness Impacts due to Model Re-training

How can tree ensemble defences be designed to remain effective
regardless of any specific method used to generate evasion attacks?

Tree ensemble evasion defences can be designed to remain indepen-
dent of specific attack generation strategies through two approaches:

— Identification of counterexample regions: This approach involves
determining regions in the model’s input space that are vulnera-
ble to evasion attacks, which requires prior knowledge of the at-
tacker’s budget. Once the budget is known, formal verification
tools such as VOTE, based on abstract interpretation, which oper-
ate on regions rather than individual points (like SMT/MILP), can
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Q2b.

Q2c.

22

be used to enumerate these counterexample regions that violate
the robustness property. By exhaustively enumerating all such re-
gions, the resulting defence becomes independent of specific eva-
sion strategies. This is because any evasion attempt (crafted using
the same budget as the one used to enumerate the counterexample
regions) capable of flipping a classification will likely fall within,
or close to, these counterexample regions.

— Analysis of reached leaf nodes: Adversarial examples, irrespec-
tive of their generation method, tend to traverse unusual paths in
tree ensembles compared to correctly classified normal samples.
This occurs because normal samples typically reach leaves that are
strongly predictive of a single class, whereas small perturbations
in the input can redirect them to rarely visited leaves. By quanti-
fying the discrepancy between the leaf nodes reached by normal
samples and those reached by adversarial examples, evasion at-
tempts can be detected. This approach requires no knowledge of
the attacker’s perturbation budget.

How can evasion defences be designed to maintain effectiveness
against attackers operating under different perturbation budgets?

Evasion defences for tree ensembles can maintain effectiveness across
different attacker budgets through a combination of specialised and
generalised defensive strategies. Specialised defences (like Icernan
from Paper II), tailored to a specific perturbation budget, tend to
perform well under those conditions but degrade significantly when
the attacker exceeds that budget. Generalised defences (like Maverick
from Paper III), on the other hand, make no assumptions about the
attacker’s budget and therefore offer broader protection across mul-
tiple perturbation budgets, though typically with lower effectiveness
for any single budget. A hybrid approach leverages both specialised
defences to deliver strong protection when the attacker’s budget is
known or can be estimated with a fair degree of certainty, while gen-
eralised defences safeguard in scenarios where the attacker’s budget
is unknown, thereby compensating for each other’s limitations.

Can evasion defences satisfy the timing requirements of real-time
applications?

Evasion defences for tree ensembles can satisfy the timing require-
ments of real-time applications like CAN-based automotive intrusion
detection systems (as shown in Papers II and III) through a combina-
tion of simple distance measurements (between a counterexample
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region and an incoming vector) and ML-based inference. These
techniques effectively replace costly, time-intensive prediction mech-
anisms, enabling real-time evasion detection without compromising
detection accuracy.

Regarding future works, a fundamental question remains: why are tree en-
sembles even vulnerable to adversarial examples? The answer likely lies in
the way these models are constructed, where feature values are used to it-
eratively split the input space until the decision trees in the ensemble are
formed. This process does not incorporate context-specific information about
the intricate and complex relationships among the input features. By mod-
elling such contextual information, it may be possible to augment tree en-
semble models with the capability to understand and reason about the input
before making predictions. This could also enable models to abstain from
making uncertain predictions. Insights from cognitive science, particularly
studies on how human brains extract invariant features while ignoring noise
[76, 77], could guide the development of such capabilities. A simple exam-
ple would be augmenting models with the reasoning behind how humans
can correctly recognise perturbed digits, whereas tree ensembles often make
very confident but incorrect predictions under similar perturbations. This
could potentially advance the safe and secure, real-world deployment of tree
ensembles in safety-critical and security-critical applications.
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