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Abstract

Chameleon Hash Functions (CHF) allow authorized entities to modify the input
message without altering the hash value. Hence, by using a CHF in a digital signature
scheme i.e. a chameleon signature scheme, authorized entities may alter signed messages
without corrupting the signature. Communication protocols using chameleon signature
schemes have not been extensively evaluated related to performance, especially not in
real-world environments. In this thesis, a CHF and a communication protocol using
said CHF are implemented. The protocol implementation is evaluated in a public cloud
environment to investigate how the chameleon signature scheme affects the performance
of the protocol. The protocol implementation is compared against a protocol using
conventional digital signatures. The results show that the chameleon signature scheme
reduces the network overhead while increasing the computational overhead of the protocol.
Furthermore, the results show that the computational overhead of the chameleon signature
scheme increases with the security parameter. However, by setting the security parameter
such that an adequate level of security is achieved, the communication protocol using the
CHF performs better than the protocol using the conventional digital signature scheme.
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Introduction

Ever since its creation, the RSA digital signature scheme has enabled the signing and
verification of messages [22]. By using such digital signatures communicating nodes can
trust that received messages have not been tampered with and originated from the correct
node |16]. However, networking concepts such as edge computing can benefit from modifiable
signatures |7]. Chameleon signature schemes provide the possibility to alter signed messages
while preserving the digital signatures, to authorized modifiers. This can potentially alleviate
cloud and edge nodes of additional computations as well as reduce the amount of data being
transmitted. However, performance evaluations of chameleon signature schemes are limited
and unclear in the available literature.

1.1 Motivation

For example, consider a vehicle equipped with a camera, connected to other vehicles in a
Vehicle Edge Computing (VEC) network. The camera has recorded a bicyclist who might
cross the road dangerously. To reduce the risk of an accident, the collected data should
be communicated to nearby vehicles. However, to preserve privacy, the identifying traits of
the cyclist must be blurred before distribution. As such, the image processing task will be
delegated to an edge server that will complete the task and distribute the data. Collisions with
the cyclist are avoided while preserving privacy. However, no vehicle should act on the data
without verifying its authenticity or integrity. Neglecting to do so provides an opportunity for
a malicious entity to control the behavior of the vehicle potentially. In other words, the data
are sent from the actual vehicle and have not been modified by another entity other than the
edge server. Digital signatures can provide both authenticity and integrity [16].

Let us consider the scenario in the previous paragraph again, with the additional criteria
that all data should have a digital signature of the vehicle that collected the data. Now the
vehicle has to create two digital signatures every time it needs to distribute an image with
privacy-preserving processing. Firstly, the unprocessed image has to be signed and sent to
the edge server. Secondly, the blurred image has to be signed before distribution, since the
image has been altered and its corresponding signature invalidated. To reduce the number of
transmissions and the additional computation on the vehicle, the edge server could create a new
signature after processing. However, this would require the edge server to access the signature
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keys of all vehicles, effectively creating a single point of failure. Additionally, it demands that
all vehicles trust the edge server enough to share their secrets which is unrealistic.

An alternative approach is to use a chameleon signature scheme, a special case of the
hash-and-sign approach of digital signatures where the hash function used is a chameleon hash
function [14]. Chameleon hash functions (CHF) allow designated entities to find collisions. As
such, an edge server can modify an image without modifying the image hash. If the image
hash is not modified, then the corresponding signature is still valid. Thus, the vehicle does
not have to re-sign the image. Using a chameleon signature scheme reduces the number of
signatures created and the number of messages transmitted. However, it is not clear that using
a chameleon signature scheme will lead to increased performance in communication networks,
as, to the best of our knowledge, there are no studies evaluating the performance of chameleon
signatures in communication protocols in a real-world environment.

1.2 Aim

This thesis aims to determine the performance impact of using chameleon signature schemes.
Specifically, to determine the performance impact of chameleon signature schemes when a
signed message requires modifications by an external entity before distribution, e.g. the
scenario described in section [1.1} The goal is to implement a chameleon signature scheme
and a protocol using it. A performance evaluation of nodes, deployed in a cloud environment,
communicating through the implemented protocol will be conducted.

1.3 Research questions

The following research questions have been formulated to examine the performance of
chameleon signature schemes:

RQ1: How does the chameleon signature scheme affect the efficiency of authenticated data
distribution with modifications?

RQ1.1: How does the chameleon signature scheme affect the computational overhead per
node in the network?

RQ1.2: How does the chameleon signature scheme affect the network overhead?

To enable answering the main question, two sub-questions have been created. FEach
sub-question focuses on a specific metric related to efficiency.

1.4 Approach

A CHF function is selected based on available literature and then implemented. Furthermore,
a simplified version of the Modifiable Message Exchange Protocol (MoMEP) is implemented
using the CHF implementation. In short, MoMEP uses chameleon signatures to enable
messages to be modified while maintaining accountability. The adaption and implementation
of MoMEP, which we will refer to as the CHF protocol (CHP), is the subject of evaluation.
As a means of comparison, two baselines are created using conventional digital signatures. To
evaluate the performance of CHP, the factorial experiment design is used [11], with the security
parameter and the message size as factors. Furthermore, performance data is collected from
protocol executions by multiple nodes in a cloud environment.

1.5 Contributions

e An implementation of a protocol relying on a chameleon signature scheme.
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¢ Performance data of a chameleon signature scheme from a real-world environment.

e An extended understanding of the viability of chameleon signature schemes.



Background

This chapter covers the necessary theoretical concepts in the thesis. Firstly, the purpose
of using hash functions together with digital signature schemes is explained. Secondly, the
fundamentals of CHFs and a brief overview of the different levels of collision resistance for
CHFs is described. Thirdly, the part of MoMEP that provides the foundation of CHP, which
is covered in detail in chapter |4} is introduced. Finally, the Kruskal-Wallis test is explained
since the output of the test is used frequently in chapter [6]

2.1 Digital Signature Performance

Digital signatures are based on public key cryptography and do not scale well with increased
message size [16]. A common way to improve the efficiency of digital signatures is the
hash-and-sign approach [16]. Instead of signing the entire message, a hash function is used
with the message as input to produce a fixed-length output that can be signed. By applying
the hash function to the message before signing, the cost of computing the digital signature
is reduced. However, when the message is updated, the owner of the signing key needs to
recompute the hash and sign it again.

2.2 Chameleon Hash Functions

This is an abstract description of a CHF based on the initial proposal by Krawczyk et al. [14].
A CHF supports three functions: create__hash, find_ collision, and create__keys. A user of
a CHF needs two keys: one public hashing key and one secret key. These keys are acquired
through the create_ keys function and are needed as input to the other functions.

Given the security parameter A\, the create_keys eq. returns one public key for
creating hash values, and one secret key for finding hash collisions.

create__keys(\) — (key, secret__key) (2.1)

Given the public key, a message, and a random value, the create__hash eq. (2.2]) returns
the hash value.
create__hash(key,m1,m1) — hash (2.2)
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Given the secret key, the new message, the original message, and the random value used to
create the hash value of the original message, the find_collision eq. (2.3]) returns the random
value for which the new message and the original message produce the same output in eq. (2.2).

find__collision(secret__key, ma,m1,71) = 79 (2.3)

The CHF is designed in such a way that it is computationally unfeasible to find a collision
for a message unless the user is in possession of the secret key. If the user is in possession of
the secret key, then it should be computationally simple to find a collision. However, Ateniese
and Medeiros [3] found that the definition proposed by Krawczyk and Rabin |14] suffers from
the key-exposure problem, which means that an adversary only needs to observe one collision
in order to retrieve the secret key.

2.3 Chameleon Hash Function Collision Resistance

Derler, Samelin, and Slamanig [6] formalize the notion of collision resistance for CHFs such that
a CHF can have either: weak collision resistance (W-CollRes), extended collision resistance
(E-CollRes), standard collision resistance (S-CollRes), or full collision resistance (F-CollRes).
CHFs with W-CollRes allow an adversary to derive the secret key used after observing one
collision. The original CHF proposed by Krawczyk and Rabin [14] is W-CollRes.

2.4 Modifiable Message Exchange Protocol

The Modifiable Message Exchange Protocol (MoMEP) enables authenticated data distribution
with delegated modifications [8]. Through the use of a chameleon signature scheme, designated
Modifier nodes can alter signed messages while keeping the signature intact. Figure
illustrates an exchange between three nodes using MoMEP.

Signer Modifier Recipient

TLS connection TLS connection

@D ch = chamh(d, Pky)
sig = sign((ch|IDg), Ltks)

@ (d,1Dsg, sig)

>

® ch’ = chamh(d, Pkyy)
verify(sig, (ch’|IDg), Pks)
d’ = mod(d, Ltky)

@)(d’, IDs, sig, IDs, Pkg, sig

N

® ch” = chamh(d’, Pkyy)
verify(sig, (ch”|IDg), Pks)

—  m—— —

Figure 2.1: Sequence diagram of the message transmission phase of MoMEP, A-alternative,
in which the modifier alters data. Permission to use obtained from Reyhane Falanji.



2.5. Kruskal-Wallis H Test

2.5 Kruskal-Wallis H Test

The Kruskal-Wallis H Test tests whether samples originate from the same distribution or not
[15]. It is a non-parametric test, meaning that the test makes no assumptions about the
underlying distribution. The null hypothesis of the test is that all samples originate from
the same distribution. The output of the test is referred to as the test statistic or H value.
Generally, large values for the test statistic lead to a rejection of the null hypothesis. However,
depending on the number of samples and observations per sample, different approximations
can be made for what the test statistic should be if all samples originate from the same
distribution.

The SciPy implementation of the Kruskal-Wallis H test returns the test statistic and a
p-value [26]. The p-value, signifies the probability that the test statistic is in line with the
approximated distribution. The lower the p-value, the lower the probability of observing such
different distributions without rejecting the null hypothesis.



Related Work

CHFs have existed for over two decades, and their performance has been evaluated in both
studies proposing new CHFs and studies using CHFs. However, most performance evaluations
are limited in scope, focusing on the time it takes to execute on a single device. Generally,
the studies place more emphasis on security rather than performance. With that said, this
chapter covers the most relevant studies to this thesis.

3.1 Performance Evaluation of CHF in the Blockchain

One application of CHFs is a redactable blockchain, first proposed by Ateniese et al. [1]. A
redactable blockchain is a blockchain that can be modified by a selected group of entities.
Allowing alterations of a blockchain is orthogonal to the concept itself, that data only can
be appended. Nevertheless, the authors argue that some blockchain applications can benefit
from allowing modifications. An example of such a modification is removing illegal content
stored on the blockchain. Furthermore, the authors identify an issue with the CHF proposed
by Krawczyk et al. |[14]. The issue is that an adversary only needs to observe one CHF collision
in order to determine the secret key used. To enable the use of CHF in this application, the
authors devised a new CHF with extended collision resistance. With their CHF, collisions
can be observed without revealing the secret key thus only allowing authorized entities to
modify the blockchain. The authors implemented their redactable blockchain based on Bitcoin
core. The CHF implementation was created using C/C++ and the Bignum library from
OpenSSL. All parameters for the CHF were hard-coded in the implementation and were not
included in the paper. A performance evaluation of the implementation was conducted using
a network regression test feature of Bitcoin. The authors evaluated the time it took for their
implementation to create, redact, and remove blocks. Blocks with varying sizes were used
during the evaluation and time was measured using the time.time() function in Python. The
Bitcoin code, that the implementation was based on, was used as a baseline. The performance
evaluation indicated that the overhead imposed by the CHF was negligible.

Niya et al. [20, 21] aim to improve the redactable blockchain proposed by Ateniese et
al. [1]. Instead of a single entity performing all modifications of the blockchain, each user has
an individual secret key. When a block of data is added to the blockchain, it is hashed with
the user’s public key. As such, the user can find collisions for the hash since it is in possession
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of the corresponding secret key. The goal of their work is to increase the compliance of
blockchain technology with the General Data Protection Regulation (GDPR). This means
that the blockchain needs to comply with a user’s "Right to be forgotten'. Hence, if the
user wants to remove their data from the blockchain, they can find a collision for an empty
message and publish the result in an update request. The update request is then validated
and processed by designated nodes. Due to the collision-resistant property of the CHF, no
malicious third party can forge a valid update request. Their implementation allows multiple
entities to modify data. However, the update requests contain traces of data that was deleted
which reduces the overall GDPR compliance of the implementation. The only performance
metric of their implementation is that it takes less than a minute to update an existing block
in the blockchain.

An application of CHFs in VEC is proposed by Lu et al. [17]. The purpose of their work
is to provide efficient and secure data access for edge nodes in VEC. The authors call their
implementation Acce-chain and it is a modifiable blockchain using CHF. The authors utilize
the modifiable blockchain to overwrite old data in the edge servers while preserving all historic
data in the cloud layer, keeping only the relevant data at the edge to improve efficiency.
They devise a threshold CHF scheme, named Dynamic Threshold Trapdoor Chameleon Hash
(DTTCH), based on the work of Khalili et al. [13]. DTTCH allows an arbitrary group of
edge servers to modify the blockchain, as long as the number of servers exceeds the defined
threshold. The authors implement DTTCH and a prototype of the Acce-chain in Python.
The performance of the DTTCH implementation is evaluated on a single computer effectively,
multiple computers with the same specifications were used. The average time from 1000
executions with a message of 1KB was used in the paper. An entire network of 10 physical
edge nodes located in four separate data centers is used to evaluate the performance of the
Acce-chain implementation. The latency and throughput of the rewrite operation in the
Acce-chain performed worse than the baseline. However, evaluation of the query times of
different data sets showed that Acce-chain increased query time performance.

3.2 Performance Evaluation of CHF in Communication
Protocols

Another use of CHFs for vehicular communication is proposed by Chen et al. [5]. They propose
a new emergency reporting scheme called Secure and Onboard-unit-friendly Emergency
Reporting Scheme (SOERS). The purpose of their scheme is to handle multiple vehicles
reporting the same incident efficiently and to prevent malicious entities from reporting false
accidents. To accomplish this, the authors combine a multi-signature scheme with a CHF. A
multi-signature scheme enables n signers to create a signature for m such that the aggregated
signature remains small and efficiently verifiable. Their scheme is implemented using elliptic
curve cryptography in Java and evaluated on a single computer. The communication overhead,
running time of the different algorithms in the scheme, and the total running time of the scheme
based on the number of signers were evaluated. Each evaluation was run 50 times and the
average value was used in the paper. Two other emergency reporting schemes were used as
baselines for comparison. The performance evaluation of the SOERS implementation shows
that it can reduce the resource usage of the vehicles and edge servers. One limitation of their
scheme is that the scheme requires one vehicle to perform most of the computations without
an incentive. The authors suggest combining their scheme with blockchain technology in the
future, to provide such an incentive.

Xu et al. [27] propose an image modification scheme using a CHF. Their scheme uses the
CHF proposed by Ateniese and de Medeiros [2] combined with the RSA signature scheme [22].
Using the CHF, sensitive areas of an image can be altered for privacy reasons while preserving
the authenticity of the image. In their proposed scheme, editable areas of an image are called
blocks. The owner of the image decides which blocks are editable. The editable blocks can
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then be altered by designated modifiers while preserving the initial signature created by the
image owner. The authors create an implementation in C4++ and state that it is efficient
enough for practical use in applications with both security and privacy requirements. The
performance of the implementation is evaluated on a single computer. For the evaluation, a
1024 bits RSA key is used. However, the security parameter of the CHF used for the evaluation
is unknown. The performance evaluation is conducted on different images. With variations
in the number of areas, number of immutable areas, and sizes. Furthermore, the authors
compared the performance of their implementation with the results of an image modification
scheme proposed by Chen et al. [4].



Designing the Chameleon
Hash Protocol

This chapter describes the design decisions and choices concerning the implementation of CHP
in software. In section the design of CHP and how it differs from MoMEP is covered. The
selection and implementation of a CHF is covered in section The CHP implementation
in software is then covered in detail in section The choice of programming language is
described in section [4.4

4.1 Adaption From MoMEP

CHP deviates from MoMEP in the message sent between the Modifier and the Recipient in
fig. In CHP, the Modifier does not send the additional id of the Signer (IDs), the public
key of the Signer (PKs), and the signature of PKs by the certificate authority (SIGc) to
the Recipient. In the context of CHP, the assumption is that the Recipient has acquired
PKs before the protocol is executed by the three participating nodes. The transmission
and subsequent signature verification conducted by the Recipient has nothing to do with
CHF since the signature by the certificate authority is on a conventional hash value of PKs.
Therefore, the verification of SIGc will only obscure the computational overhead imposed by
the chameleon signature scheme in CHP. Furthermore, there are multiple scenarios when the
additional information included in MoMEP is superfluous. The Recipient could request PKs
directly from the certificate authority, or the Modifier, during the setup phase. The Recipient
could save PKs during the first transmission. Upon receiving the next message from the
Modifier, verification of the message can be commenced directly after receiving the first half
of the transmission while the latter half can be disregarded completely.

The data flow between nodes in the CHP is described in fig. The figure contains
pseudocode to signify the actions performed by each node. The create_hash function is the
same as described in section The modify function denotes that the message is first
modified and then the find_ collision function, described in section is run. The sign and
verify functions refer to the corresponding functions in the digital signature scheme. The ||
refers to the concatenation of two strings. Variables are used on the left-hand side of equal
signs to denote that they get assigned the output of a function. The pre-defined variables used
in this figure are defined as follows:

e msg: An arbitrary sequence of bytes of a particular length.

10



4.2. Chameleon Hash Function

e CPKm: The public key of the CHF, the lowercase m signifies that the owner of the
secret key is the Modifier.

e CSKm: The secret key of the CHF used to find hash collisions, the lowercase m signifies
that the owner of the secret key is the Modifier.

e IDs: A string identifying the Signer.

o SKs: The secret key used to digitally sign messages using RSA, the lowercase s signifies
that the owner of the secret key is the Signer.

e PKs: The public key used to verify digitally signed messages using RSA, the lowercase
s signifies that the owner of the secret key is the Signer.

Signer Modifier Recipient
| | |
I I
ch = chf(msg, CPKm) I I
sig_s = sign(ch | | IDs, SKs) | I
d = (msg, ch) : :
I I
I d, IDs, sig_s I

signed = chf(msg, CPKm) | | IDs
verify(signed, sig_s, PKs)
d' = modify(d, CSKm)

I
| d'IDs,sig_s

I
I
[
I
i
p— :
I I
I I
I I
| |
: :
: R
I
|
[
I
I
I

verify(signed, sig_s, PKs)

signed = chf(d', CPKm) | | IDs Ij

Figure 4.1: Data flow between nodes in the CHP implementation

4.2 Chameleon Hash Function

The core component of CHP is the CHF, as such a software implementation of one such
function is required. Although there are existing implementations on GitHub [10], none of
them appeared to be directly usable for the implementation of CHP. Either because of the lack
of references to the corresponding literature in the repository, or due to the CHF implemented
being more complex than required for use in CHP.

4.2.1 Selection

The first step of implementing a CHF is to decide which one to implement. By inspecting
existing implementations on GitHub, a partial implementation, of one of the CHFs proposed
by Ateniese et al. [1] created by Niya, Willems, and Stiller [21], was found. The construction
by Ateniese et al. [1] is of a more manageable complexity compared to some of the more
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4.3. CHP Implementation

recent CHFs, at least for a thesis more focused on computer science than mathematics. As
such, a CHF with lower complexity will aid in producing an implementation with fewer errors
compared with a CHF with higher complexity. Furthermore, their construction addresses
the key exposure problem, where an adversary can derive the secret key used to find a hash
collision after observing a single collision [3|. Thus, the two main arguments for choosing to
implement this particular CHF are that the complexity is low enough and that it does not
suffer from the key exposure problem.

4.2.2 Implementation

The CHF is implemented as a library, with an Application Programming Interface (API)
closely modeled after the mathematical construction in [1]. Additionally, to facilitate the use
of the library in the evaluation program three more functions are exposed in the API: one of
which stores all parameters to disk, one which stores all public parameters to disk, and one
which loads stored data. Parameter generation is generally more costly than loading them
from disk, and since parameter generation is not a part of CHP, the additional functions in
the API reduces the evaluation time required.
The public API of the CHF implementation looks as follows:

o create_keys(\) — parameters. The parameters consist of two prime numbers p and g,
a generator g, the public hashing key y, and the secret key z, where p is A bits long and
q is another prime number such that ¢ = (p —1)/2. Furthermore, g is a generator for
QR, which is a subgroup of Z; consisting of quadratic residues. Therefore, to choose
a value for g, a random value h is selected such that h € [0,p) and if g = h? mod p is
relative prime to p that value for g is chosen. Otherwise, the process is repeated until
a valid g is found. The secret key z is a random value such that x € Z,; and the public
hashing key y is y = ¢g© mod p. All other functions use the parameters p, ¢, and g¢.
When a function uses either z or y it is explicitly noted.

e create_hash(y,m) — (h,m,r,s). This function creates a chameleon hash of the message
m using the public hashing key y. Where r and s are random integers from Z,.

o create_hash(y,m,r,s) — (h,m,r,s). Creates a chameleon hash from the supplied
arguments, which is useful when re-computing a hash value for verification purposes.

e find__collision(x, (h,m,r,s),m') — (', s'). Using the secret key =, this function finds
new random values r’ and s’ such that create_hash(y, m,r, s) = create__hash(y, m’,r’, ).

o from_string(s) — parameters. Loads all parameters from a string representation.
o to_private_string() — s. Creates a string from all parameters.

o to_public_string() — s. Creates a string from all parameters except for the secret key
.

4.3 CHP Implementation

The CHP implementation uses the CHF library implementation described in section
The digital signature scheme used is RSA, provided by the OpenSSL library, following the
Digital Signature Standard [23]. The actual protocol implementation is staged by running
three instances of the same binary. Each instance is configured using the Command Line
Interface (CLI), which is described in detail in section The instances communicate with
each other using a simple binary protocol over Transmission Control Protocol (TCP) sockets,
which is further described in section Once one Signer, one Modifier, and one Recipient
are connected the protocol is executed. The protocol execution requires valid certificates and
cryptographic parameters to be run, in addition to the three role instances.

12
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4.3.1 Command Line Interface

The CHP implementation is realized by a single binary, to maximize code reuse and
development speed. The CLI allows it to either only generate parameters, or be run as a
single role in CHP i.e. Signer, Modifier, or Recipient. Examples of the different applications
of the binary are listed below.

Listing shows an example of parameter generation. The —security flag determines
the length of the RSA keys used for the digital signature as well as the length of the prime
number p in the CHF implementation. The output is stored in a directory designated by the
security parameter, which in this example is data/parameters/1024. The output of a parameter
generation run consists of six files:

Listing 4.1: Parameter Generation Example

chp —security 1024 generate

o chfparameters_ private - All CHF parameters with one parameter per line as a
hexadecimal string.

e chfparameters_ public - All CHF parameters except for z, with one parameter per line
as a hexadecimal string.

o modifier_ private.der - The private RSA key associated with the Modifier role in the
DER format.

o modifier_public.der - The public RSA key associated with the Modifier role in the DER
format.

o signer_private.der - The private RSA key associated with the Signer role in the DER
format.

e signer_public.der - The public RSA key associated with the Signer role in the DER
format.

Listing shows an example of an instantiation of the Signer role. The —security and
—cert-file flags denote which parameters to load. The certificate file is used to validate the
certificate used by the Modifier to establish a Transmission Layer Security (TLS) secured
TCP connection. The —modifier-addr and —recipient-addr flags set the socket addresses used
to communicate with other nodes (the recipient socket is only used for time measurements
which is further explained in chapter [5). The —message-size flag determines the size, in bytes,
of the message that is transmitted using CHP. The actual message is then created by the Signer
using the OpenSSL function rand_bytes. The —no-extra-signature is explained in chapter
since it is only used for the evaluation.

Listing 4.2: Signer Instance Run Example

chp —security 1024 run signer \
——cert—file cert.pem \
—modifier—addr 10.0.0.1:8888 \
—recipient—addr 10.0.0.2:8889 \
—message—size 1000 \
—no—extra—signature

An example run of a Modifier instance is shown in listing [f.3] The -security flag works as
for the Signer role. The certificate related flags, —cert-key-file and —cert-chain-file, are used to
establish TLS connections to the Signer and Recipient. Both the certificate private key and
the signed certificate chain file are needed since the Modifier role acts as the server for the TLS
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connections. The —signer-addr and —recipient-addr denote which ports the Modifier should
listen for incoming connections. The —forward-only flag will inhibit the Modifier from actually
modifying the incoming message from the Signer. Thus, if the —forward-only flag is omitted,
the Modifier will alter the message using the Rust standard vector function rotate_left. The
function is O(n) where n is the length of the message, and the modification does not alter
the length of the message. The —has-signer-key is only used for evaluation and is explained in
chapter [

Listing 4.3: Modifier Instance Run Example

chp —security 1024 run modifier \
——cert—key—file key.pem \
—cert—chain—file cert—chain.pem \
—signer—addr 0.0.0.0:8888 \
—recipient—addr 0.0.0.0:8889 \
—forward—only \
—has—signer —key

The recipient role contains a subset of the flags of the Signer role, as seen in the recipient
instantiation shown in listing £.:4] The only difference is that for the Recipient role, the flag
used for time measurements is called —signer-addr, which is further explained in chapter

Listing 4.4: Recipient Instance Run Example

chp —security 1024 run recipient \
——cert—file cert.pem \
—modifier—addr 10.0.0.1:8888 \
—signer—addr 10.0.0.2:8889

4.3.2 Communication

The communication between the different role instantiations is conducted over either TLS
sockets or TCP sockets. The communication required by CHP is conducted over TLS sockets
and the additional communication required for time measurements is conducted over TCP
sockets. All data that is sent over the sockets is converted to a vector of bytes. The vector
is transmitted by first sending the length of the vector, followed by the vector itself. This
simple binary protocol is used instead of more conventional protocols for the transmission
of application data, such as HT'TP, since the overhead is minimal. The certificates used to
establish the TLS sockets were created following the guide by Jamie Nguyen [19].

4.4 Programming Language

For the CHF implementation and the CHP implementation, the Rust programming language
is used. The main argument for using Rust is the lack of runtime and garbage collector
[18]. A managed runtime and garbage collector complicates the performance evaluation of an
application since they are non-deterministic [9]. Considering that the programming language
itself is not central to this thesis, it is simpler to select a language without such features that
will inevitably make the evaluation methodology more complex [9]. Another advantage of using
Rust compared to other languages is the memory safety guarantee. As long as the program
is written only in Rust there will be no errors related to memory e.g. dangling pointers [18].
The guaranteed absence of such errors should reduce overall development time, which makes
Rust preferable to e.g. C/C++. The cryptographic library used is OpenSSL through the rust
crate rust-openssl|24].
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Evaluation Method

This chapter describes the method used to evaluate the CHP implementation. More
specifically, the chapter describes what is measured, the baseline of comparison for the CHP
implementation, how the collected measurements are analyzed, as well as the resulting data.

5.1 Evaluation Principles

The evaluation method used is based on the work done on benchmarking parallel computing
systems by Hoefler and Belli [11]. Even though the system that is evaluated in this thesis is
not a parallel computing system, most of the rules presented by Hoefler and Belli [11] apply
to performance evaluations of computing systems in general. In particular, the following rules
will be adhered to:

¢ Report if the measurement values are deterministic or not, and if not report confidence
intervals (Rule 5): Confidence intervals are reported for the appropriate measurement
values.

e Do not assume that the measurement values are normally distributed (Rule 6): The
Shapiro-Wilk’s test is used to determine normality of the data.

e Compare non deterministic data using a statistically sound method (Rule 7): The
Kruskal-Wallis H test used is the same test as recommended by the authors but
considering multiple varying factors instead of one [11].

o Document all varying factors of the setup (Rule 9): All of the source code for the
application, shell scripts for evaluation, as well as hardware and software setup are
included in this thesis. Either as a reference to a repository or as an appendix.

Due to the difficulty of finding a suitable baseline protocol for the CHP implementation,
two baselines were created for this purpose. Both baselines aim to provide authenticated
data distribution with delegated modifications using a conventional digital signature scheme,
instead of a chameleon signature scheme as in CHP.
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5.2 Naive Baseline

The naive baseline is constructed based on the premise that each role is only in possession
of a private key if they are the owner. As such, the location of all keys is the same between
the naive baseline and the CHP implementation. Due to the fact that the Modifier is not in
possession of the key the Signer uses to sign messages, the modified message has to be sent
to the Signer to get signed and then sent back to the Modifier. The messages are always sent
together with the signature since the signature on its own has no meaning. Figure is a
message sequence diagram showing the naive baseline scenario.

Figure 5.1: Data flow between nodes in the naive baseline implementation
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5.3 Optimized Baseline

The optimized baseline is constructed based on the same data flow as in the CHP
implementation. Thus, the modifier gets access to the Signer’s private key, to remove the
need to send data back and forth between the Signer and the Modifier. Figure is a message
sequence diagram showing the optimized baseline scenario.
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Figure 5.2: Data flow between nodes in the optimized baseline implementation
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The optimized baseline is not really feasible, since it relies on the Modifier node having
access to the secret keys of all other nodes. The setup introduces a single point of failure, since
the Modifier can fabricate message seemingly originating from any other node in the network.
Thus from a security standpoint, the optimized baseline is not viable. However, it is interesting
to use for comparison with CHP as an upper bound of authenticated data distribution with
modifications using conventional digital signatures.

5.4 Metrics and Measurements

Since the goal is to evaluate the performance of the CHP implementation compared to the
two baselines, measurements of all implementations are needed. The main measurements are
different time intervals, both on a single node and on all nodes involved in the protocol [11].
The measurements on each node are written to a configured log file.

To measure time intervals, the Instant struct in the standard library which is a wrapper
for an operating system monotonic clock. The time intervals measured are:

o before to after socket read: To measure how much time a node is waiting on and reading
data from the network.

o before to after socket write: To measure how much time a node spends sending data to
the network.

« before first socket read/write, to after the last socket read/write: To measure how much
time a node spends actively partaking in the protocol.

In addition to measuring time intervals, the number of bytes sent and received from each
node is measured. Furthermore, the measurements begin after all nodes have loaded their
configuration and established connections to each other.
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Each node then aggregates the measurements collected and produce the following metrics
as output:

e Protocol Time (total time_protocol ns): The time in nanoseconds from the Signer
creating the message to the Recipient completing the verification of the modified message.
As such, this metric is only applicable for the Signer node. Before the first socket
read/write, to after reading a byte from the Receiver node: To measure the total time
taken to complete the protocol. Socket communication between the node initiating the
protocol and the node ending the protocol is used to avoid clock synchronization issues.
The round trip time of the end packet from the receiver is estimated afterward, such that
it can be subtracted from the total time measured. The round trip time of the packet
is estimated by sending five packets with a single byte payload and using the formula
EstimatedRTT = (1 — a) * EstimatedRTT + a * SampleRTT, where a = 0.125.

o Execution Time (total time_host_ns): The time in nanoseconds from the node being
ready to partake in the protocol until the completion of the protocol based on the role
of the node.

o Waiting Time (network__time_ ns): The total time in nanoseconds the node spent waiting
on a read or write call on a socket.

e Waiting Time Sending (network_ time sent_ns): The total time in nanoseconds the
node spent waiting on a write call on a socket.

o Waiting Time Receiving (network time_ recv_ns): The total time in nanoseconds the
node spent waiting on a read call on a socket.

o Bytes Transmitted (network tx): The total number of bytes sent to other nodes.
o Bytes Received (network_rx): The total number of bytes received from other nodes.

The name in parentheses is the name of the corresponding metric in the output of the evaluation
script.

5.5 Evaluation Configuration

Multiple executions of each protocol configuration are measured and collected. The first
iteration of each configuration is treated as a warmup iteration and is discarded during analysis
[11]. A protocol configuration consists of three variables: scenario, message size, and security
parameter. The scenario determines the protocol used by the nodes and covers the two
baselines, CHP, as well as when no modification is performed by the Modifier node. The
message sizes range from 1 B to 100 MB. The upper limit is set based on the unlikeliness that
message sizes will be larger than that in networks where the CHP protocol could be useful.
The security parameters range from 1024 to 8192 bits. The security parameter determines the
size of the numbers used for the calculations used when e.g. creating a hash value. The larger
the number is, the longer the operation will take generally. Following the recommendations in
[25], since safe primes are used for the modulus for the CHF, the modulus should be at least
2048 bits. The recommendations are about the Diffie-Hellman key exchange, which should
still be applicable here since the security relies on the hardness of the discrete logarithm
problem similar to the implemented CHF. All parameters used for the different security
parameter values are stored on disk and loaded by each node before the measurements begin.
Furthermore, all parameters can be found in the Gitlab repository containing all source code
used in the thesis [12].
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5.6 Evaluation Environment

The evaluation environment used consists of four virtual machines in Azure, with one
virtual machine per node (Signer, Modifier, and Recipient) and one virtual machine to stage
the protocol execution and collect the measurements. Executing the protocol in a cloud
environment provides real-world interference such as network congestion and scheduling delay.
The inclusion of such interference should provide more insight into how the different protocol
implementations perform, in comparison to experiments using a simulated network, as Hoefler
and Belli [11] did not consider papers that did not contain any performance measurements
from real-world environments.

All virtual machines are identical and run on wbuntu-24_04-lts with Standard D2s v3 (2
vepus, 8 GiB memory). The machines are connected to the same Azure virtual network,
located in the Europe West regiorﬂ and consisting of the addresses in 10.0.0.0/24. The full
configuration of the Azure resources used for the evaluation can be found in appendix [A]

Bash scripts were created to install the CHP implementation on each node, run the protocol
configurations, and collect the measurements. The scripts are included in appendix [B] The
main evaluation script takes a single integer argument which determines how many iterations
each protocol configuration should run. The evaluation script was run two times using a
Lenovo laptop (6.13.8-arch1l-1 x86_64 GNU/Linux, 13th Gen Intel(R) Core(TM) i7-1355U,
16GiB 1305MHz memory). In addition, the evaluation script was run five times using one of
the virtual machines provisioned by Azure. The evaluation script only initializes the nodes for
each protocol configuration and then collects the logs after completion. As such, the location
and specs of the computer running the evaluation script are regarded as non-significant.

5.7 Data Analysis

The data subject to analysis consists of seven individual runs of the evaluation script. Two
runs were done using the Lenovo laptop, both for 11 iterations. The remaining five runs were
done using an Azure virtual machine for: 11, 21, 41, 51, and 28 iterations respectively. Since
the first iteration of each run was considered a warmup iteration and subsequently ignored, the
total number of iterations analyzed was 167. The number of iterations analyzed were limited
in number by time constraints. More details of the data can be seen in appendix [C]

Analysis of the measurements is conducted through a Python script relying on Pandas,
Numpy, and Scipy for the data analysis functions. Fach evaluation run produces a tarball
containing the logs from all individual scenario runs. As such, the first part of the script
consumes all tarballs in the working directory and creates a single csv file. The second part
of the script consumes all data in the csv files stored and loads it into a Pandas data frame.
The data frame contains all of the measurements and relevant configuration data for each
node run, with one node run per row. Thus, to enable analysis of each protocol run, the data
is grouped on scenario, message size, security parameter, iteration, and csv file name. By
grouping the data on these columns, each group will contain only the Signer, Modifier, and
Recipient node for a single protocol run. These three rows are combined by summing each
column value. Since the Signer node is the only one reporting the total protocol time, this
column will remain unchanged after the transformation. At this point, the data frame will
contain multiple samples of all the different protocol run configurations.

By computing the sum for each column in the last step, extra calculations are needed
to create a context for the total time spent executing on each node and total network time.
Therefore one more column is created, to capture the sum of the total time spent executing and
the total time spent waiting on network Input/Output (I/O). Using that column, two more
columus are created capturing the relative time spent executing and waiting on network 1/0).

! According to https://learn.microsoft.com/en-us/azure/virtual-machines/regions this means that the
different virtual machines can be running in different data centers.
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The next step is to aggregate all samples of each protocol configuration. Since the number of
samples per configuration is relatively low, Shapiro-Wilk’s test is suitable to determine if the
samples are from a normal distribution [11]. Most of the time measurements are not from a
normal distribution. As such the median with a 95% Confidence Interval (CI) is used as an
aggregation method for all measurements since it does not rely on the data being drawn from
a particular distribution [11].

To answer the research questions, the aggregated values have to be visualized and compared.
Visualization is done using matplotlib and a Pandas function to generate latex tables from
data frames. The Kruskal-Wallis test will be used to determine if there is a statistically
significant difference between the median values |11]. More specifically, the Kruskal-Wallis
test will determine if measured values of the CHP scenario and the baseline scenarios are
drawn from the same distribution. In this thesis, a p-value of 0.05 or less is considered to
indicate a statistically significant result. The analysis will be conducted for both a fixed
security parameter and variable message length and vice versa.
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Results

This chapter presents and describes data acquired from the analysis of the gathered
measurements.

6.1 Protocol Time

Table and table show that there is a statistically significant difference in the total time
to complete the protocol between CHP and the other scenarios when the security parameter
is larger than 2048.

Table 6.1: Statistically significant Kruskal-Wallis test results of median "Total protocol time’
values between scenarios 'CHP’ and "Naive Baseline’

| Test statistics | P-value | Security parameter (Bits) |

8.877 0.003 6144
11.983 0.001 8192

Table 6.2: Statistically significant Kruskal-Wallis test results of median "Total protocol time’
values between scenarios '"CHP’ and "Opt Baseline’

Test statistics | P-value | Security parameter (Bits) |

4.200 0.040 3072
8.272 0.004 4096
11.510 0.001 6144
15.015 0.000 8192

By viewing fig. and fig. it is evident that CHP requires more time to complete.
However, the increase in completion time with message size is less than in the other scenarios.
Table [6.3] and table illustrate this in more detail, where CHP obtains faster times for the
larger message sizes.
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Table 6.3: Total protocol time with security parameter 6144

CHP Opt Baseline Naive Baseline
Message size (Bytes) median (95% CI) median (95% CI) median (95% CI)
1 0.342s (0.288s, 0.344s) | 0.085s (0.081s, 0.086s) | 0.152s (0.150s, 0.153s
5} 0.342s (0.288s, 0.344s) | 0.086s (0.080s, 0.087s) | 0.153s (0.151s, 0.174s
10 0.343s (0.288s, 0.345s) | 0.086s (0.080s, 0.087s) | 0.152s (0.151s, 0.168s
50 0.342s (0.288s, 0.344s) | 0.086s (0.080s, 0.086s) | 0.174s (0.153s, 0.176s
100 0.342s (0.288s, 0.345s) | 0.085s (0.080s, 0.086s) | 0.152s (0.151s, 0.157s
500 0.342s (0.287s, 0.346s) | 0.086s (0.081s, 0.086s) | 0.155s (0.152s, 0.175s
1000 0.343s (0.287s, 0.345s) | 0.045s (0.039s, 0.045s) | 0.064s (0.056s, 0.066s
5000 0.342s (0.288s, 0.344s) | 0.045s (0.040s, 0.046s) | 0.064s (0.057s, 0.066s
10000 0.342s (0.288s, 0.345s) | 0.045s (0.040s, 0.046s) | 0.066s (0.056s, 0.067s
50000 0.344s (0.289s, 0.346s) | 0.047s (0.041s, 0.048s) | 0.068s (0.059s, 0.069s
100000 0.346s (0.290s, 0.349s) | 0.049s (0.043s, 0.050s) | 0.071s (0.061s, 0.072s
500000 0.357s (0.300s, 0.359s) | 0.065s (0.056s, 0.066s) | 0.097s (0.096s, 0.098s
1000000 0.372s (0.313s, 0.373s) | 0.085s (0.077s, 0.086s) | 0.127s (0.123s, 0.128s
5000000 0.469s (0.393s, 0.472s) | 0.227s (0.191s, 0.229s) | 0.344s (0.288s, 0.348s
10000000 0.644s (0.556s, 0.646s) | 0.455s (0.400s, 0.458s) | 0.723s (0.640s, 0.728s
50000000 2.196s (1.975s, 2.202s) | 2.402s (2.154s, 2.413s) | 3.979s (3.607s, 3.988s
100000000 4.118s (3.731s, 4.122s) | 4.826s (4.345s, 4.834s) | 8.023s (7.289s, 8.047s
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Figure 6.1: Total protocol time with security parameter 6144
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Table 6.4: Total protocol time with security parameter 8192

CHP Opt Baseline Naive Baseline
Message size (Bytes) median (95% CI) median (95% CI) median (95% CI)
1 0.790s (0.667s, 0.796s) | 0.137s (0.124s, 0.139s) | 0.188s (0.186s, 0.189s)
) 0.793s (0.666s, 0.798s) | 0.136s (0.124s, 0.138s) | 0.186s (0.185s, 0.188s)
10 0.792s (0.666s, 0.798s) | 0.137s (0.125s, 0.139s) | 0.187s (0.187s, 0.189s)
50 0.792s (0.666s, 0.798s) | 0.137s (0.124s, 0.138s) | 0.186s (0.185s, 0.188s)
100 0.792s (0.667s, 0.798s) | 0.137s (0.125s, 0.139s) | 0.185s (0.182s, 0.187s)
500 0.791s (0.665s, 0.797s) | 0.096s (0.084s, 0.097s) | 0.140s (0.121s, 0.142s)
1000 0.791s (0.665s, 0.799s) | 0.096s (0.084s, 0.098s) | 0.140s (0.121s, 0.142s)
5000 0.792s (0.665s, 0.796s) | 0.097s (0.084s, 0.098s) | 0.140s (0.120s, 0.143s)
10000 0.793s (0.666s, 0.799s) | 0.097s (0.084s, 0.097s) | 0.141s (0.120s, 0.143s)
50000 0.792s (0.667s, 0.798s) | 0.099s (0.085s, 0.100s) | 0.143s (0.122s, 0.146s)
100000 0.794s (0.667s, 0.799s) | 0.101s (0.087s, 0.102s) | 0.146s (0.125s, 0.149s)
500000 0.808s (0.681s, 0.813s) | 0.117s (0.102s, 0.118s) | 0.173s (0.156s, 0.175s)
1000000 0.821s (0.721s, 0.828s) | 0.136s (0.117s, 0.138s) | 0.203s (0.170s, 0.204s)
5000000 0.918s (0.774s, 0.925s) | 0.278s (0.235s, 0.280s) | 0.419s (0.353s, 0.423s)
10000000 1.094s (0.931s, 1.099s) | 0.505s (0.442s, 0.508s) | 0.796s (0.699s, 0.801s)
50000000 2.645s (2.351s, 2.651s) | 2.452s (2.192s, 2.458s) | 4.051s (3.654s, 4.064s)
100000000 4.564s (4.104s, 4.574s) | 4.875s (4.396s, 4.887s) | 8.084s (7.372s, 8.111s)
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Figure 6.2: Total protocol time with security parameter 8192
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6.2. Execution and Waiting Time

Considering the measured times for smaller security parameter values, the difference
between CHP and the baseline scenarios is not significant. However, in fig. CHP performs
better than both baselines from the message size of 5MB.
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Figure 6.3: Total protocol time with security parameter 2048

6.2 Execution and Waiting Time

In this Section, the execution times of the individual nodes are examined and compared.
Firstly, the execution time of CHP is compared to the Naive Baseline. Secondly, the execution
time of CHP is compared to the Optimized Baseline. Finally, a discussion of the general
differences between the three protocols is provided.

6.2.1 Comparison of CHP and the Naive Baseline

The comparison of CHP and the Naive and Optimized Baselines will be considered first. There
is a statistically significant difference in execution time between CHP and the Naive Baseline
for security parameters greater than or equal to 6144, as seen in table By inspecting the
execution time on a per-node basis, the execution times of both the Modifier and Recipient
nodes also show a statistically significant difference when the security parameter is greater than
or equal to 6144, as seen in table[6.7]and table[6.8] However, the Signer node in both protocols
shows statistically significantly different execution times for the smaller security parameters
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and the largest i.e. 1024, 1536, 2048, and 8192, as seen in table [6.6] This indicates that the
Signer node is what causes the difference in execution time between the two protocols.

Table 6.5: Statistically significant Kruskal-Wallis test results of median "Execution time’ values
between scenarios 'CHP’ and "Naive Baseline’

| Test statistics | P-value | Security parameter (Bits) |

8.075 0.004 6144
11.048 0.001 8192

Table 6.6: Statistically significant Kruskal-Wallis test results of median "Execution time’ values
between scenarios 'CHP’ and ’Naive Baseline’ (signer)

Test statistics ‘ P-value ‘ Security parameter (Bits) ‘

11.048 0.001 1024
11.048 0.001 1536
9.292 0.002 2048
7.688 0.006 8192

Table 6.7: Statistically significant Kruskal-Wallis test results of median "Execution time’ values
between scenarios 'CHP’ and "Naive Baseline’ (modifier)

| Test statistics | P-value | Security parameter (Bits) |

8.272 0.004 6144

11.510 0.001 8192

Table 6.8: Statistically significant Kruskal-Wallis test results of median "Execution time’ values
between scenarios 'CHP’ and ’Naive Baseline’ (recipient)

| Test statistics | P-value | Security parameter (Bits) |

8.673 0.003 6144
11.983 0.001 8192

By considering the largest security parameter for which there was a statistically significant
difference in execution time between CHP and the Naive Baseline in fig. and in more detail
in table the actual difference can be observed. The execution time for CHP is higher for
messages with sizes less than or equal to 50MB, compared to the Naive Baseline. The longer
execution time for CHP, with smaller message sizes, indicates that the overhead of the CHF
is higher than the conventional SHA512 hash function used in the Naive Baseline. For the
larger messages, sizes over 50MB, the execution time in CHP is about half that of the Naive
Baseline. Since the Naive Baseline requires the message to be sent two more times than in
CHP, the significant difference in execution time may be attributed to network I/O for the
larger message sizes.
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Figure 6.4: Total execution time with security parameter 8192 for all nodes

Table 6.9: Total execution time across all nodes with security parameter 8192

Message size (Bytes)

CHP
median (95% CI)

Opt Baseline
median (95% CI)

Naive Baseline
median (95% CI)

1

5

10

50

100

500

1000
5000
10000
50000
100000
500000
1000000
5000000
10000000
50000000
100000000

1.628s (1.379s, 1.639s)
1.633s (1.375s, 1.646s)
1.632s (1.374s, 1.645s)
1.633s (1.373s, 1.644s)
1.631s (1.378s, 1.642s)
1.631s (1.371s, 1.643s)
1.629s (1.371s, 1.6463)
1.632s (1.368s, 1.642s)
1.632s (1.377s, 1.649s)
1.633s (1.375s, 1.645s)
1.636s (1.375s, 1.648s)
1.668s (1.408s, 1.677s)
1.694s (1.485s, 1.710s)
1.903s (1.604s, 1.920s)
2.264s (1.928s, 2.280s)
5.763s (5.153s, 5.776s)

(

10.109s (9.160s, 10.138s)

0.323s (0.291s, 0.328s)
0.321s (0.291s, 0.326s)
0.323s (0.291s, 0.328s)
0.322s (0.291s, 0.325s)
0.322s (0.293s, 0.327s)
0.241s (0.210s, 0.244s)
0.241s (0.209s, 0.2445)
0.242s (0.211s, 0.246s)
0.242s (0.211s, 0.245s)
0.246s (0.213s, 0.250s)
0.250s (0.217s, 0.253s)
0.285s (0.249s, 0.288s)
0.323s (0.279s, 0.329s)
0.620s (0.525s, 0.626s)
1.084s (0.952s, 1.093s)
5.370s (4.824s, 5.388s)
10.727s

AN AN AN AN AN AN N AN AN N N N N N N

9.769s, 10.754s)

0.552s (0.549s, 0.556s)
0.551s (0.549s, 0.556s)
0.553s (0.551s, 0.558s)
0.553s (0.549s, 0.557s)
0.548s (0.546s, 0.551s)
0.420s (0.363s, 0.427s)
0.420s (0.363s, 0.425s)
0.421s (0.362s, 0.430s)
0.424s (0.359s, 0.428s)
0.429s (0.366s, 0.436s)
0.436s (0.374s, 0.443s)
0.503s (0.455s, 0.510s)
0.577s (0.488s, 0.585s)
1.133s (0.955s, 1.144s)
2.082s (1.823s, 2.105s)
10.633s (9.600s, 10.676s)

21.257s (19.461s, 21.320s)
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The measurements concerning waiting time aid in the further investigation of the impact
of network I/0. Table shows that there is a statistically significant difference in the total
time spent waiting between CHP and the Naive Baseline for the same security parameters
as for the total execution time. Furthermore, the Modifier and Recipient nodes only show
statistically significant differences in the time waiting for the larger security parameters, as
seen in table [6.12] and table [6.13] However, in table there is a statistically significant
difference in time waiting between the protocols for all evaluated security parameters.

Table 6.10: Statistically significant Kruskal-Wallis test results of median "Waiting time’ values
between scenarios 'CHP’ and Naive Baseline’

| Test statistics | P-value | Security parameter (Bits) |
5.567 0.018 6144

10.820 0.001 8192

Table 6.11: Statistically significant Kruskal-Wallis test results of median "Waiting time’ values
between scenarios "CHP’ and 'Naive Baseline’ (signer)

| Test statistics | P-value | Security parameter (Bits) |

11.983 0.001 1024
12.464 0.000 1536
12.955 0.000 2048
12.464 0.000 3072
13.710 0.000 4096
14.225 0.000 6144
15.553 0.000 8192

Table 6.12: Statistically significant Kruskal-Wallis test results of median "Waiting time’ values
between scenarios 'CHP’ and "Naive Baseline’ (modifier)

| Test statistics | P-value | Security parameter (Bits) |

| 7.880 | 0.005 | 8192 |

Table 6.13: Statistically significant Kruskal-Wallis test results of median "Waiting time’ values
between scenarios 'CHP’ and ’'Naive Baseline’ (recipient)

| Test statistics | P-value | Security parameter (Bits) |

8.272 0.004 6144
11.510 0.001 8192

In fig. [6.5]and table[6.14] the waiting time is less for the Naive Baseline for smaller messages
with a size less than or equal to 5MB and more for larger messages with a size greater than
5MB and less than 100MB. For the largest evaluated message, the nodes in the Naive Baseline
spend more than twice the amount of time waiting compared with CHP. The fact that the
Naive Baseline spends relatively more time waiting than CHP suggests that the network 1/0
contributes to CHP having lower execution times for larger messages. For the smaller messages,
the network overhead seems less substantial, suggesting that the overhead induced by the CHF
used in CHP is greater than the network overhead.
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Figure 6.5: Total waiting time with security parameter 8192 for all nodes

Table 6.14: Total time waiting across all nodes with security parameter 8192

Message size (Bytes)

CHP
median (95% CI)

Opt Baseline
median (95% CI)

Naive Baseline
median (95% CI)

1

5

10

50

100

500

1000
5000
10000
50000
100000
500000
1000000
5000000
10000000
50000000
100000000

0.839s (0.714s, 0.843s)
0.841s (0.710s, 0.848s)
0.840s (0.710s, 0.848s)
0.840s (0.709s, 0.845s)
0.838s (0.712s, 0.845s)
0.840s (0.709s, 0.847s)
0.838s (0.708s, 0.848s)
0.841s (0.706s, 0.844s)
0.838s (0.712s, 0.849s)
0.842s (0.710s, 0.848s)
0.844s (0.710s, 0.850s)
0.863s (0.729s, 0.869s)
0.879s (0.809s, 0.884s)
1.003s (0.849s, 1.014s)
1.265s (1.095s, 1.2765)
3.884s (3.572s, 3.893s)
7.153s (6.666s, 7.168s)

AN AN AN AN AN AN N AN AN N N N N N N

0.227s (0.208s, 0.230s)
0.226s (0.208s, 0.229s)
0.227s (0.208s, 0.230s)
0.226s (0.208s, 0.228s)
0.227s (0.209s, 0.229s)
0.145s (0.127s, 0.147s)
0.145s (0.127s, 0.147s)
0.146s (0.127s, 0.148s)
0.146s (0.127s, 0.147s)
0.148s (0.128s, 0.150s)
0.150s (0.131s, 0.152s)
0.171s (0.151s, 0.173s)
0.193s (0.167s, 0.197s)
0.364s (0.309s, 0.367s)
0.672s (0.605s, 0.679s)
3.684s (3.404s, 3.697s)
7.4565 (6.982s, 7.469s)

0.417s (0.413s, 0.420s)
0.414s (0.411s, 0.418s)
0.417s (0.415s, 0.421s)
0.414s (0.412s, 0.419s)
0.411s (0.407s, 0.416s)
0.281s (0.243s, 0.286s)
0.280s (0.243s, 0.284s)
0.282s (0.243s, 0.288s)
0.284s (0.241s, 0.287s)
0.288s (0.245s, 0.292s)
0.292s (0.251s, 0.297s)
0.337s (0.304s, 0.342s)
0.390s (0.327s, 0.393s)
0.757s (0.637s, 0.765s)
1.474s (1.315s, 1.490s)
8.119s (7.490s, 8.142s)

16.392s (15.300s, 16.421s)
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In fig. [6.6] and table [6.15] the execution time without waiting time can be seen more clearly.
Similarly to the other time measurements per node, CHP has significantly larger times for the
messages with size less than or equal to 10MB. However, for 50MB messages, CHP is faster
than the Naive baseline and for 100MB messages, CHP is faster than both baselines in terms
of active execution time. Based on the Kruskal-Wallis analysis of the active execution times
between CHP and the Naive baseline, as seen in table there is a statistically significant
difference for security parameters greater than or equal to 3072. The difference in execution
time on node level can be seen in table table and table [6.19] The Modifier and
Recipient nodes show statistically significant differences between the active execution time for
all security parameters evaluated except for the smallest (1024). Furthermore, the Signer node
only shows a statistically significant difference in active execution time for security parameters
greater than or equal to 4096. By comparing table and table it is evident that all
nodes have more computational overhead in CHP for messages with sizes less than or equal
to 1IMB. Only for messages with a size 5J0MB or more does the Signer node have less active
execution time in CHP compared with the Naive baseline. The Modifier and Recipient nodes
have larger active execution times in CHP compared with the Naive baseline throughout.
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Figure 6.6: Total active execution time with security parameter 8192 for all nodes
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Table 6.15: Total active execution time across all nodes with security parameter 8192

Message size (Bytes)

CHP
median (95% CI)

Opt Baseline
median (95% CI)

Naive Baseline
median (95% CI)

1

5

10

50

100

500

1000
5000
10000
50000
100000
500000
1000000
5000000
10000000
50000000
100000000

0.789s (0.666s, 0.795s)
0.792s (0.665s, 0.797s)
0.791s (0.665s, 0.797s)
0.791s (0.665s, 0.797s)
0.791s (0.666s, 0.797s)
0.790s (0.664s, 0.796s)
0.790s (0.664s, 0.798s)
0.791s (0.664s, 0.795s)
0.792s (0.665s, 0.798s)
0.791s (0.665s, 0.797s)
0.793s (0.665s, 0.797s)
0.805s (0.676s, 0.809s)
0.814s (0.684s, 0.819s)
0.897s (0.756s, 0.905s)
0.999s (0.836s, 1.005s)
1.877s (1.583s, 1.884s)
2.955s (2.494s, 2.964s)

AN AN AN AN AN AN AN AN AN N N N N N N

0.096s (0.083s, 0.097s)
0.095s (0.082s, 0.097s)
0.096s (0.083s, 0.098s)
0.095s (0.083s, 0.097s)
0.095s (0.084s, 0.097s)
0.096s (0.083s, 0.097s)
0.095s (0.083s, 0.097s)
0.096s (0.083s, 0.097s)
0.096s (0.084s, 0.097s)
0.098s (0.084s, 0.099s)
0.100s (0.086s, 0.101s)
0.113s (0.098s, 0.114s)
0.130s (0.111s, 0.131s)
0.256s (0.217s, 0.259s)
0.410s (0.348s, 0.414s)
1.683s (1.426s, 1.691s)
3.265s (2.786s, 3.277s)

PRy

0.139s (0.120s, 0.142s)
0.139s (0.120s, 0.141s)
0.139s (0.119s, 0.141s)
0.139s (0.120s, 0.141s)
0.139s (0.120s, 0.140s)
0.139s (0.120s, 0.141s)
0.139s (0.120s, 0.141s)
0.139s (0.119s, 0.142s)
0.140s (0.118s, 0.142s)
0.141s (0.121s, 0.144s)
0.144s (0.123s, 0.147s)
0.164s (0.140s, 0.168s)
0.190s (0.161s, 0.192s)
0.376s (0.316s, 0.379s)
0.608s (0.511s, 0.613s)
2.517s (2.118s, 2.528s)
4.865s (4.153s, 4.893s)

Table 6.16: Statistically significant Kruskal-Wallis test results of median ’Active execution

time’ values between scenarios 'CHP’ and 'Naive Baseline

)

| Test statistics | P-value | Security parameter (Bits) |

5.730
7.880
11.278
14.749

0.017
0.005
0.001
0.000

3072
4096
6144
8192

Table 6.17: Statistically significant Kruskal-Wallis test results of median "Active execution
time’ values between scenarios ’'CHP’ and 'Naive Baseline’ (signer)

Test statistics | P-value | Security parameter (Bits) |

5.405
7.688
8.075

0.020
0.006
0.004

4096
6144
8192

Table 6.18: Statistically significant Kruskal-Wallis test results of median ’Active execution
time’ values between scenarios '"CHP’ and 'Naive Baseline’ (modifier)

Test statistics | P-value | Security parameter (Bits) |

4.060
4.200
8.272
8.471
15.015
15.283

0.044
0.040
0.004
0.004
0.000
0.000

1536
2048
3072
4096
6144
8192

30




6.2. Execution and Waiting Time

Table 6.19: Statistically significant Kruskal-Wallis test results of median ’Active execution
time’ values between scenarios ’'CHP’ and 'Naive Baseline’ (recipient)

| Test statistics | P-value | Security parameter (Bits) |

3.922 0.048 1536
4.060 0.044 2048
8.075 0.004 3072
8.272 0.004 4096
11.510 0.001 6144
14.749 0.000 8192

Table 6.20: Total active execution time per node with security parameter 8192 for CHP

Role Modifier Recipient Signer

Message size (Bytes) median (95% CI) median (95% CI) median (95% CI)

1 0.442s (0.376s, 0.442s)  0.149s (0.127s, 0.150s)  0.195s (0.170s, 0.196s)
5 0.442s (0.375s, 0.443s)  0.149s (0.126s, 0.150s)  0.195s (0.165s, 0.197s)
10 0.443s (0.372s, 0.444s)  0.149s (0.127s, 0.150s)  0.195s (0.167s, 0.196s)
50 0.443s (0.375s, 0.444s)  0.149s (0.126s, 0.150s)  0.195s (0.168s, 0.197s)
100 0.443s (0.375s, 0.444s)  0.149s (0.127s, 0.150s)  0.194s (0.169s, 0.196s)
500 0.443s (0.371s, 0.443s)  0.149s (0.126s, 0.150s)  0.195s (0.168s, 0.198s)
1000 0.442s (0.375s, 0.443s)  0.149s (0.126s, 0.150s)  0.194s (0.167s, 0.197s)
5000 0.443s (0.374s, 0.443s)  0.149s (0.126s, 0.150s)  0.195s (0.165s, 0.197s)
10000 0.442s (0.374s, 0.443s)  0.150s (0.126s, 0.151s)  0.195s (0.169s, 0.198s)
50000 0.443s (0.376s, 0.444s)  0.149s (0.126s, 0.150s)  0.195s (0.166s, 0.197s)
100000 0.444s (0.372s, 0.444s)  0.150s (0.126s, 0.150s)  0.196s (0.167s, 0.199s)
500000 0.450s (0.382s, 0.451s)  0.151s (0.128s, 0.152s)  0.197s (0.168s, 0.200s)
1000000 0.457s (0.387s, 0.458s)  0.154s (0.130s, 0.154s)  0.200s (0.171s, 0.202s)
5000000 0.507s (0.428s, 0.507s) 0.170s (0.144s, 0.170s)  0.218s (0.189s, 0.219s)
10000000 0.567s (0.476s, 0.567s)  0.189s (0.159s, 0.190s)  0.240s (0.203s, 0.241s)
50000000 1.102s (0.930s, 1.102s)  0.351s (0.298s, 0.352s)  0.422s (0.359s, 0.423s)
100000000 1.754s (1.484s, 1.755s)  0.551s (0.466s, 0.552s) 0.645s (0.549s, 0.648s)
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Table 6.21: Total active execution time per node with security parameter 8192 for Naive

Baseline

Role Modifier Recipient Signer

Message size (Bytes) median (95% CI) median (95% CI) median (95% CI)

1 0.047s (0.042s, 0.048s)  0.001s (0.001s, 0.001s) 0.089s (0.078s, 0.092s)
5 0.047s (0.042s, 0.048s)  0.001s (0.001s, 0.001s)  0.089s (0.078s, 0.091s)
10 0.047s (0.042s, 0.048s)  0.001s (0.001s, 0.001s) 0.089s (0.078s, 0.091s)
50 0.047s (0.042s, 0.048s)  0.001s (0.001s, 0.001s)  0.089s (0.079s, 0.091s)
100 0.047s (0.042s, 0.048s)  0.001s (0.001s, 0.001s) 0.089s (0.078s, 0.091s)
500 0.047s (0.042s, 0.048s)  0.001s (0.001s, 0.001s) 0.090s (0.078s, 0.091s)
1000 0.048s (0.042s, 0.048s)  0.001s (0.001s, 0.001s)  0.089s (0.078s, 0.091s)
5000 0.047s (0.042s, 0.048s)  0.001s (0.001s, 0.001s)  0.090s (0.078s, 0.092s)
10000 0.048s (0.042s, 0.048s)  0.001s (0.001s, 0.001s)  0.090s (0.077s, 0.092s)
50000 0.048s (0.043s, 0.049s)  0.001s (0.001s, 0.001s) 0.091s (0.077s, 0.093s)
100000 0.049s (0.044s, 0.050s) 0.001s (0.001s, 0.002s) 0.092s (0.080s, 0.094s)
500000 0.056s (0.050s, 0.057s)  0.005s (0.004s, 0.005s) 0.101s (0.087s, 0.104s)
1000000 0.065s (0.057s, 0.066s)  0.009s (0.008s, 0.009s) 0.113s (0.096s, 0.115s)
5000000 0.129s (0.110s, 0.130s)  0.039s (0.033s, 0.039s)  0.204s (0.176s, 0.207s)
10000000 0.208s (0.179s, 0.208s)  0.076s (0.064s, 0.076s)  0.318s (0.269s, 0.322s)
50000000 0.855s (0.721s, 0.856s)  0.379s (0.324s, 0.379s) 1.267s (1.069s, 1.279s)
100000000 1.660s (1.410s, 1.662s) 0.756s (0.634s, 0.756s)  2.443s (2.063s, 2.453s)

The poor scaling with the message size of the Naive Baseline was expected by design, due
to the additional messages sent. However, what was not expected, was that the messages had
to be greater than or equal to 50MB in size for CHP to have less execution time than the
Naive baseline. The computational overhead of the CHF appears to be greater than expected,
considering the almost negligible overhead found by Ateniese et al. in [1] where the CHF used
in the CHP implementation was defined. One possible reason why the overhead induced by
the CHF in this thesis is greater may be due to the choice of CHF. Ateniese et al. introduced
multiple CHFs in [1], which may induce different amounts of computational overhead. The
CHF implemented in this thesis was chosen partially for the mathematical simplicity and
was not the same CHF that Ateniese et al. evaluated in [1]. Since the two CHFs, and their
application, are different, it is difficult to state anything general regarding the computational
overhead of CHFs. Only the computational overhead induced by the CHF in this thesis is
significant.

6.2.2 Comparison of CHP and the Optimized Baseline

Moving on to the comparison of CHP and the Optimized Baseline, the implications of the
Kruskal-Wallis tests of CHP and the Optimized Baseline are quite similar to the ones between
CHP and the Naive Baseline. As seen in table there is a statistically significant difference
in execution time for security parameters greater than or equal to 4096. Additionally, by
considering the different nodes, as seen in tables[6.23]to[6.25] the Signer node is the main cause
of the protocol level difference. Due to the difference in security parameter values for which
there is a statistically significant difference between the two protocols (security parameter
greater than or equal to 1536).
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Table 6.22: Statistically significant Kruskal-Wallis test results of median 'Execution time’
values between scenarios 'CHP’ and ’Opt Baseline’

| Test statistics | P-value | Security parameter (Bits) |

8.272 0.004 4096
11.510 0.001 6144
15.015 0.000 8192

Table 6.23: Statistically significant Kruskal-Wallis test results of median 'Execution time’
values between scenarios 'CHP’ and ’Opt Baseline’ (signer)

| Test statistics | P-value | Security parameter (Bits) |

4.060 0.044 1536
4.060 0.044 2048
6.065 0.014 3072
8.272 0.004 4096
11.278 0.001 6144
14.749 0.000 8192

Table 6.24: Statistically significant Kruskal-Wallis test results of median 'Execution time’
values between scenarios 'CHP’ and 'Opt Baseline’ (modifier)

| Test statistics | P-value | Security parameter (Bits) |

8.471 0.004 4096
11.510 0.001 6144
15.015 0.000 8192

Table 6.25: Statistically significant Kruskal-Wallis test results of median "Execution time’
values between scenarios "CHP’ and 'Opt Baseline’ (recipient)

Test statistics | P-value | Security parameter (Bits) |

8.272 0.004 4096
11.510 0.001 6144
15.015 0.000 8192

Looking at fig. [6.4] and table [6.9] it is clear that the Optimized Baseline outperforms CHP
for all message sizes up until the largest message evaluated (100MB). The difference in waiting
times for all nodes is statistically significant for the security parameters greater than or equal
to 4096, as seen in table[6.26] By inspecting the actual waiting times in table [6.14] it appears
that the main difference occurs when the messages have a size less than or equal to 10MB.
This indicates that the main reason for the difference is due to the computational overhead of
the CHF in CHP, similar to the comparison of CHP and the Naive baseline in section [6.2.1

Table 6.26: Statistically significant Kruskal-Wallis test results of median "Waiting time’ values
between scenarios ’'CHP’ and ’Opt Baseline’

| Test statistics | P-value | Security parameter (Bits) |

8.272 0.004 4096
11.278 0.001 6144
15.015 0.000 8192
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Therefore, looking at the measurements for active execution time should provide more
evidence that the computational overhead is the reason for CHP performing worse than the
Optimized Baseline. Table [6.27) shows that there is a statistically significant difference in
active execution time for CHP and the Optimized Baseline for all security parameters except
1024. Figure shows that CHP has less active execution time across all nodes only for the
largest message compared with the Optimized Baseline. Furthermore, by comparing table [6.20
and table [6.28] it is clear that all nodes in the Optimized Baseline have less active execution
time than their CHP counterparts for all messages except the two largest. For the 50MB
message, the Modifier node in CHP is the only node that requires more active execution than
its Optimized Baseline counterpart. Based on the design of the Optimized Baseline, it was
expected that it should perform better than CHP.

Table 6.27: Statistically significant Kruskal-Wallis test results of median ’Active execution
time’ values between scenarios 'CHP’ and ’Opt Baseline’

Test statistics ‘ P-value ‘ Security parameter (Bits) ‘

4.060 0.044 1536
4.200 0.040 2048
8.075 0.004 3072
8.272 0.004 4096
11.745 0.001 6144
15.015 0.000 8192

Table 6.28: Total active execution time per node with security parameter 8192 for Opt Baseline

Role Modifier Recipient Signer

Message size (Bytes) median (95% CI) median (95% CI) median (95% CI)

1 0.047s (0.042s, 0.048s)  0.001s (0.001s, 0.001s) 0.046s (0.041s, 0.047s)
5 0.047s (0.042s, 0.048s)  0.001s (0.001s, 0.001s)  0.047s (0.041s, 0.047s)
10 0.047s (0.042s, 0.048s)  0.001s (0.001s, 0.001s)  0.046s (0.041s, 0.048s)
50 0.047s (0.042s, 0.048s)  0.001s (0.001s, 0.001s) 0.046s (0.041s, 0.047s)
100 0.047s (0.042s, 0.048s)  0.001s (0.001s, 0.001s) 0.046s (0.042s, 0.048s)
500 0.047s (0.042s, 0.048s)  0.001s (0.001s, 0.001s) 0.046s (0.041s, 0.047s)
1000 0.048s (0.042s, 0.048s)  0.001s (0.001s, 0.001s)  0.046s (0.041s, 0.047s)
5000 0.047s (0.042s, 0.048s) 0.001s (0.001s, 0.001s) 0.047s (0.042s, 0.048s)
10000 0.048s (0.042s, 0.048s)  0.001s (0.001s, 0.001s) 0.046s (0.041s, 0.047s)
50000 0.048s (0.043s, 0.049s) 0.001s (0.001s, 0.001s)  0.047s (0.041s, 0.048s)
100000 0.049s (0.044s, 0.049s) 0.001s (0.001s, 0.002s) 0.047s (0.042s, 0.048s)
500000 0.056s (0.049s, 0.056s)  0.005s (0.004s, 0.005s) 0.051s (0.045s, 0.052s)
1000000 0.064s (0.056s, 0.065s)  0.009s (0.008s, 0.009s)  0.055s (0.048s, 0.056s)
5000000 0.129s (0.110s, 0.129s)  0.039s (0.034s, 0.039s)  0.087s (0.075s, 0.088s)
10000000 0.207s (0.179s, 0.208s)  0.076s (0.064s, 0.076s)  0.125s (0.107s, 0.126s)
50000000 0.854s (0.731s, 0.855s)  0.379s (0.320s, 0.379s)  0.447s (0.377s, 0.448s)
100000000 1.659s (1.430s, 1.661s)  0.756s (0.639s, 0.756s)  0.845s (0.744s, 0.847s)

The chameleon signature scheme in CHP definitively increases the computational overhead
per node. However, there is only a significant difference between CHP and the Naive Baseline
for security parameters greater than or equal to 6144, as discussed in section [6.2.1 Thus,
CHP performs better than the Naive Baseline for security parameters in the range 2048 to
4096 while providing at least adequate levels of security based on the recommendations in |25].
The Optimized Baseline still performs better than CHP for most security parameters, only
for security parameter 2048 is the difference not significant. Although the Optimized Baseline
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performs better, it is used here as an upper bound for the conventional digital signature
scheme. Since it relies on the Modifier being in possession of all secret keys owned by the
Signer nodes, it both creates a single point of failure as well as allows a malicious Modifier to
forge signatures for all nodes in the network.

6.3 Communication Overhead

Based on table and table there is a statistically significant difference in the number
of bytes transmitted in total between CHP and the two baselines for messages between 5KB
and 100MB. The difference based on the security parameter is negligible, as such 8192 will be
used for further analysis.

Table 6.29: Statistically significant Kruskal-Wallis test results of median 'Bytes transmitted’
values between scenarios 'CHP’ and 'Naive Baseline’

Test statistics ‘ P-value ‘ Message size (Bytes) ‘

9.800 0.002 5000
9.800 0.002 10000
9.800 0.002 50000
9.800 0.002 100000
9.800 0.002 500000
9.800 0.002 1000000
9.800 0.002 5000000
9.800 0.002 10000000
9.800 0.002 50000000
9.800 0.002 100000000

Table 6.30: Statistically significant Kruskal-Wallis test results of median 'Bytes transmitted’
values between scenarios 'CHP’ and ’Opt Baseline’

| Test statistics | P-value | Message size (Bytes) |

5.588 0.018 1
5.588 0.018 5
5.588 0.018 10
5.588 0.018 50
5.588 0.018 100
5.588 0.018 500
5.588 0.018 1000
5.588 0.018 5000
5.588 0.018 10000
5.588 0.018 50000
5.588 0.018 100000
5.588 0.018 500000
5.588 0.018 1000000
5.588 0.018 5000000
5.588 0.018 10000000
5.588 0.018 50000000
5.588 0.018 100000000

In table [6.31] it is evident that the Optimized Baseline sends significantly fewer bytes over
the network compared to CHP. In contrast, the Naive baseline sends significantly more bytes.
These results are expected based on the design of the baseline scenarios as previously discussed
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in section [6.2] The fact that the Optimized Baseline sends fewer bytes compared with CHP
indicates that the additional parameters sent with the chameleon hash induce a significant
network overhead. However, as described in section [5.3] the Optimized Baseline symbolizes
a realistically unattainable level of optimization for the authenticated data distribution with
modification using conventional digital signatures. Taking that into account, combined with
the fact that the difference in bytes transmitted between CHP and the Naive Baseline is
higher than the difference between CHP and the Optimized Baseline, CHP does not have have
major impact on the network overhead. On the contrary, considering the Naive Baseline, CHP

reduces the network overhead.

Table 6.31: Bytes transmitted with security parameter 8192

CHP Opt Baseline Naive Baseline
Message size (Bytes) | median (95% CI) | median (95% CI) | median (95% CI)
1 6244B 2082B 4164B
5 62528 2090B 4180B
10 62628 2100B 4200B
50 6342B 2180B 4360B
100 6442B 2280B 4560B
500 72428 3080B 6160B
1000 82428 4080B 8160B
5000 162428 12080B 24160B
10000 26242B 22080B 44160B
50000 106242B 102080B 204160B
100000 2062428 202080B 404160B
500000 10062428 1002080B 2004160B
1000000 20062428 2002080B 4004160B
5000000 10006242B 100020808 200041608
10000000 20006242B 20002080B 40004160B
50000000 1000062428 100002080B 200004160B
100000000 2000062428 200002080B 400004160B
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Discussion

This chapter contains a discussion pertaining to the method of obtaining the results, the
societal and ethical implications of the thesis, and the occasional occurrence of a slight drop
in measured time with increased message size. A summary of the findings from chapter [f] is
also provided.

7.1 Results

CHP had a lower protocol time than the Naive Baseline at some point during all configurations
evaluated, for some configurations CHP even had lower protocol time than the Optimized
Baseline. Generally, when the message size increases CHP performs better and when the
security parameter increases CHP performs worse compared to the other baselines. This
seems to be due to the additional computational overhead from the CHF eventually being
rendered negligible by the increasing network overhead in the Naive Baseline. Furthermore,
the computational overhead imposed by the CHF is also less than the computational overhead
of the conventional hash function for the largest messages evaluated. Overall, it appears
that CHP scales worse with security parameter but better with message size compared with
the baselines. This may be limited to this particular CHF and this particular implementation.
However, if it is not, then CHP outperforms the conventional approaches to authenticated data
distribution with modifications for the most reasonable security parameters (2048 - 4096).
The sudden drop in measured time when the message size increases, observed from multiple
measurements (e.g. in fig. , is quite interesting. Especially since it is often only the baselines
that experience the drop in measured time. By looking at the actual measured values it looks
to consistent to be caused by the evaluation environment. One explanation of this behavior
could be that the conventional hash function handles small input differently, and that the
different behavior leads to different amounts of computational overhead. The digital signature
algorithm always operates on a fixed size value, since the hash functions produce a fixed size
output. Since the measurements of CHP also contain this drop in measured time occasionally,
then the CHF should also behave differently on small input, which it does not as far as we
know. A more reasonable explanation is that the drop observed is due to the nodes having
fewer cache misses at the point of the drop i.e. the machines have warmed up sufficiently. To
further support that explanation, the observed drop mostly occurs after only a few messages
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(for messages of sizes between 10B and 100B). The first iteration of each evaluation was
discarded for this reason, however that may not have been sufficient if this drop is a result of
initial cache misses.

7.2 Method

There are two potential issues with the design choices made, one for the implemented CHF and
another one for the parameter selection for the CHF. Firstly, the decision to implement the less
complex CHF proposed by Ateniese et al. in [1] made evaluating the computational overhead
more difficult. For the current implementation, it is difficult to say why the computational
overhead is as high as it is. Due to the lack of baseline CHF, the computational overhead
may be attributed to implementation mistakes. Another potential issue, that also could result
in additional computational overhead is the parameter selection for the CHF. Initially, the
digital signature algorithm used was the Digital Signature Algorithm (DSA), but was later
changed in favor of RSA due to the deprecation of DSA in [23]. The change of the digital
signature scheme means that the underlying mathematical problem became different between
CHF and the digital signature scheme, which could mean that the modulus size in bits does
not necessarily have to be the same for the same level of security. More carefully tweaked
parameters may have led to more reliable measurements concerning the execution times for
the different protocols.

There is an issue concerning the measurements regarding the network wait time, in
particular for the Recipient node. The network wait time depends on both execution and
network time for the two other nodes since non-asynchronous sockets are used, and all scenarios
end with the transmission from the Modifier node to the Recipient node. Thus, the timer
should only start when the first packet arrives from the Modifier node as this improves the
reliability of this measurement. However, by using this measurement to deduce the time a node
is blocked it can provide valid insight into the node’s performance. Since the total execution
time is measured, the network I/O measurement can be deducted from it to provide a metric
for active execution time. In doing so, the measurements for active execution time are a more
reliable metric than network wait time. Furthermore, the number of bytes transmitted metric
has higher validity than the network wait time metric when investigating the network overhead
since it only counts the number of application-level bytes sent.

The replicability of this study is as high as a real-world environment evaluation can be.
The source code for the implementations evaluated is available in a Gitlab repository [12], the
evaluation environment is described in sufficient detail in section [5.6] and the data analysis
performed is contained in the Python script. Furthermore, in appendix [C] the specific dates
of when the evaluation was run are provided, such that someone attempting to reproduce the
results in this thesis can orchestrate their evaluation runs at a similar time of day.

The inclusion of the work on redactable blockchains by Niya, Willems, and Stiller [21]
might be questionable since it is published on arXiv. However, Niya, Willems, and Stiller
did get a case study utilizing their work [21] published to IEEE International Conference on
Blockchain and Cryptocurrency (ICBC)[20]. Although the acceptance of the case study does
not mean that the underlying work underwent peer review, it does increase the credibility of
the work published on arXiv.

7.3 The work in a wider context

The use of chameleon signature schemes in protocols offering both authenticity and delegated
modifications is shown, in this thesis, to be a viable alternative to conventional signature
schemes. On a societal level, this can potentially reduce the energy consumption of e.g. edge
computing networks. Provided that the computational overhead per node requires less energy
than the network would have required to transmit the additional bytes as in the Naive Baseline.
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The energy savings would become even greater if edge nodes sent high-resolution photos
requiring modifications by the edge server before distribution, since the difference between
CHP and the Naive baseline in bytes transmitted scaled with message size. The additional
computational overhead induced by the CHF could be managed by selecting the smallest
security parameter that provides adequate security. The Optimized Baseline, introduced in
this thesis, could also be used to achieve even greater energy savings in the network. However,
giving all Modifier nodes access to the signing keys of all other nodes in the network poses
several security and ethical problems. The fact that the signing key no longer only exists on
the owner system will reduce the authenticity of any future signature made with that key.
Since the Optimized Baseline requires a completely benign Modifier system, that can not be
influenced externally or breached, it is a valid approach to reduce the energy consumption of
a network.disc
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Conclusion

This thesis aimed to implement a communication protocol using a chameleon signature scheme
and to evaluate the performance of that implementation in a real-world environment. A
CHF was implemented and used in the protocol implementation. The performance evaluation
included the chameleon signature protocol CHP and two created baselines. The computational
overhead in CHP was significantly higher than the baselines for the larger security parameters.
However, for more reasonable security parameters e.g. 2048 the computational overhead of
CHP was low enough such that the protocol completed faster than the Naive Baseline. The
network overhead of CHP was significantly lower than the Naive Baseline and closer to the
Optimized Baseline. Thus, to answer the main research question, the chameleon signature
scheme makes authenticated data distribution with modifications more efficient by reducing
the network overhead more than it increases the computational overhead per node (using an
adequate level of security).

Since only a single CHF was implemented and evaluated in this thesis, future studies could
use the implementation from this thesis as a baseline to investigate the performance impact of
different CHFs. Additionally, the CHF implementation from this thesis can be used in other
protocol implementations such as MoMEP.
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Virtual Machines

Configuration

{
"name": "chf—vnet",
n id n .

"/subscriptions /10f6ad59 —3737—45b0—9¢c43—-0b948155¢c6¢cc/resourceGroups /ASTECGR
TSLAB—1/providers/Microsoft . Network/virtualNetworks/chf—vnet ",
"etag': "W/\'9578e06a—dadd —4658—9415—07498db2c803\""

"type": "Microsoft.Network/virtualNetworks",
"location": "westeurope",
"tags": {},
"properties": {
"provisioningState": "Succeeded",

"resourceGuid ": "4cef0958 —16e9—4ead —89ba—89702a1f1084 " |
"addressSpace": {

"addressPrefixes": |
"10.0.0.0/24"
]

Iz
"encryption": {
"enabled ": false ,
"enforcement ": "AllowUnencrypted"

I

"subnets": |

{

"name": "default",

"id ":

"/subscriptions /10f6ad59 —3737—45b0—9¢43—-0b948155c6¢cc /resourceGro
ups /ASTECG-RTSLAB—1/providers/Microsoft . Network/virtualNetworks /chf—vnet/subnets
/default ",

"etag': "W/\'9578e06a—dadd —4658—9415—07498db2c803\""

"properties ": {
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"provisioningState ": "Succeeded",
"addressPrefixes": |
"10.0.0.0/24"
I
"ipConfigurations ": |
{
"id "
"/subscriptions /10f6ad59 —3737—45b0—9c43—-0b948155¢c6cc
/resourceGroups /ASTECG-RTSLAB—1/providers/Microsoft . Network/networkInterfaces /CH
F-MODIFIER24 Z1/ipConfigurations/IPCONFIG1"
I
{
"id "
"/subscriptions /10f6ad59 —3737—45b0—9¢43—-0b948155¢c6cc
/resourceGroups /ASTECG-RTSLAB—1/providers/Microsoft . Network/networkInterfaces/CH
F—RECIPIENT75_ Z1/ipConfigurations /IPCONFIG1"

},
{
"id "
"/subscriptions /10f6ad59 —3737—45b0—9¢c43—-0b948155¢c6cc
/resourceGroups /ASTECG-RTSLAB—1/providers/Microsoft . Network/networkInterfaces /CH
F—SIGNER526_71/ipConfigurations /IPCONFIG1"

}
]
"delegations": [],
"privateEndpointNetworkPolicies ": "Disabled",
"privateLinkServiceNetworkPolicies": "Enabled"
}
"type': "Microsoft.Network/virtualNetworks/subnets"
¥
I
"virtualNetworkPeerings": [],
"enableDdosProtection": false
}
"apiVersion": "2024-01-01"
}
67
Configuration
{
"name": "chf—signer",
"id "
"/subscriptions /10f6ad59 —3737—45b0—9¢c43—-0b948155¢c6¢cc/resourceGroups /ASTECGR
TSLAB—1/providers/Microsoft . Compute/virtualMachines/chf—signer ",
"type'": "Microsoft.Compute/virtualMachines",
"location ": "westeurope",
"properties": {
"hardwareProfile ": {
"vmSize": "Standard D2s v3"'
Iz
"provisioningState ": "Succeeded"',

"vmmId": "47d79ad5—2d8d—43al—8bbe—96f6bcal28ff"
"additionalCapabilities ": {
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"hibernationEnabled ": false

|
"storageProfile": {
"imageReference": {
"publisher": "canonical",
"offer ": "ubuntu—24_ 04—1ts",
"sku'": "server',
"version": "latest",
"exactVersion": "24.04.202504080"
}
"osDisk ": {
"osType": "Linux',
"name " :
"chf—signer_OsDisk_1_fe311dff115e49fe864261df72862ff3",
"createOption": "Fromlmage",

"caching": "ReadWrite",
"managedDisk ": {
"storageAccountType": "Premium_LRS",
"id "
"/subscriptions /10f6ad59 —3737—45b0—9¢43—0b948155c6¢cc/resourc
eGroups /ASTECG-RTSLAB—1/providers/Microsoft . Compute/disks /chf—signer__OsDisk_1_ fe
311dff115e49fe864261df72862ff3"

}s
"deleteOption": "Delete",
"diskSizeGB ": 30
1
"dataDisks": []
I
"osProfile": {
"computerName": "chf—signer",
"adminUsername": "azureuser',
"linuxConfiguration": {
"disablePasswordAuthentication": true,
"ssh'": {
"publicKeys": |
{
"path":
"/home/azureuser /.ssh/authorized__keys",
"keyData": "ssh—rsa

AAAAB3NzaClyc2EAAAADAQABAAABgQCy4smq96MjzSGLcdNZZsiq
nJEohcerL38Rc0QIO /VEuI3H1YJXYY4idjZHEXssBZjP36rzQb8Fpl+UFBfyPq56Heboi+t3mJ68IckQa
G2/vDG68PUvhVV2rG3qqtF79BhLE2bD8hkWMsbQj2w18UpdRj9Ih71ZnkEZuiLISLGmuxN1PAOZ+EwGGO
jxmklypVN190XzyDSitDEn+rA A9bgXtDBgwwR6ARAVvF62zxTXHS2fdwirdcoF CX27v02CCdkVx2rhZtO
6FpKb4SMEmMTdZigKO6kxrFdPgsy3qEgV6akxDIqvVO0GA /nsLsAnY8ite4dZNF ZaC24+DyGXApK+30RDwH
V7v68dPsaYmz/4YSstudqYdehDhghhKwFSzeG3X04f0nHKezoSSjlHs5pNjXZRDq/J62ekq39hTwh1Zs
pvRcqyQ3nNzTDYcls+0MadBT6UalnAv6cT6SsCuXIwA28PNTn9sPXMI1jjL0I2fi2gcNSr5wxznlliCD
Tx6bm09ksBU=

generated—by—azure"

]
1%

"provisionVMAgent": true,
"patchSettings": {
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68 "patchMode ": "ImageDefault",

69 "assessmentMode ": "ImageDefault"
70 }

71 b

72 "secrets": [],

73 "allowExtensionOperations ": true,

74 "requireGuestProvisionSignal ": true

75 }

76 "securityProfile": {

7 "uefiSettings ": {

78 "secureBootEnabled ": true,

79 "vIpmEnabled ": true

80 }

81 "securityType": "TrustedLaunch"

82 b

83 "networkProfile": {

84 "networkInterfaces": |

85 {

86 "id "

87 "/subscriptions /10f6ad59 —3737—45b0—9¢43—0b948155c6¢cc/resourc

88 eGroups/ASTECGRTSLAB—1/providers/Microsoft.Network/networkInterfaces/chf—signer
89 795 1",

90 "properties": {
91 "deleteOption": "Delete"
92 }
93 }
94 ]
95 }
96 "diagnosticsProfile": {
97 "bootDiagnostics ": {
98 "enabled": true
99 }
100 }
101 ¥
102 "zones": |
103 "1
104 ],
105 "apiVersion": "2021—-03—-01"
106 }
107
Configuration
1
2 "name": "chf—modifier",
3 "id "
4 "/subscriptions /10f6ad59 —3737—45b0—9¢c43—-0b948155¢c6cc/resourceGroups /ASTECGR
5 TSLAB—1/providers/Microsoft .Compute/virtualMachines/chf—modifier",
6 "type': "Microsoft.Compute/virtualMachines",
7 "location": "westeurope",
8 "properties ": {
9 "hardwareProfile ": {
10 "vmSize": "Standard D2s v3"'
11 b
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"provisioningState ": "Succeeded",
"vimld": "e4d9efeb—f88a —4622—9c3a—88beel2edlde ",
"additionalCapabilities ": {
"hibernationEnabled ": false
}
"storageProfile": {
"imageReference": {
"publisher": "canonical",
"offer ": "ubuntu—24_ 04—1ts",
"sku": "server',
"version": "latest",
"exactVersion": "24.04.202504080"
},
"osDisk ": {
"osType": "Linux",
"name " :
"chf—modifier_ OsDisk 1 0e59f75a27ab4baeal9a66dlac34b739",
"createOption": "Fromlmage",
"caching": "ReadWrite",
"managedDisk ": {
"storageAccountType": "Premium_LRS",
"id "
"/subscriptions /10f6ad59 —3737—45b0—9¢43—-0b948155c6¢cc/resourc
eGroups /ASTECG-RTSLAB—1/providers/Microsoft . Compute/disks /chf—modifier  OsDisk 1
0eb59f75a27ab4baeal9a66dlac34b739"

b
"deleteOption": "Delete",
"diskSizeGB ": 30
t
"dataDisks": []
}
"osProfile": {
"computerName": "chf—modifier",
"adminUsername": "azureuser',
"linuxConfiguration": {
"disablePasswordAuthentication": true,
"ssh'": {
"publicKeys": |
{
"path":
"/home/azureuser /.ssh/authorized__keys",
"keyData": "ssh—rsa

AAAAB3NzaClyc2EAAAADAQABAAABgQC2raE23eH4Pc3YWXH+16x 3
yMIFrSTpgiHvmgrQMA0i45CUnG4 /9evrLUBBIu9IB37eF+zut+nvBe78JLnKVIFIZIripcABoV6RIufxE
6J3Y JdtuABuc2t WEwJtR4iKG5IMYhoOBQzl1OGIONjpq71XXj561LvsOCGKbdomhWyQpH3cPLIXbjKDq
ecXvOL11ZywNZSPeHbIK9X16MomA07Ro0gupkDewN70lI VP d+rulXgX5QeGWLmMyL.YAVCEVLhGSbzMG6A
I15iw5j+qpw9IHIKuYut1SglEzvlqzQbNokFgt2BMSgKBUvnSD /yOWSZOPy+XCesl9qVqRNB8Qr3oEOUQ6
YQFolJpl5HO+5CzD3KxkcSqFtZ3WhgRelOOSFL+0FP8Gc3uP8FfHIEUh6lrr Bt WmBJuwCs6 TPwygUS8Iz
UhpzjflVHGkFvylulY QMko-+hgwZatsFXeW1cZEpUJqUtTtHVcEUwBvkHgzkV7W /nFGLLeUGImXN /zFDV
gfwlU9nO0Z0E=

generated—by—azure"
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65 1,
66 "provisionVMAgent ": true,

67 "patchSettings": {

68 "patchMode ": "ImageDefault",
69 "assessmentMode ": "ImageDefault"
70 }

71 b

72 "secrets": [],

73 "allowExtensionOperations": true,

74 "requireGuestProvisionSignal ": true
75 }

76 "securityProfile ": {

7 "uefiSettings ": {

78 "secureBootEnabled ": true,

79 "vIpmEnabled": true

80 }

81 "securityType": "TrustedLaunch"

82 b

83 "networkProfile ": {

84 "networkInterfaces": |

85 {

86 "id "

87 "/subscriptions /10f6ad59 —3737—45b0—9¢43—-0b948155c6¢cc/resourc

88 eGroups/ASTECGRTSLAB—1/providers/Microsoft.Network/networkInterfaces/chf—modifi
89 er390_zl1",

90 "properties": {
91 "deleteOption": "Delete"
92 }
93 }
94 ]
95 }
96 "diagnosticsProfile": {
97 "bootDiagnostics ": {
98 "enabled": true
99 }
100 }
101 },
102 "zones": |
103 "1
104 ],
105 "apiVersion": "2021—-03—-01"
106}
107
Configuration
1A
2 "name": "chf—recipient ",
3 "id "
4 "/subscriptions /10f6ad59 —3737—45b0—9¢43—-0b948155¢c6¢cc/resourceGroups /ASTECGR
5 TSLAB—1/providers/Microsoft.Compute/virtualMachines/chf—recipient ",
6 "type": "Microsoft.Compute/virtualMachines",
7 "location": "westeurope",
8 "properties": {
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"hardwareProfile ": {
"vmSize": "Standard D2s v3"
2
"provisioningState": "Succeeded",
"vmId": "41525cc7—4571—4a01—b356—ba83d25bdeba "
"additionalCapabilities": {
"hibernationEnabled ": false

}s

"storageProfile": {
"imageReference": {
"publisher": "canonical",
"offer ": "ubuntu—24 04—1ts",
"sku'": "server',
"version": "latest',
"exactVersion": "24.04.202504080"
I
"osDisk ": {
"osType": "Linux",
"name " :
"chf—recipient__OsDisk_1_846db42f2ee84856abchabalfe00eblc",
"createOption": "Fromlmage",
"caching": "ReadWrite",
"managedDisk ": {
"storageAccountType": "Premium_LRS",
"id "
"/subscriptions /10f6ad59 —3737—45b0—9¢43—0b948155c6¢cc/resourc
eGroups /ASTECG-RTSLAB—1/providers/Microsoft . Compute/disks /chf—recipient_OsDisk_1
~ 846db42f2ee84856a5chabalfe00eblc”

}
"deleteOption": "Delete",
"diskSizeGB ": 30
t
"dataDisks": []
}
"osProfile": {
"computerName": "chf—recipient",
"adminUsername": "azureuser',
"linuxConfiguration": {
"disablePasswordAuthentication": true,
"ssh": {
"publicKeys": |
{
"path":
"/home/azureuser /.ssh/authorized__keys",
"keyData": "ssh—rsa

AAAAB3NzaClyc2EAAAADAQABAAABgQC4PsKe000+5M35SqaEsiv3
KzxwvhhDC/gfvg8ZIvFtydeZGTXqRE6YhOnMBQ5SHNIL /MnPw0JR5HwL2jmVUrJdzgKgUfikZF GbphPdVZ
CC8Saxg+JM5CHWiJKuXom5MZOHvqF2rplZ02MT7m3gRIRY8D /1 RypTAwuJn406dqcEe Ab+QinlU6W4 Vi
jYVzI6eA2aG5mlkB054nhBX7MLv3g0g1 PEOFVtGdUxRSXAp29EV8U4bbOPHV010nG9IIqw3Nwer765¢cP
pTKQINdgsOQ7Ga+pDFRDqFijjIEG92m+GOdbLzzm40ciVidmBelOFa9NUeAq6 XHHan X FNLFzhVp8elcu
6xTA79/W4F /jqdUARTHu6LFsy4V38uedYvkplJxVyeckid /092gyRUZgQFP{tRO2WWGSX3vzjlvhOtCr
eGP6TCdkWxB7qf7LILoUbcJhtZ6G5Zn0c8aS18rtf2VL7oLZkz0PP+waB0cve/xT1LxzikPEN8kpz8ch
qCdojbaOZX0=
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62 generated —by—azure"

63 }

64 ]

65 }s

66 "provisionVMAgent ": true,

67 "patchSettings": {

68 "patchMode ": "ImageDefault",
69 "assessmentMode ": "ImageDefault"
70 }

71 b

72 "secrets": [],

73 "allowExtensionOperations": true,

74 "requireGuestProvisionSignal ": true
75 }

76 "securityProfile ": {

7 "uefiSettings ": {

78 "secureBootEnabled ": true,

79 "vIpmEnabled": true

80 ’

81 "securityType": "TrustedLaunch"

82 b

83 "networkProfile ": {

84 "networkInterfaces": |

85 {

86 "id "

87 "/subscriptions /10f6ad59 —3737—45b0—9¢43—0b948155c6¢cc/resourc

88 eGroups/ASTECG-RTSLAB—1/providers/Microsoft.Network/networkInterfaces/chf—recipi
89 ent75_zl1",

90 "properties": {

91 "deleteOption": "Delete"
92 }

93 }

94 ]

95 ’

96 "diagnosticsProfile": {

97 "bootDiagnostics ": {

98 "enabled ": true

99 }

100 }

101 ¥,

102 "zones": |

103 "1

104 ],

105 "apiVersion": "2021-03—-01"

106}

107
Configuration

{

"'name": "chf—evaluator'

n id n .

"/subscriptions /10f6ad59 —3737—45b0—9c43—0b948155c6¢cc/resourceGroups /ASTECGR
TSLAB—1/providers/Microsoft . Compute/virtualMachines/chf—evaluator",

)
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"type": "Microsoft.Compute/virtualMachines",

"location": "westeurope",
"properties ": {
"hardwareProfile ": {
"vmSize": "Standard D2s v3"
b
"provisioningState ": "Succeeded",

"vinld": "fe69719d—bbb2—4e92 —-966f—feb3c35f7eff ",
"additionalCapabilities": {

"hibernationEnabled ": false
}
"storageProfile": {
"imageReference": {
"publisher": "canonical",
"offer ": "ubuntu—24_ 04—1ts",
"sku'": "server',
"version": "latest",
"exactVersion": "24.04.202504080"
1
"osDisk ": {
"osType": "Linux",
"name " :
"chf—evaluator_diskl_ 66ba973ac299424ab043f334¢9773e93",
"createOption": "Fromlmage",

"caching": "ReadWrite",
"managedDisk ": {
"storageAccountType": "Premium_LRS",
"id "
"/subscriptions /10f6ad59 —3737—45b0—9¢c43—-0b948155¢c6¢cc/resourc
eGroups /ASTECG-RTSLAB—1/providers/Microsoft . Compute/disks /chf—evaluator_ diskl_ 66
ba973ac299424ab043£334c9773e93"

b
"deleteOption": "Delete",
"diskSizeGB ": 30
t
"dataDisks": []
}
"osProfile": {
"computerName": "chf—evaluator"',
"adminUsername": "azureuser',
"linuxConfiguration": {
"disablePasswordAuthentication": true,
"ssh": {
"publicKeys": |
{
"path ":
"/home/azureuser /.ssh/authorized keys",
"keyData": "ssh—rsa

AAAAB3NzaClyc2EAAAADAQABAAABgQCcbb83js+9m04U /BAfQHZ9
IAHWW4vDbAGrqV0TodwwlAS2PLfw7gAC37QpRiDBteNTU+UiKcqHi36 AvYNO0g73inDFP66 / IFh5UB85f
8RLFguJCszuTHQe7vDOA24+1rQP 34bKLbGtFxXwZ2GTHCM6RGSeX9fRX+D0Leux8UK1Sbs1bmLEvgcgZQZ
ilo60y8qA+hBSPeEL2vTGtHMUQLEFMx0AYmZoY Up6NQ3pqQZhfamBgNwB9I8zjESCTWH{J3UPOCNql1EtU
SWXdm/K6MFpSQ0BGlhsndsSHCGUgDFo5tWmHJkedefXYaKuXgWx0129K7iSLSECRXL5mIR6fKpnhwqiX

52



59 q4buJi2Twt /f7ZhlOYrcZY /QMk117nc3tVuaZ91dXQBABEPUQcJvqlE3sGtPeVsZiEgt0aRAUWhhbOQUI
60 +KwKuoQLTiPpJ879Dfx7TBkoPnq7Edtn7fmM;j2bth1ZoP Gbac8gnjxFQeJc2HHF TMM3s47Tk A8AIfSKW Qr
61 sObK9U8qupk=

62 generated—by—azure"
63 }

64 ]

65 }s

66 "provisionVMAgent ": true,

67 "patchSettings": {

68 "patchMode ": "ImageDefault",
69 "assessmentMode ": "ImageDefault"
70 }

71 },

72 "secrets": [],

73 "allowExtensionOperations": true,

74 "requireGuestProvisionSignal ": true
75 }s

76 "securityProfile": {

7 "uefiSettings ": {

78 "secureBootEnabled ": true,

79 "vIpmEnabled": true

80 ’

81 "securityType": "TrustedLaunch"

2 b

83 "networkProfile ": {

84 "networkInterfaces": |

85 {

86 "id "

87 "/subscriptions /10f6ad59 —3737—45b0—9¢c43—-0b948155¢c6¢cc/resourc

88 eGroups/ASTECGRTSLAB—1/providers/Microsoft.Network/networkInterfaces/chf—evalua
89 torldl_zl",

90 "properties": {

91 "deleteOption": "Delete"
92 }

93 }

94 ]

95 I

96 "diagnosticsProfile ": {

97 "bootDiagnostics ": {

98 "enabled": true

99 }

100 }

101 ¥,

102 "zones": |

103 "1

104 ],

105 "apiVersion": "2021-03—-01"

106}

107
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Scripts Used for
Evaluation

#!/bin /bash

base_ dir=${HOME}/ workspace/thesis/thesis—impl
# Go to work directory

cd ${base_dir}/chf—scenario

# Build release version of project
cargo build —r

# Go back
cd ${base_dir}

# Create dist

mkdir —p ${base_dir}/dist/tmp

cd ${base_dir}/dist /tmp

cp —r ${base_dir}/chf—scenario/data \
${base_dir}/chf—scenario/target/release/chf—scenario \
${HOME}/.ssh/chf—modifier__key .pem \
${HOME} /.ssh /chf—signer__key .pem \
${HOME} /.ssh /chf—recipient__key .pem \
${base_dir}/cloud_eval chf azure.sh \
${base_dir}/run_eval_chf_ azure.sh

tar czf chf.tar.gz x
cd ${base_dir}/dist
mv tmp/chf.tar.gz
rm —rf tmp

update="sudo apt update && sudo apt upgrade —y"

echo "Running ${update}"

ssh —i ${HOME}/.ssh/chf—evaluator_ key.pem azureuser@evaluator—vm ${update}
# Install
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33
34
35
36
37
38
39
40

0 3 O T W N

target_dir=/home/azureuser
scp —i ${HOME}/.ssh/chf—evaluator_key.pem ${base_dir}/dist/chf.tar.gz azureuser@
evaluator—vm: ${target dir}

install="cd ${target_dir}; tar xf chf.tar.gz; mv *.pem .ssh/; \
rm chf.tar.gz; tar czf chf.tar.gz data chf—scenario"
echo "Running ${install}"
ssh —i ${HOME}/.ssh/chf—evaluator key.pem azureuser@evaluator—vm ${install}

ssage Size and Security Parameters

#!/usr /bin /bash
signervim=10.0.0.4
modifiervmm=10.0.0.5
recipientvm=10.0.0.6

setup () {
# Set ip variables

local get_ ip="hostname —I;"

echo "Running ${get_ip}"

signer__ip=$(ssh —i ${HOME}/.ssh/chf—signer_key.pem azureuser@${signervm} ${g
et_ip} | awk '{$1=$1};1")

modifier ip=$(ssh —i ${HOME}/.ssh/chf—modifier key.pem azureuser@${modifierv
m} ${get ip} | awk {$1=$1};1")

recipient_ip=$(ssh —i ${HOME}/.ssh/chf—recipient_key.pem azureuser@${recipie
ntvm} ${get_ip} | awk *{$1=$1};1")

signer__to_modifier="${modifier__ip }:8888"
recipient__to_modifier="${modifier_ip }:8889"
recipient_to_signer="${signer_ip }:8989"

}

run_scenario () {
# RECIPIENT — background
local recipient__cmd="chf—scenario —security ${sp} run ${scenario[1]}
echo "Running on ${recipientvm }: ${recipient_cmd}"
ssh —i ${HOME}/.ssh/chf—recipient_key.pem azurecuser@${recipientvm} ${recipie
nt_cmd} &

# MODIFIER — background

local modifier_cmd="chf—scenario —security ${sp} run ${scenario[2]}

echo "Running on ${modifiervm }: ${modifier cmd}"

ssh —i ${HOME}/.ssh/chf—modifier _key.pem azureuser@${modifiervimm} ${modifier__
cmd} &

# SIGNER — foreground (starts and ends protocol run)

local signer_ cmd="chf—scenario —security ${sp} run ${scenario[0]} —message
—size ${ms}"

echo "Running on ${signervm }: ${signer cmd}"

ssh —i ${HOME}/.ssh/chf—signer_ key.pem azureuser@${signervm} ${signer cmd}

# Copy logs
scp —i ${HOME} /.ssh/chf—signer_key.pem azureuser@${signervm }:${cloud_workdir
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}/chf—scenario.log ${out_dir}/${scenario_name_ short}/${sp}/${ms}/signer.log

scp —i ${HOME}/.ssh/chf—modifier_key.pem azureuser@${modifiervm }:${cloud_wor
kdir}/chf—scenario.log ${out_dir}/${scenario_name short}/${sp}/${ms}/modifier.lo
g

scp —i ${HOME}/.ssh/chf—recipient__key.pem azureuser@${recipientvm }:${cloud_w
orkdir}/chf—scenario.log ${out_dir}/${scenario_name_short}/${sp}/${ms}/recipient
.log

# Clean up

local clean="sudo rm ${cloud_ workdir}/chf—scenario.log"

ssh —i ${HOME}/.ssh/chf—signer_key.pem azureuser@${signervm} ${clean}

ssh —i ${HOME}/.ssh/chf—modifier__key.pem azureuser@${modifiervm} ${clean}
ssh —i ${HOME}/.ssh/chf—recipient_key.pem azureuser@${recipientvm} ${clean}

}

dry_run_scenario () {
echo "Executing with security parameter = ${sp} and message size = ${ms}"
}

teardown () {
echo "'
echo "Aborting cloud_eval chf.sh..."
local terminate="pkill chf—scenario;"
ssh —i ${HOME}/.ssh/chf—signer_ key.pem azureuser@${signervin} ${terminate}
ssh —i ${HOME}/.ssh/chf—modifier key.pem azureuser@${modifiervimn} ${terminate

}

ssh —i ${HOME}/.ssh/chf—recipient_key.pem azureuser@${recipientvm} ${termina
te}

exit

}

run_all () {
# Setup directory structure for storing results
# logs/security__parameter/message_size
echo "Running scenario: ${scenario_name}"
for sp in "${security parameters[@]}"; do
for ms in "${message_sizes[@]}"; do
mkdir —p ${out_dir}/${scenario_name_short}/${sp}/${ms}
dry_run_ scenario
run_scenario
done
done

}

trap teardown SIGINT
cloud__workdir=/home/azureuser
install__dir=/usr/local/bin

if [[ —z "$1" ]]; then
echo "eval chf.sh [naive, modsign, nomod, chf, nomodchf] <output directory >"
exit —1

fi

56



97

98

99
100
101
102
103
104
105
106
107
108
109
110
111
112
113
114
115
116
117
118
119
120
121
122
123
124
125
126
127
128
129
130
131
132
133
134
135
136
137
138
139
140
141
142
143
144
145
146
147
148
149

if [[ —z "$2" ]]; then
out__dir=logs/cloud
else
out_dir=$2
fi

setup

case $1 in
naive)
scenario__name_short="naive"
scenario _name="Naive RSA + shab12"
scenario=( \

"signer —modifier—addr ${signer_to_modifier}" \

"recipient —modifier—addr ${recipient_to_modifier} —signer—addr ${
recipient_to_signer}" \

"modifier —signer—addr ${signer_to_modifier} —recipient—addr ${rec

ipient__to_modifier }" \

)

1)

modsign)
scenario_name_ short="modsign"
scenario_name="Modifier signs RSA + shab12"
scenario=( \

"signer —modifier—addr ${signer_to_modifier} —no—extra—signature"
\

"recipient —modifier—addr ${recipient_to_modifier} —signer—addr ${
recipient_to_signer}" \

"modifier —signer—addr ${signer_to_modifier} —recipient—addr ${rec

ipient__to_modifier} —has—signer—key" \
)

kA

nomod )
scenario name short="nomod"
scenario_name="No modification RSA + shab512"
scenario=( \

"signer —modifier—addr ${signer_to_modifier} —no—extra—signature"
\

"recipient —modifier—addr ${recipient_to_modifier} —signer—addr ${
recipient__to_signer}" \

"modifier —signer—addr ${signer_to_modifier} —recipient—addr ${rec
ipient__to_modifier} —forward—only" \

)

kA

chf)
scenario _name_short="chf"
scenario__name="RSA + CHF"
scenario=( \
"chf—signer —modifier—addr ${signer to modifier}" \
"chf—recipient —modifier—addr ${recipient_to_modifier} —signer—add
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r ${recipient_to_signer}" \
"chf—modifier —signer—addr ${signer_to_modifier} —recipient—addr $
{recipient_to_ modifier}" \

)

bR

nomodchf)
scenario _name_short="nomodchf"
scenario__name="No modification RSA + CHF"'
scenario=( \
"chf—signer —modifier—addr ${signer to modifier}" \

"chf—recipient —modifier—addr ${recipient__to_modifier} —signer—add
r ${recipient_to_signer}" \

"chf—modifier —signer—addr ${signer_to_modifier} —recipient—addr $
{recipient__to_modifier} —forward—only" \

)

esac

# https://www.rfc—editor.org/rfc/rfc3526#section —8

# Two lower parameters + the ones listed in above rfc

# RSA and CHF security parameters are the same, even though RSA should be at lea
st 2048 while the discrete log requires slightly lower

security parameters=(1024 2048 3072 4096 6144 8192)

# 1 byte — 100 Megabyte

message_sizes=(\

$((10%x0)) $((5%10%%0)) $((10xx1)) $((5+10xx1)) $((10%x2)) $((5x10%%2)) \
$((10%%3)) $((5%10%%3)) $((10%*4)) $((5*10%%4)) $((10%x5)) $((5x10%x%5)) \
$((10%x6)) $((5x10%x6)) $((10xx7)) $((5x10%x7)) $((10%%8)))

run_ all
181

#!/usr/bin/bash
signervm=10.0.0.4
modifiervm=10.0.0.5
recipientvm=10.0.0.6

setup () {
# Update hosts

local update="sudo apt update && sudo apt upgrade —y
echo "Running ${update}"

ssh —i ${HOME}/.ssh/chf—signer_key.pem azureuser@${signervm} ${update}

ssh —i ${HOME}/.ssh/chf—modifier_key.pem azureuser@${modifiervim} ${update}
ssh —i ${HOME}/.ssh/chf—recipient key.pem azureuser@${recipientvm} ${update}

# Copy files

scp —i ${HOME} /.ssh/chf—signer_ key.pem chf.tar.gz azureuser@${signervm }:${cl
oud__workdir}

scp —i ${HOME} /.ssh/chf—modifier_key.pem chf.tar.gz azureuser@${modifiervm }:
${cloud_workdir}

a8



20
21
22
23
24
25
26
27
28
29
30
31
32
33
34
35
36
37
38
39
40
41
42
43
44
45
46
47
48
49
50
51
52
53
54
95
56
57
o8
59
60
61
62
63
64
65
66
67
68
69
70
71
72

scp —i ${HOME}/.ssh/chf—recipient key.pem chf.tar.gz azureuser@${recipientvm
}:${cloud__workdir}

# install program on hosts

local install="tar xf chf.tar.gz; sudo mv chf—scenario ${install dir}; rm ch
f.tar.gz;"

echo "Running ${install}"

ssh —i ${HOME}/.ssh/chf—signer key.pem azurcuser@${signervm} ${install}

ssh —i ${HOME} /.ssh/chf—modifier_key.pem azureuser@${modifiervm} ${install}

ssh —i ${HOME}/.ssh/chf—recipient_key.pem azureuser@${recipientvm} ${install

teardown () {
echo "'
echo "Exiting run_eval chf.sh..."
local terminate="pkill chf—scenario;"
ssh —i ${HOME}/.ssh/chf—signer__key.pem azureuser@${signervm} ${terminate}
ssh —i ${HOME}/.ssh/chf—modifier_key.pem azureuser@${modifiervm} ${terminate

ssh —i ${HOME}/.ssh/chf—recipient__key .pem azureuser@${recipientvm} ${termina
te}

local uninstall="sudo rm ${install_dir}/chf—scenario; rm —rf ${cloud__workdir
}/data /"

ssh —i ${HOME}/.ssh/chf—signer_key.pem azureuser@${signervm} ${uninstall}

ssh —i ${HOME}/.ssh/chf—modifier key.pem azureuser@${modifiervm} ${uninstall

}
ssh —i ${HOME}/.ssh/chf—recipient_key.pem azureuser@${recipientvm} ${uninsta

11}

exit
}

finalize_logs () {
tar cvzf eval—$(date +'%s’).tar.gz logs/ && rm —rf logs

}

run_timed_script () {
start=$(date +'%F %I %z’) &
${script} ${scenario} ${path} &&
end=$ (date +'%F %T %z’) &&
echo ${start} > ${path}/${scenario}/start &&
echo ${end} > ${path}/${scenario}/end

}

trap teardown SIGINT
cloud _workdir=/home/azureuser
install__dir=/usr/local/bin

if [[ —z "$1" ]]; then
echo "run_ eval chf.sh <iterations >"
exit —1

fi
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script_name="cloud__eval chf azure.sh'
script_ full path=$(dirname "${script name}")
script=${script_ full_path}/${script_name}
scenarios=(naive modsign nomod chf nomodchf)

setup
for i in $(seq ${1}); do
path=logs/cloud/iteration_${i}

for scenario in "${scenarios[@]}"; do
run_ timed_ script
done
done
finalize_logs
teardown
88
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Metadata of data set

The start and end times for each iteration in all

start

end

Table C.1:
evaluation runs
filename iteration
Azure (1) 1
Azure (1) 2
Azure (1) 3
Azure (1) 4
Azure (1) 5
Azure (1) 6
Azure (1) 7
Azure (1) 8
Azure (1) 9
Azure (1) 10
Azure (1) 11
Azure (2) 1
Azure (2) 2
Azure (2) 3
Azure (2) 4
Azure (2) 5
Azure (2) 6
Azure (2) 7
Azure (2) 8
Azure (2) 9
Azure (2) 10
Azure (2) 11
Azure (2) 12
Azure (2) 13
Azure (2) 14

2025-04-28 11:28:56 40000
2025-04-28 12:50:02 40000
2025-04-28 14:11:05 40000
2025-04-28 15:32:07 40000
2025-04-28 16:53:05 40000
2025-04-28 18:14:00 40000
2025-04-28 19:34:57 40000
2025-04-28 20:55:55 40000
2025-04-28 22:16:53 40000
2025-04-28 23:37:51 40000
2025-04-29 00:58:55 +0000
2025-04-29 08:45:10 40000
2025-04-29 09:14:44 40000
2025-04-29 09:44:11 +0000
2025-04-29 10:13:41 40000
2025-04-29 10:43:14 40000
2025-04-29 11:12:52 40000
2025-04-29 11:42:26 40000
2025-04-29 12:12:02 40000
2025-04-29 12:41:30 40000
2025-04-29 13:10:57 40000
2025-04-29 13:40:29 40000
2025-04-29 14:09:58 40000
2025-04-29 14:39:28 40000
2025-04-29 15:08:51 40000

2025-04-28 12:50:02 4-0000
2025-04-28 14:11:05 40000
2025-04-28 15:32:07 40000
2025-04-28 16:53:05 40000
2025-04-28 18:14:00 40000
2025-04-28 19:34:57 40000
2025-04-28 20:55:55 40000
2025-04-28 22:16:53 40000
2025-04-28 23:37:51 40000
2025-04-29 00:58:55 40000
2025-04-29 02:19:51 40000
2025-04-29 09:14:44 4-0000
2025-04-29 09:44:11 4-0000
2025-04-29 10:13:41 40000
2025-04-29 10:43:14 40000
2025-04-29 11:12:52 40000
2025-04-29 11:42:26 40000
2025-04-29 12:12:02 40000
2025-04-29 12:41:30 40000
2025-04-29 13:10:57 40000
2025-04-29 13:40:29 40000
2025-04-29 14:09:58 40000
2025-04-29 14:39:28 40000
2025-04-29 15:08:51 40000
2025-04-29 15:38:15 40000

Continued on next page
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Table C.1: The start and end times for each iteration in all
evaluation runs
‘ filename iteration start end
Azure (2) 15 2025-04-29 15:38:15 +0000 | 2025-04-29 16:07:46 +0000
Azure (2) 16 2025-04-29 16:07:46 +0000 | 2025-04-29 16:37:15 +0000
Azure (2) 17 2025-04-29 16:37:15 +0000 | 2025-04-29 17:06:41 +0000
Azure (2) 18 2025-04-29 17:06:41 +0000 | 2025-04-29 17:36:07 +0000
Azure (2) 19 2025-04-29 17:36:07 +0000 | 2025-04-29 18:05:30 +0000
Azure (2) 20 2025-04-29 18:05:30 +0000 | 2025-04-29 18:34:53 +0000
Azure (2) 21 2025-04-29 18:34:53 +0000 | 2025-04-29 19:04:16 +0000
Azure (3) 1 2025-05-01 07:57:24 +0000 | 2025-05-01 08:26:20 +0000
Azure (3) 2 2025-05-01 08:26:20 +0000 | 2025-05-01 08:55:13 +0000
Azure (3) 3 2025-05-01 08:55:13 +0000 | 2025-05-01 09:24:04 +0000
Azure (3) 4 2025-05-01 09:24:04 +0000 | 2025-05-01 09:52:56 +0000
Azure (3) 5 2025-05-01 09:52:56 +0000 | 2025-05-01 10:21:49 +0000
Azure (3) 6 2025-05-01 10:21:49 +0000 | 2025-05-01 10:50:43 +0000
Azure (3) 7 2025-05-01 10:50:43 +0000 | 2025-05-01 11:19:36 +0000
Azure (3) 8 2025-05-01 11:19:36 +0000 | 2025-05-01 11:48:22 +0000
Azure (3) 9 2025-05-01 11:48:22 +0000 | 2025-05-01 12:17:14 +0000
Azure (3) 10 2025-05-01 12:17:14 +0000 | 2025-05-01 12:46:07 +0000
Azure (3) 11 2025-05-01 12:46:07 +0000 | 2025-05-01 13:14:58 +0000
Azure (3) 12 2025-05-01 13:14:58 +0000 | 2025-05-01 13:43:54 +0000
Azure (3) 13 2025-05-01 13:43:54 +0000 | 2025-05-01 14:12:58 +0000
Azure (3) 14 2025-05-01 14:12:58 +0000 | 2025-05-01 14:41:58 +0000
Azure (3) 15 2025-05-01 14:41:58 +0000 | 2025-05-01 15:10:58 +0000
Azure (3) 16 2025-05-01 15:10:58 +0000 | 2025-05-01 15:40:06 +0000
Azure (3) 17 2025-05-01 15:40:06 +0000 | 2025-05-01 16:08:59 +0000
Azure (3) 18 2025-05-01 16:08:59 +0000 | 2025-05-01 16:37:53 +0000
Azure (3) 19 2025-05-01 16:37:53 +0000 | 2025-05-01 17:06:46 +0000
Azure (3) 20 2025-05-01 17:06:46 +0000 | 2025-05-01 17:35:45 +0000
Azure (3) 21 2025-05-01 17:35:45 +0000 | 2025-05-01 18:04:40 +0000
Azure (3) 22 2025-05-01 18:04:40 +0000 | 2025-05-01 18:33:49 +0000
Azure (3) 23 2025-05-01 18:33:49 +0000 | 2025-05-01 19:03:07 +0000
Azure (3) 24 2025-05-01 19:03:07 +0000 | 2025-05-01 19:32:27 +0000
Azure (3) 25 2025-05-01 19:32:27 +0000 | 2025-05-01 20:01:27 +0000
Azure (3) 26 2025-05-01 20:01:27 +0000 | 2025-05-01 20:30:29 +0000
Azure (3) 27 2025-05-01 20:30:29 +0000 | 2025-05-01 20:59:28 +0000
Azure (3) 28 2025-05-01 20:59:28 +0000 | 2025-05-01 21:28:34 +0000
Azure (3) 29 2025-05-01 21:28:34 +0000 | 2025-05-01 21:57:39 +0000
Azure (3) 30 2025-05-01 21:57:39 +0000 | 2025-05-01 22:26:37 +0000
Azure (3) 31 2025-05-01 22:26:37 +0000 | 2025-05-01 22:55:31 +0000
Azure (3) 32 2025-05-01 22:55:31 +0000 | 2025-05-01 23:24:31 +0000
Azure (3) 33 2025-05-01 23:24:31 +0000 | 2025-05-01 23:53:23 +0000
Azure (3) 34 2025-05-01 23:53:23 +0000 | 2025-05-02 00:22:16 +0000
Azure (3) 35 2025-05-02 00:22:16 +0000 | 2025-05-02 00:51:23 +0000
Azure (3) 36 2025-05-02 00:51:23 +0000 | 2025-05-02 01:20:18 +0000
Azure (3) 37 2025-05-02 01:20:18 +0000 | 2025-05-02 01:49:08 +0000
Azure (3) 38 2025-05-02 01:49:08 +0000 | 2025-05-02 02:17:58 +0000
Azure (3) 39 2025-05-02 02:17:58 +0000 | 2025-05-02 02:46:48 +0000
Azure (3) 40 2025-05-02 02:46:48 +0000 | 2025-05-02 03:15:36 +0000

Continued on next page
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Table C.1:

The

evaluation runs

start and end times for each iteration in all

‘ filename iteration start end
Azure (3) 41 2025-05-02 03:15:36 +0000 | 2025-05-02 03:44:25 +0000
Azure (4) 1 2025-05-05 07:27:00 +0000 | 2025-05-05 07:51:29 +0000
Azure (4) 2 2025-05-05 07:51:29 +0000 | 2025-05-05 08:15:55 +0000
Azure (4) 3 2025-05-05 08:15:55 +0000 | 2025-05-05 08:40:22 +0000
Azure (4) 4 2025-05-05 08:40:22 +0000 | 2025-05-05 09:04:46 +0000
Azure (4) 5 2025-05-05 09:04:46 +0000 | 2025-05-05 09:29:12 40000
Azure (4) 6 2025-05-05 09:29:12 +0000 | 2025-05-05 09:53:38 +0000
Azure (4) 7 2025-05-05 09:53:38 40000 | 2025-05-05 10:18:02 40000
Azure (4) 8 2025-05-05 10:18:02 40000 | 2025-05-05 10:42:28 40000
Azure (4) 9 2025-05-05 10:42:28 +0000 | 2025-05-05 11:06:53 +0000
Azure (4) 10 2025-05-05 11:06:53 +0000 | 2025-05-05 11:31:17 +0000
Azure (4) 11 2025-05-05 11:31:17 +0000 | 2025-05-05 11:55:42 +0000
Azure (4) 12 2025-05-05 11:55:42 +0000 | 2025-05-05 12:20:05 +0000
Azure (4) 13 2025-05-05 12:20:05 +0000 | 2025-05-05 12:44:30 +0000
Azure (4) 14 2025-05-05 12:44:30 +0000 | 2025-05-05 13:08:55 +0000
Azure (4) 15 2025-05-05 13:08:55 +0000 | 2025-05-05 13:33:20 +0000
Azure (4) 16 2025-05-05 13:33:20 +0000 | 2025-05-05 13:57:45 +0000
Azure (4) 17 2025-05-05 13:57:45 +0000 | 2025-05-05 14:22:10 +0000
Azure (4) 18 2025-05-05 14:22:10 +0000 | 2025-05-05 14:46:35 +0000
Azure (4) 19 2025-05-05 14:46:35 +0000 | 2025-05-05 15:10:59 +0000
Azure (4) 20 2025-05-05 15:10:59 +0000 | 2025-05-05 15:35:24 +0000
Azure (4) 21 2025-05-05 15:35:24 40000 | 2025-05-05 15:59:50 40000
Azure (4) 22 2025-05-05 15:59:50 +0000 | 2025-05-05 16:24:15 40000
Azure (4) 23 2025-05-05 16:24:15 +0000 | 2025-05-05 16:48:39 +0000
Azure (4) 24 2025-05-05 16:48:39 40000 | 2025-05-05 17:13:04 40000
Azure (4) 25 2025-05-05 17:13:04 +0000 | 2025-05-05 17:37:29 +0000
Azure (4) 26 2025-05-05 17:37:29 +0000 | 2025-05-05 18:01:55 +0000
Azure (4) 27 2025-05-05 18:01:55 +0000 | 2025-05-05 18:26:23 +0000
Azure (4) 28 2025-05-05 18:26:23 +0000 | 2025-05-05 18:50:49 +0000
Azure (4) 29 2025-05-05 18:50:49 +0000 | 2025-05-05 19:15:13 +0000
Azure (4) 30 2025-05-05 19:15:13 +0000 | 2025-05-05 19:39:38 +0000
Azure (4) 31 2025-05-05 19:39:38 40000 | 2025-05-05 20:04:03 40000
Azure (4) 32 2025-05-05 20:04:03 40000 | 2025-05-05 20:28:34 40000
Azure (4) 33 2025-05-05 20:28:34 +0000 | 2025-05-05 20:52:59 +0000
Azure (4) 34 2025-05-05 20:52:59 +0000 | 2025-05-05 21:17:26 +0000
Azure (4) 35 2025-05-05 21:17:26 +0000 | 2025-05-05 21:41:57 +0000
Azure (4) 36 2025-05-05 21:41:57 +0000 | 2025-05-05 22:06:22 +0000
Azure (4) 37 2025-05-05 22:06:22 +0000 | 2025-05-05 22:30:48 +0000
Azure (4) 38 2025-05-05 22:30:48 +0000 | 2025-05-05 22:55:14 +0000
Azure (4) 39 2025-05-05 22:55:14 +0000 | 2025-05-05 23:19:38 +0000
Azure (4) 40 2025-05-05 23:19:38 +0000 | 2025-05-05 23:44:03 +0000
Azure (4) 41 2025-05-05 23:44:03 40000 | 2025-05-06 00:08:28 40000
Azure (4) 42 2025-05-06 00:08:28 40000 | 2025-05-06 00:32:54 40000
Azure (4) 43 2025-05-06 00:32:54 +0000 | 2025-05-06 00:57:26 +0000
Azure (4) 44 2025-05-06 00:57:26 40000 | 2025-05-06 01:21:57 40000
Azure (4) 45 2025-05-06 01:21:57 +0000 | 2025-05-06 01:46:25 +0000
Azure (4) 46 2025-05-06 01:46:25 40000 | 2025-05-06 02:10:54 40000
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start and end times for each iteration in all

start

end

Table C.1: The
evaluation runs
filename iteration
Azure (4) 47
Azure (4) 48
Azure (4) 49
Azure (4) 50
Azure (4) 51
Azure (5) 1
Azure (5) 2
Azure (5) 3
Azure (5) 4
Azure (5) 5
Azure (5) 6
Azure (5) 7
Azure (5) 8
Azure (5) 9
Azure (5) 10
Azure (5) 11
Azure (5) 12
Azure (5) 13
Azure (5) 14
Azure (5) 15
Azure (5) 16
Azure (5) 17
Azure (5) 18
Azure (5) 19
Azure (5) 20
Azure (5) 21
Azure (5) 22
Azure (5) 23
Azure (5) 24
Azure (5) 25
Azure (5) 26
Azure (5) 27
Azure (5) 28
Lenovo (1) 1
Lenovo (1) 2
Lenovo (1) 3
Lenovo (1) 4
Lenovo (1) 5
Lenovo (1) 6
Lenovo (1) 7
Lenovo (1) 8
Lenovo (1) 9
Lenovo (1) 10
Lenovo (1) 11
Lenovo (2) 1
Lenovo (2) 2
Lenovo (2) 3

2025-05-06 02:10:54 40000
2025-05-06 02:35:22 40000
2025-05-06 02:59:53 +0000
2025-05-06 03:24:22 40000
2025-05-06 03:48:51 40000
2025-05-06 20:18:47 4-0000
2025-05-06 20:43:20 40000
2025-05-06 21:07:51 40000
2025-05-06 21:32:23 40000
2025-05-06 21:56:53 40000
2025-05-06 22:21:24 40000
2025-05-06 22:45:54 40000
2025-05-06 23:10:23 +0000
2025-05-06 23:34:52 40000
2025-05-06 23:59:27 40000
2025-05-07 00:23:55 +0000
2025-05-07 00:48:24 40000
2025-05-07 01:12:54 40000
2025-05-07 01:37:26 40000
2025-05-07 02:01:57 40000
2025-05-07 02:26:28 40000
2025-05-07 02:51:01 40000
2025-05-07 03:15:32 40000
2025-05-07 03:40:02 40000
2025-05-07 04:04:31 40000
2025-05-07 04:29:02 +0000
2025-05-07 04:53:31 40000
2025-05-07 05:18:01 40000
2025-05-07 05:42:31 +0000
2025-05-07 06:07:02 40000
2025-05-07 06:31:37 40000
2025-05-07 06:56:09 40000
2025-05-07 07:20:39 40000
2025-04-26 12:33:20 40200
2025-04-26 14:14:11 40200
2025-04-26 15:54:49 40200
2025-04-26 17:35:43 40200
2025-04-26 19:17:34 40200
2025-04-26 20:58:02 40200
2025-04-26 22:38:34 40200
2025-04-27 00:19:15 40200
2025-04-27 02:00:26 40200
2025-04-27 03:40:59 40200
2025-04-27 05:21:41 40200
2025-04-27 07:06:03 40200
2025-04-27 08:47:20 +0200
2025-04-27 10:28:09 40200

2025-05-06 02:35:22 4-0000
2025-05-06 02:59:53 4-0000
2025-05-06 03:24:22 40000
2025-05-06 03:48:51 4-0000
2025-05-06 04:13:18 4-0000
2025-05-06 20:43:20 +-0000
2025-05-06 21:07:51 40000
2025-05-06 21:32:23 40000
2025-05-06 21:56:53 40000
2025-05-06 22:21:24 40000
2025-05-06 22:45:54 40000
2025-05-06 23:10:23 4-0000
2025-05-06 23:34:52 40000
2025-05-06 23:59:27 4-0000
2025-05-07 00:23:55 4-0000
2025-05-07 00:48:24 40000
2025-05-07 01:12:54 4-0000
2025-05-07 01:37:26 4-0000
2025-05-07 02:01:57 40000
2025-05-07 02:26:28 +-0000
2025-05-07 02:51:01 4-0000
2025-05-07 03:15:32 40000
2025-05-07 03:40:02 40000
2025-05-07 04:04:31 4-0000
2025-05-07 04:29:02 4-0000
2025-05-07 04:53:31 40000
2025-05-07 05:18:01 4-0000
2025-05-07 05:42:31 4-0000
2025-05-07 06:07:02 +0000
2025-05-07 06:31:37 4-0000
2025-05-07 06:56:09 4-0000
2025-05-07 07:20:39 40000
2025-05-07 07:45:10 40000
2025-04-26 14:14:11 40200
2025-04-26 15:54:49 40200
2025-04-26 17:35:43 40200
2025-04-26 19:17:34 40200
2025-04-26 20:58:02 40200
2025-04-26 22:38:34 40200
2025-04-27 00:19:15 40200
2025-04-27 02:00:26 40200
2025-04-27 03:40:59 40200
2025-04-27 05:21:41 40200
2025-04-27 07:02:20 4-0200
2025-04-27 08:47:20 40200
2025-04-27 10:28:09 40200
2025-04-27 12:09:21 40200
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Table C.1:

The

evaluation runs

start and end times for each iteration in all

filename iteration start end

Lenovo (2) 4 2025-04-27 12:09:21 +0200 | 2025-04-27 13:50:30 +0200
Lenovo (2) 5 2025-04-27 13:50:30 40200 | 2025-04-27 15:30:51 40200
Lenovo (2) 6 2025-04-27 15:30:51 40200 | 2025-04-27 17:11:31 40200
Lenovo (2) 7 2025-04-27 17:11:31 +0200 | 2025-04-27 18:52:07 +0200
Lenovo (2) 8 2025-04-27 18:52:07 +0200 | 2025-04-27 20:32:30 +0200
Lenovo (2) 9 2025-04-27 20:32:30 +0200 | 2025-04-27 22:13:08 40200
Lenovo (2) 10 2025-04-27 22:13:08 40200 | 2025-04-27 23:54:04 40200
Lenovo (2) 11 2025-04-27 23:54:04 +0200 | 2025-04-28 01:33:59 +0200
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