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Abstract

As cybersecurity threats continue to grow in complexity and scale, the need for effi-
cient, consistent, and scalable threat modeling methods becomes important. Incorporating
threat modeling into the software development lifecycle (SDLC) is also necessary to ensure
that software development conforms to security requirements. However, traditional man-
ual threat modeling approaches are often time-consuming and resource-intensive. More-
over, many existing tools lack automation or the integration capabilities required to sup-
port modern development practices and product security risk assessments effectively.

This thesis presents a semi-automated method for performing asset-centric security
risk assessments, integrating STRIDE threat classification with the OWASP Risk Rating
methodology to identify and evaluate risks within software architectures represented by
Data Flow Diagrams (DFDs). To make this possible, a web application called Thalaura is
created, implementing a novel risk-generation algorithm that considers vulnerabilities and
threat vectors combined with certain aspects of the architecture to generate risk regarding
the confidentiality, integrity, and availability of assets in the system. Furthermore, secu-
rity experts can configure security controls that threat modelers can use to mitigate risks
detected in the system.

To evaluate the performance of Thalaura, its outputs were compared with the exist-
ing automated threat modeling tools: Microsoft Threat Modeling Tool and Threat Agile.
Results showed that Thalaura produced more comprehensive and granular risk descrip-
tions, offering greater visibility and consistency by following a clear methodology and Zero
Trust approach. A quantitative analysis confirmed strong correlations between configured
inputs and risk scores, while qualitative testing demonstrated effective mitigation recom-
mendations through applied security controls, which enable dynamic threat modeling.
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1 Introduction

This chapter presents the motivation and aim of the thesis and the questions this thesis aims
to answer. Finally, the approach to answering these questions is given.

1.1 Motivation

Threat modeling is an important process in risk assessment where specific threats against a
system are identified and prioritized. This process is ideally started early in the Software
Development Life Cycle (SDLC) and refined during the development as the software grows
[14]. The information concerning these threats can be used to decide on the design of the
architecture or what actions to take against the specific threats identified.

However, successfully integrating threat modeling into the SDLC presents many chal-
lenges, and there is no clear evidence of the best solution [2, 22]. One promising method for
solving some of the challenges is using tools that automate parts of the threat modeling pro-
cess, such as the Microsoft threat modeling tool (MSTMT), OWASP Threat Dragon, PyTM,
and Threat Agile [8]. These tools attempt to reduce the time developers are required to spend
doing the threat modeling, which usually involves security experts, consequently minimizing
the resources necessary to invest in the threat modeling process.

While many different methodologies and approaches have been made in threat model-
ing, these new techniques are not sufficiently evaluated and usually lack tool support [22].
Even though some of the tools are open-source and open for contributions, there is a lack
of documentation and research regarding the development of underlying mechanisms. For
broader adoption and reliability, automated threat modeling tools would greatly benefit from
more research and comprehensive documentation on how the threat identification and risk
generation functions.

Furthermore, in the context of new telecom products, there may be no predefined threats
or vulnerabilities associated with the specific technologies used in the implementation. This
significantly limits the effectiveness of existing tools and often requires extensive manual
effort to define relevant threat scenarios. These challenges highlight the need for a more
flexible and adaptable tool that can support emerging technologies without relying solely on
predefined threat libraries.
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1.2. Aim

1.2 Aim

This thesis aims to enhance the field of automated threat modeling by developing a novel risk
identification algorithm, which will be integrated into a tool capable of automatically gener-
ating and assessing security risks from a Data Flow Diagram (DFD). Through the creation and
implementation of this algorithm, the goal is to streamline the identification of system vul-
nerabilities, reducing manual effort and improving accuracy. Furthermore, the research will
critically evaluate existing automated threat modeling approaches, identify their strengths
and limitations, and contribute to advancing risk detection methodologies in software secu-
rity.

By exploring the design, development, and evaluation process of this automated risk de-
tection tool, this thesis seeks to meaningfully contribute to the development of more efficient
and scalable cybersecurity tools. The broader aim is to address gaps in current automated
risk assessment methods and propose improvements that can benefit both researchers and
practitioners in the field of cybersecurity.

1.3 Research questions

1. What data and metadata from data flow diagrams (DFDs) are necessary for developing
and implementing an asset-centric risk algorithm using STRIDE threat modeling?

2. How can the identified data and metadata be applied to assess and prioritize security
risks?

3. How does the proposed algorithm compare to other threat modeling tools in terms of
accuracy, coverage, and consistency?

1.4 Approach

To address the research questions in this thesis, the first step is to determine what relevant
information can be extracted from DFDs for automated threat modeling. This will involve
analyzing the components of DFDs, such as data flows, processes, and data stores, to identify
which elements can provide meaningful input for risk assessment. Additionally, it is essential
to define what supplementary information the user must provide to enhance the accuracy of
the threat modeling process.

In addition to the structural elements of DFDs, the approach may also require integrat-
ing up-to-date vulnerability information, sourced from existing security databases or frame-
works, to ensure that the risk identification algorithm can effectively map potential vulnera-
bilities to specific system components.

Finally, a web application will be developed to implement and demonstrate the proposed
threat modeling approach. The application will serve as a practical proof of concept, enabling
users to create data flow diagrams, automatically identify risks based on integrated vulner-
ability sources, and generate risk assessments in a consistent and scalable manner. This tool
will not only facilitate the evaluation of the methodology but also provide a foundation for
further development and integration into real-world software development workflows.
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2 Theory

This chapter explains the foundations for understanding threat modeling and security risk as-
sessment within software development. Firstly, brief introduction to information security and
cyber security is presented, highlighting key differences in their roles for protecting informa-
tion. Then, the section explains key concepts within threat modeling and frameworks such as
STRIDE, Data Flow Diagrams (DFDs) and the asset-centric threat modeling approach. Also
a brief introduction to Zero Trust is given and a more thorough description of the OWASP
Risk Rating methodology used for the risk assessment in addition to risk management strate-
gies. Finally, a review of related work is presented highlighting state-of-the-art approaches
to threat modeling.

2.1 Information Security

The ISO/IEC 27000 family defines information security as the preservation of confidentiality,
integrity, and availability of information. In addition, other properties such as authenticity,
accountability, non-repudiation, and reliability can also be involved [10].

Information can take many different forms, from digital files to physical documents, and
even things like intellectual property. It is important to remember that information security
is a continuous process that involves structured risk management. This process helps orga-
nizations identify and address potential risks to protect valuable information from threats.

Because information security covers a broad range of concerns, it touches on everything
from creating security policies and managing assets to ensuring regulatory compliance and
protecting physical infrastructure. It’s a wide-reaching field that requires a comprehensive
approach to both digital and physical security to reduce risks and safeguard sensitive infor-
mation.

A distinction should also be made between information and communication technology
(ICT) security and information security. ICT security focuses on protecting the technological
infrastructure itself, treating the infrastructure as the primary asset to be secured. In contrast,
information security is concerned with protecting the information or data, regardless of the
technology used to process or store it. From the perspective of information security, ICT can
be seen as a source of vulnerabilities that can be targeted by threats to compromise the assets
[25].

3



2.2. Cybersecurity

2.2 Cybersecurity

While information security covers a broad range of practices aimed at protecting all forms
of information, whether digital or physical, cybersecurity is a specialized subset that focuses
specifically on the protection of digital systems and data within the cyberspace domain. Cy-
bersecurity is concerned with safeguarding computers, networks, servers, mobile devices,
and data from malicious attacks, unauthorized access, and damage. It focuses on the tech-
nologies, protocols, and processes designed to secure digital assets that are vulnerable to
threats via ICT [25].

Although threat modeling originates from the broader discipline of information security,
its primary application lies within the domain of cybersecurity. This technique is widely
leveraged to proactively identify and mitigate risks across digital systems, networks, and
software.

2.3 Threat modeling

The four-step framework is a core concept as discussed by Shostack [21] that focuses on four
questions to guide the threat modeling process.

• What are you building?

• What can go wrong?

• What should you do about those things that can go wrong?

• Did you do a decent job of analysis?

The first question focuses on understanding the design of the system being developed.
This can be visualized in multiple ways, such as sketches on a whiteboard, but Data Flow
Diagrams (DFDs) are the most commonly used approach. The second question addresses
identifying threats based on the architectural design outlined in the first step. Numerous
frameworks exist to facilitate threat identification and analysis, each offering different risk
evaluation methods. However, the most common and mature methodology is the STRIDE
mnemonic, a technique used to identify threats based on various categories. Once the threats
have been identified, it is possible to conduct risk assessments to quantify risks and under-
stand which threats have the most significant impact. The risk assessment helps to answer
the third question, which concerns how to address them. There are four strategies to apply
when addressing the threat: mitigating, avoiding, transferring, or accepting the risk.

Furthermore, by tracking and classifying the threats as security bugs, it is possible to inte-
grate the mitigation efforts into the SDLC by creating a task to address in the organization’s
tracking system. The final step is to validate the threat model. This involves reviewing each
identified threat to confirm it has been appropriately addressed. For example, this can be
achieved by integrating specific tests into the software to verify that the security bugs have
been resolved. It is also vital to ensure that the DFD accurately reflects the system. As changes
to the system architecture may occur during software development, these updates must be
incorporated into the model to maintain its accuracy.

2.3.1 Asset-Centric Threat Modeling

Shostack describes three structured approaches to threat modeling, which are asset-centric,
attacker-centric, or software-centric. Each has its own set of advantages and disadvantages
[21]. However, in the asset-centric approach, assets are broadly defined as anything that
holds value to the organization, including things to protect, items attackers might target, or
even resources that can be used as stepping stones for further attacks. Essentially, an asset is

4



2.3. Threat modeling

anything significant to the organization that requires protection, whether it’s data, systems,
or specific classified documents.

The asset-centric approach focuses on identifying and protecting critical assets within a
system. One of the benefits is the ability to prioritize threats based on the value of the asset
they compromise, guiding security efforts to focus on the most vulnerable asset. However,
this approach can be challenging when there is a lack of clarity about what assets exist within
the system. Without a well-defined understanding of the assets, assessing their importance
or potential risk exposure is difficult. The current state-of-the-art approaches are DREAD,
Trike, OCTAVE, and PASTA. However, in the field of threat modeling, STRIDE is a signifi-
cantly more recognized approach. While STRIDE is traditionally seen as a software-centric
approach, it is possible to derive threats against assets based on whether a component is
compromised [18].

2.3.2 Data Flow Diagrams

To answer the first question in the threat modeling process, it is crucial to gain a comprehen-
sive understanding of the system’s architecture being analyzed. As previously mentioned,
this typically involves creating a DFD that illustrates the specific components and interac-
tions within the system. These components and their respective functions can be seen in
Table 2.1.

Name Symbol Function

External Entity
Represents external actors that interact with the sys-
tem, such as users, organizations, or third-party
APIs.

Process
Task that receives, modifies, or redirects input to
output. Processes act as the core functional elements
of a system.

Data Storage
Represents permanent or temporary data storage.
Can represent databases, files, tables, or even in-
memory caches.

Data Flow Transfers information between external entities,
processes, and data storage systems.

Trust Boundary A defined area of a system that has some level of
privilege.

Table 2.1: Description and visualization of DFD components

An external entity is typically the initiator of actions within a system. For instance, this
could be a user visiting a website and eventually clicking a button, which triggers a request
to a certain process. In this case, the external entity is the user interacting with the system,
represented as an anonymous internet user. The interactions between external entities and the
system should be carefully monitored, as they often represent a primary source of potential
threats to the system.

A process can represent many things, but in the case of software, this can be seen as any
code being run. This can range from simple scripts to entire services that interact with all
parts of the system.

5



2.3. Threat modeling

The data storage component interacts with processes to either send information to pro-
cesses or receive instructions from them, such as saving, modifying, or removing data.

Furthermore, the data flow component visualizes how all of the system’s components in-
teract. This can be, as mentioned earlier, a request from an anonymous internet user or a
process requesting information from a data storage to provide that information to the user.

Finally, a trust boundary specifies a contained part of the system. Data flows that cross
these boundaries are called entry points from which adversaries can interact with the appli-
cation or provide data [7]. These entry points must exist for an adversary to attack the system,
and are thus an area from which many threats surface and cluster around [21].

2.3.3 STRIDE

To answer the second question in the four-step framework regarding what can go wrong, var-
ious methodologies can be used to identify threats. The most common and mature process
of doing this is the STRIDE methodology. STRIDE is a mnemonic that stands for Spoofing,
Tampering, Repudiation, Information disclosure, Denial of Service (DoS), and Elevation of
Privilege (EoP), which describes different variations of threats. STRIDE was initially coined
by Kohnfelder and Garg [12] and focuses on maintaining the security properties of confiden-
tiality, integrity, and availability.

A spoofing threat occurs when an entity pretends to be someone or something it is not,
with the intent to gain unauthorized access or deceive others. This type of threat typically
involves impersonation techniques, such as using stolen credentials or crafting fake identities,
to bypass authentication mechanisms and exploit trust within a system.

A tampering threat arises when an unauthorized party modifies data, files, network com-
munications, or API calls to achieve malicious outcomes. This can include altering configura-
tion files, manipulating sensitive data, or injecting malicious code into a system, all of which
compromise the integrity of the affected asset.

A repudiation threat happens when an individual denies performing an action, making it
difficult or impossible to prove their involvement. This threat is often linked to insufficient
logging, auditing, or authentication mechanisms in a system. For example, if a system does
not securely log transactions, a user might deny transferring funds or modifying data, leading
to disputes or accountability gaps.

Information disclosure threats involve the unauthorized exposure of sensitive or confi-
dential information, enabling attackers to access data they should not see. This can occur
through vulnerabilities such as insecure storage, plaintext transmissions, or poorly imple-
mented access controls. Examples include data breaches that expose user credentials, private
keys, or trade secrets.

Denial of Service threats are attacks aimed at disrupting access to resources critical for
providing a service. These threats typically overwhelm a system, network, or application
with excessive requests or exploit vulnerabilities to render it unavailable to legitimate users.
Such attacks can cause significant downtime and financial losses for affected organizations.

A threat against Elevation of Privilege occurs when an attacker gains higher levels of ac-
cess or permissions than they are authorized to have. This can involve bypassing authoriza-
tion checks, exploiting system vulnerabilities, or corrupting processes to perform restricted
actions, such as accessing sensitive data or executing administrative commands. This type of
threat is particularly dangerous as it can grant attackers complete control over a system.

There are two approaches to identifying threats: STRIDE-per-element and STRIDE-per-
interaction. The first approach establishes certain threats against specific components in the
data flow diagram. This allows the modeler to focus on a set of threats, which makes it
easier to identify them methodologically. The specific threats against those components can
be seen in Table 2.2. This approach views the components and data within the components
as victims. On the other hand, STRIDE-per-interaction creates a tuple of the interaction, for
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2.4. Zero Trust

example, external entity—dataflow—process. Then, threats are derived by considering that
specific interaction and all three components.

S T R I D E
External Entity ✓ ✓
Process ✓ ✓ ✓ ✓ ✓ ✓
Datastore ✓ ✓ ✓ ✓
Dataflow ✓ ✓ ✓

Table 2.2: STRIDE-per-element

2.4 Zero Trust

A key aspect that can separate threat models is the concept of Zero Trust. Zero Trust is based
on the principle that no entity is trusted by default. This applies to users, devices, applica-
tions, and data packets, regardless of whether they are located within or outside the network
perimeter [4]. This approach assumes that any entity could be compromised and, therefore,
requires continuous verification. Trust is established not based on location or network bound-
aries, but on dynamic factors such as identity, context, and behavior [19].

Due to the complexity of 5G, 6G, and future networks, the zero trust approach is critical
in their evolution [5]. Deploying the concept of Zero Trust can avoid a large number of vul-
nerabilities, since it constantly ensures that an entity is authenticated. Continually upholding
authentication is of the utmost importance in networks, and being unable to guarantee this
is the source of many vulnerabilities [3]. This concept may contradict the trust boundaries in
the DFDs, so it is crucial to clearly distinguish the purpose of these boundaries.

In some threat models, the trust boundary may be seen as an area of the application where
there is no need to look for risks. However, this assumption can be dangerous. If trust
boundaries are drawn prematurely without first evaluating the risks posed by individual
components, there is a significant chance that critical threats will be overlooked. As men-
tioned earlier, trust should not be granted by default. Instead, each component should be
evaluated for its potential impact and likelihood of being compromised. Based on this risk
evaluation, trust boundaries can then be defined more accurately, ensuring that appropriate
security controls are applied where needed. Moreover, as systems evolve during develop-
ment, trust boundaries must be continuously reviewed and updated to reflect architectural
or operational changes; otherwise, previously unconsidered risks may emerge unnoticed.

2.5 OWASP Risk Rating Methodology

Once vulnerabilities have been detected in a system, various methods of calculating the risk
of a specific vulnerability can be used to prioritize the vulnerabilities with the highest risk
rating. This is very important from a business perspective to maximize the efficiency of re-
sources spent on security. Instead of focusing on minor risks with no to low business impact,
focusing on risks with a higher technical or business impact is more efficient.

The OWASP Risk Rating [26] is an approach to risk analysis. The first step is identifying a
threat and performing a risk analysis. This could be a threat identified by using STRIDE in the
previous step. Some important factors are necessary to be known to get an accurate rating.
It is, however, first essential to understand what a risk is. The most standard description of
a risk is described by the formula 2.1, where the likelihood and impact together make up the
risk factor.

Risk = Likelihood ¨ Impact (2.1)
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To estimate the likelihood of the risk, two important factors must be considered: threat
agent factors and vulnerability factors. Consequently, each of these factors has four "options"
or subcategories, each rated from zero to nine.

Note that there may be multiple threat agents that can exploit a particular vulnerability,
so it’s usually best to use the worst-case scenario.

The first option when determining the threat agent factors is skill level, which refers to
how technically skilled the group of threat agents is. Secondly, the motive of the group is
considered. Thirdly, the opportunity for the threat agents to find and exploit the vulnerability
is rated. Finally, the size of the threat agent is determined. For a particular vulnerability, there
may also be several threat agents. If that is the case, the worst-case scenario of those threat
agents should be used. For example, in the case of a nuclear power plant’s control system,
a state-sponsored actor is far more likely to possess the necessary resources, expertise, and
motivation to breach highly secured industrial systems compared to hacktivists.

The vulnerability factors refer to the specific vulnerability and how likely it is to be dis-
covered and exploited. The first consideration is the ease of discovery, which estimates how
easy the vulnerability is to discover. The second factor ease of exploit is thus an estimation of
how easy it is for the threat agents to exploit the vulnerability. Thirdly, the awareness refers to
how well-known the vulnerability is to the threat agents. Finally, intrusion detection estimates
how likely an exploit is to be detected.

When estimating the impact of the risk, there are similarly two important factors to con-
sider with their respective options. The first factor is the technical impact on the application,
which estimates the impact if the vulnerability is exploited. The options are loss of confi-
dentiality, loss of integrity, loss of availability, and loss of accountability. This considers the
traditional CIA triad with the addition of accountability, which refers to how traceable the
threat agents’ actions are to an individual [11].

Business impact factors can be more difficult to measure compared to other factors and may
heavily vary depending on the business. As mentioned earlier, the difficulties with an asset-
centric threat model are identifying the actual assets and their value. This business impact
factor is the measurement of the value the asset has. This can include different options de-
pending on the business; however, the most common options are financial damage, reputation
damage, non-compliance, and privacy violation.

Once all options have been rated, the average can be calculated to produce the overall
likelihood, technical impact, and business impact. The average of threat agent factors and
vulnerability factors produces the overall likelihood, whereas the average of the technical
and business impacts is calculated separately. The impact is either chosen as the technical
or business impact, where OWASP always recommends applying the business impact if it is
available. The average is calculated and categorized into the different severity levels, low,
medium, and high, based on values from table 2.3.

Likelihood and Impact Levels Level

0 to ă 3 LOW
3 to ă 6 MEDIUM
6 to 9 HIGH

Table 2.3: Likelihood and impact level categorization

At this stage, the options have been given a value, and the average has been calculated to
provide the factors with their respective severity level. When it has been decided to use either
the technical or business impact, the risk can be calculated using the risk severity matrix 2.4,
which adheres to calculating the risk as in 2.1.

If a vulnerability, for example, has a low likelihood but a high technical impact, the total
risk would be of medium severity. Analyzing risks this way makes it simple to prioritize
risks by their severity level.
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HIGH Medium High Critical
MEDIUM Low Medium High

LOW N/A Low Medium
Impact * Likelihood LOW MEDIUM HIGH

Table 2.4: Risk Matrix

2.6 Risk Management Strategies

Once risks have been identified and assessed, the next step is determining how to respond
to them. In risk management practice, there are four primary risk response strategies: avoid,
address, accept, or transfer [21].

2.6.1 Avoiding Risks

Risk avoidance is a proactive strategy designed to prevent a risk from occurring in the first
place. For example, an organization might avoid implementing a third-party technology due
to critical risks or avoid storing sensitive data in its database.

2.6.2 Mitigating Risks

The most common approach to risk is to address it through design or operational processes,
typically by adding features that reduce potential risks. Shostack [21] categorizes mitigation
techniques as standard, platform-provided, developer-implemented, operational, and cus-
tom. All these methods aim to reduce the likelihood or impact of a risk. Designing custom
mitigation techniques is generally not advised since it may have high risks of being taken
advantage of and is also expensive to thoroughly test. While implementing standard miti-
gation techniques, such as those outlined in the ISO/IEC 27000 series [10] often provides an
effective baseline for managing risk, this approach is not universally sufficient. In specialized
and complex sectors, such as the telecommunications industry, custom mitigation strategies
are frequently necessary to address unique security challenges.

2.6.3 Accepting Risks

Accepting a risk is usually done either via business acceptance or user acceptance.
Business acceptance occurs when an organization consciously chooses to tolerate a risk for

strategic or operational reasons. For internal software, this might mean exposing certain data
or bypassing security controls when the benefits outweigh the potential impact. However,
these decisions must also account for external factors like privacy regulations and legal obli-
gations. Furthermore, if the software operates in a specialized domain, such as healthcare or
critical infrastructure, its security must meet the appropriate industry standards.

User acceptance applies when the user is in the best position to decide whether to accept
a risk. Developers may need to warn users about such risks in a way that is Necessary,
Explanatory, Actionable, and Tested (NEAT) [scho ] to support informed decision making.
An example of this is when a user attempts to connect to a website with an expired or invalid
certificate. In this case, the browser issues a warning about the potential dangers yet still
allows the user to choose whether to proceed or not.

2.6.4 Transferring Risks

Risk transference is a risk management strategy in which the potential financial or operational
impact of a risk is shifted to a third party. This is commonly achieved through contractual
agreements or insurance policies, which legally bind the third party to assume liability. A
practical example in software development is the delegation of authentication services to a
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specialized provider like Auth0. By doing so, the developing organization transfers the se-
curity obligations related to managing user credentials and session data. This arrangement
ensures that the third-party vendor is contractually accountable for any security vulnerabili-
ties or breaches within the scope of their service.

2.7 Related Work

Sheik et al. [20] propose a hybrid threat modeling approach for Cyber Physical Systems.
Their methodology for threat modeling initially follows the STRIDE methodology for finding
threats from a DFD. However, they calculate the risk based on the DREAD model once the
threats have been identified from STRIDE. Based on the threats evaluated, it is possible to
prioritize mitigations on severe risks, from which they suggest creating both an attack tree
and a defensive attack tree to understand how the threat is realized.

Xiong and Lagerström [27] conduct a systematic literature review in the field of threat
modeling to identify the state-of-the-art methodologies. From their research, 54 articles were
reviewed and analyzed. Their findings show that the concept of threat modeling lacks com-
mon ground. This is supported by the fact that many of the articles use many different
methodologies. However, in terms of state-of-the-art methodologies, the article does identify
that a majority of the methods used in threat modeling are manual, and due to the inefficiency
of the manual methodologies, there is a natural drive toward developing automated threat
modeling processes. The article also suggests more empirical validation methods, integration
with threats and vulnerabilities, and better commercial threat modeling tools.

Lohmann et al. [13] expand on Xiong and Lagerströms [27] systematic literature review by
conducting a similar review. Similarly, many articles reviewed use different methodologies to
perform threat modeling. However, key elements were found that generalize the threat mod-
eling process based on the reviewed articles. Typically, threat modeling is performed during
the design phase, where DFDs are used to describe the architecture. An attacker’s possible
interactions with the architecture are considered potential threats. This can be enhanced by
using threat libraries and also by considering security controls that may mitigate an identi-
fied risk. The threat modeling process was generalized into four steps. The first step is to
gain an understanding of the system and assets. The second step is threat identification. The
third step is threat analysis, which concerns calculating the impact. The final step is defining
countermeasures.

Furthermore, the most commonly proposed future research was identified as the applica-
tion of the presented method or tool for the purpose of validation or extension. This is similar
to the conclusion by Xiong and Lagerström [27], where they suggested more empirical and
fewer examples. Lohmann et al. [13] also propose to involve mitigation controls and their
respective risks in the threat modeling process.

In the telecom industry, 5G and beyond continue revolutionizing how society interacts
with technology. While these advancements offer unprecedented connectivity and new op-
portunities, they also introduce a vastly expanded threat landscape that demands robust and
adaptive security measures. To address these challenges, security in 5G must be built on three
key points: flexible security mechanisms, supreme built-in security, and security automation
[17]. Ahmad et al. [1] further argue that because 5G integrates a wide range of technologies
such as SDN, NFV, and massive IoT, this diversity necessitates equally dynamic and auto-
mated security systems capable of adapting to evolving threats and security controls. This
perspective reinforces the importance of integrating threat modeling and risk assessment into
the SDLC. By embedding security into the development process, vulnerabilities can be iden-
tified and remediated before the software is released into a live environment, reducing the
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cost and impact of post-release fixes. Additionally, updates to threat intelligence, vulnerabil-
ities, or security controls can be rapidly incorporated during development, enabling teams to
patch systems efficiently and maintain a strong security posture throughout the lifecycle.

2.7.1 Threat modeling in the SDLC

Cruzes et al. [22] focus on the challenges and experiences from implementing the Microsoft
threat modeling technique with STRIDE in agile development projects. To identify these
issues, a case study was conducted from which 21 challenges were identified. The challenges
were mapped to challenges discovered by other authors to establish an overview of the most
common challenges in this area. Some examples of the challenges identified are keeping the
DFD up to date, limited threat catalogs, slow speed to derive threats, and keeping the threat
list up to date.

In general, Cruzes et al. [22] discuss the specific challenges with using the Microsoft threat
modeling technique, where threat modeling sessions are held with many members of the
team and possibly stakeholders. However, the authors do note that there is a need for highly
automated threat modeling techniques, which can help address several of the challenges dis-
cussed in the article. One of the key advantages of automation is that it brings structure
and clarity to the threat modeling process, making sessions more consistent, repeatable, and
easier to facilitate. A clearer vision of how sessions are run also improves team alignment, re-
duces misunderstandings about roles and goals, and enables more focused identification and
documentation of threats. This ultimately leads to more actionable outcomes and a smoother
integration of security practices into the development workflow.

Bernsmed et al. [2] note that threat modeling has not been widely adopted in agile soft-
ware development. Security practices are generally more challenging to adopt in agile soft-
ware development due to a variety of challenges. In addition, studies in software security
are usually quite general, with few studies that focus on specific security practices. Nev-
ertheless, Bernsmed et al. sought insight into how threat modeling can be adopted to suit
agile software development projects. Data was collected by conducting four studies, one of
which is the study by Cruzes et al. [22]. The other studies were based on interviews, surveys,
and document analysis. Based on these studies’ findings, challenges and best practices were
identified.

A common challenge of the studies when drawing DFDs was a lack of motivation. In this
context, they had found that developers perform the threat modeling and thus the drawing
of the DFDs. The concerns on this topic were that this process is very time-consuming and
tedious, which hurts the productivity of the developers. Another issue is the level of abstrac-
tion when drawing DFDs and producing accurate models. Since the DFDs are not linked to
any actual software, it may be difficult to assess how accurately they represent the software.

However, other participants argue that DFDs can be seen as a good way of documenting
the system and can even be a valuable tool for onboarding new employees or presenting it to
customers. Another set of challenges was identified during the analysis of applying STRIDE.
Some participants argued that the threats generated by STRIDE are too vague and that it was
a waste of time. However, other participants argued that STRIDE was helpful in generating
an initial set of threats that could be expanded upon [2]. The studies did not explicitly investi-
gate whether STRIDE contributed new insights that developers were previously unaware of.
However, the fact that some participants found it valuable as a way to structure early threat
identification suggests that it supported a more organized approach to exploring potential
risks.

Additionally, Bernsmed et al. [2] continue their discussion by identifying the results useful
for teams working in agile software development. Threat modeling requires better solutions
for integration into the SDLC. Bernsmed et al. propose automating the generation of threats
and integrating the process with Jira, enabling the creation of tickets to support the systematic
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management and resolution of identified security issues. This makes it easier to track spe-
cific countermeasures taken and is similar to what Shostack [21] describes as security bugs.
Furthermore, there is a need for better tooling compared to the tools currently available. This
tool would implement the aforementioned suggestions and integrate them into the continu-
ous delivery. Finally, Bernsmed et al. propose some recommendations for practice and future
research that concern further development of threat modeling tools, empirical studies, devel-
opment of templates for DFDs, and also evaluating the effectiveness of threat modeling in the
SDLC.

Theurich et al. [23] also conducted a systematic literature review to gain insights into
the state-of-the-art threat modeling challenges and methodologies. The authors present nine
challenges and six practices in threat modeling. Similar challenges are identified from the
aforementioned papers, such as a lack of motivation when conducting threat modeling, and
that it is a very expensive process. Specifically, the structure of meetings, who should partic-
ipate in the meetings, and maintainability are concerns that are raised. This further strength-
ens the view that there are many challenges with threat modeling in its current state.

The authors continue the discussion by mentioning different practices in place that ad-
dress some of the challenges. Regarding DFDs, it is suggested to enhance the DFD notation
with security information such as security mechanisms, threat catalogues, and integrated
security solutions. One specific practice mentioned is tool support. Examples of this are Mi-
crosoft Threat Modeling Tool (MSTM), OWASP Threat Dragon, and Waypoint, which follow
frameworks such as STRIDE, VAST, or PASTA. While there have been some attempts at au-
tomating design flaws from a DFD [24], which generated low precision compared to manual
threat modeling, but with a promising result of recall.

A drawback of analyzing DFDs is that it provides limited support for cyber-physical sys-
tems, but it is suitable for software applications. When Theurich et al. map the challenges
against the practices, it is evident that tool support for threat modeling is the only practice
that fully addresses the fact that threat modeling is expensive. The automated approach is
also useful in the sense that the results become repeatable, concrete, and improve documen-
tation if used iteratively in the SDLC. This solves issues as the lack of motivation since the
tedious effort becomes more efficient and faster, and also improves visibility towards other
stakeholders, other than the developers.

2.7.2 Automatic threat modeling approaches

Due to the expensive process of threat modeling, different automated threat modeling tech-
niques have been established. Granata and Rak [8] conduct a systematic literature review
regarding these techniques, focusing on open-source tools. Similar to other reviews, STRIDE
is identified as the most common threat classification method. STIDE is a useful technique
since it can describe threats into classes. These classes make it easier to generate and ana-
lyze the threat model due to the abstraction. The authors also mention that the LINDUNN
method can be used in addition to STRIDE. This methodology, however, focuses on privacy
issues.

Another approach is using the traditional CIA triad to understand how a threat may com-
promise the confidentiality, integrity, or availability of an asset or security requirement. An-
other variation is using different classification methods, such as CAPEC, a knowledge base
that has classification on attack patterns. This is very different from the STRIDE approach
since it focuses on techniques used by an adversary to exploit known weaknesses and not the
weaknesses themselves. The approach of using a knowledge base is similar to the STRIDE
approach, as it depends on threat patterns and rules. Some authors claim that there are addi-
tional threats that should be derived by using propagation rules that can follow the path of
a number of interactions as opposed to analyzing a single interaction. This method is called
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attack-path, which can create graphs of the path of an attacker, but it is seemingly more com-
plex than the classification technique.

After setting some criteria on the open-source threat modeling tools Granata and Rak [8]
present eight tools. Most of these tools were based on DFDs and had relationship-based
threat selection methodology. Interestingly, only three of the tools supported risk analysis
and only in some cases suggest appropriate countermeasures. Only one of these tools that
supports risk analysis is evaluated in the paper, which is SLA-generator. This tool uses the
graph-based database Neo4j and organizes threats based on their asset type. The tool can
suggest security controls to be applied from the NIST SP-800-53 [16].

PyTM is another tool that Granata and Rak analyze that implements threat modeling as
Python code. The PyTM threat database is built upon data from MITRE and CAPEC, which
are manually translated with a set of conditions that must be fulfilled to be generated. This
can be done by checking the target value of the threat and checking what security controls are
currently implemented. The tool presents an innovative option: adding security controls to
negate threats. By applying these security controls, which are countermeasures, it is possible
to mitigate some of the threats. This is an interesting approach where users are granted
configuration possibilities to adapt their threat model for their own cases.

Furthermore, the Microsoft threat modeling tool is another tool that automatically gener-
ates threats. The tool uses DFDs where each node has a component type, which is represented
by the possible components in a DFD, and a component value, which is additional informa-
tion to describe some functionality of the specific component. Additionally, different types of
interactions can be selected which has in turn a different set of configurable attributes.

OWASP Threat Dragon is another threat modeling tool. This is based on rule engines
to create threats and mitigation. Similar to the Microsoft threat modeling tool, the OWASP
Threat Dragon has configurable attributes for the different component types. A data flow
component can, for example, have three different parameters: "protocol", "is encrypted", and
"is over a public network". Based on the component type and parameters, threats are gener-
ated and then prompt the user to evaluate them concerning priority level and threat status.
It is also able to suggest possible mitigation for the identified threats. Granata and Rak con-
tinue to compare these four tools, which showed that they, for the most part, have a similar
number of threats when analyzing the same system. However, OWASP Threat Dragon was
an exception and had a much lower amount of threats, also with a lower threat granularity.
OWASP Threat Dragon identified 30 threats as opposed to 84-97 compared to the other three
tools.

Finally, the authors do note that risk analysis is built on top of threat modeling to generate
risks based on the threat likelihood and impact. For future research, Garanata and Rak will
look into tools that implement risk analysis methodologies. But it does show an interest in
combining the threat modeling process with risk analysis.

Tuma et al. [24] explore the automation of security design flaw detection in software ar-
chitectures based on DFDs. By performing a study of several design models, security experts
scrutinized the model to identify five different design flaws: authentication bypass, insuffi-
cient crypto key management, insecure data storage, insecure data exposure, and insufficient
auditing. To automate the detection of flaws, the DFD models were extended with annota-
tions, including information on data types (e.g., encrypted or plaintext) and security solu-
tions (e.g., authentication mechanisms, access control points). This information is fed into
the model to understand how data flows through the system and where protective security
controls are located.

To enable the automatic design flaw detection the authors implement a rule-based engine
where each rule corresponds to a specific design flaw to check for the presence or absence
of correct security measures or handling of the data. For example, absence of encryption on
sensitive data will trigger a rule for insecure data exposure. Furthermore, these rules are
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linked to STRIDE categories in order to associate security solutions with the threats they are
intended to mitigate.

In order to evaluate the system, Tuma et al. compared the results of the rule-based au-
tomatic detection of design flaws against manual assessments conducted by security experts
in workshops together with the user who had modeled the specific DFD. The results were
measured using precision and recall as performance metrics by analyzing the true and false
positives between the automatic detection and security experts. The result showed chal-
lenges in reducing false positives, which affected the precision of the tool. To conclude, the
authors mention that the results suggest that although the automated method cannot match
the performance of expert analysis, it can still serve as a complementary tool to improve the
effectiveness of security experts.
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3 Method

The following chapter describes the methodology used to develop and evaluate the semi-
automated tool which is compared to existing tools in the field of threat modeling and risk
analysis. The chapter is organized into four sections. Firstly, an overview of the functionality
in the developed tool Thalaura is given. Secondly, the mappings and method to identify
vulnerabilities is explained along with the data created to test the application. Consequently
the third chapter covers the security controls that were added to the data set. Finally, a test
scenario is set up to work as input for the creating of threat models for the different tools.

3.1 Overview of Thalaura

To provide a high-level overview of Thalaura, key data types and descriptions of important
functions are presented under this section.

3.1.1 Vulnerabilities and threat vectors

In Thalaura, a vulnerability is defined by a title and associated mitigations, which represent
the security controls linked to it. Additionally, multiple threat vectors can be configured,
which are the methods through which a vulnerability can be exploited to trigger a threat.
A threat vector is defind by a description of the exploitation, the STRIDE category, ease of
exploit, and ease of discovery.

Vulnerability

Title: string

Mitigations: []

Threat Vector

Method: string

Category: STRIDE

Discovery: int

Exploitability: int

1 N

Figure 3.1: Vulnerability and threat vector data types
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3.1.2 Security controls

Mitigations against vulnerabilities are referred to as security controls, which are countermea-
sures that are possible to implement by developers. A security control is a dynamic structure
composed of checkboxes and select components, collectively referred to as security control
properties. Each security control is associated with a specific component type, indicating
which component in the DFD it applies to. Both a security control and its individual proper-
ties can be linked to multiple vulnerabilities.

Additionally, a security control property can reference its own data type, creating a com-
posite relationship. This design allows for greater flexibility when configuring a security con-
trol and enhances clarity by enabling conditional visibility. For instance, properties linked to
another property can remain hidden by default and become visible when a corresponding
checkbox is selected.

Security Control

Name: string

Version: string

Component: component

Vulnerabilities: []

Security Control Property

Label: string

ComponentType: type

Value: string

Vulnerabilities: []

1

N1 N

Figure 3.2: Security controls and security control properties data types

3.1.3 Risk generation

Risks are generated when a component is updated by either adding an asset or applying
a new security control for the component. When an update is prompted Algorithm 1 will
take the assets and security controls into account and identify which security properties of an
asset is compromised by the relevant threat vectors. The risks generated is targeted against
the confidentiality, integrity and availability of the asset. The risk is based on what security
properties are set to be protected in the asset and what security properties the threat vector
can compromise. The intersection of the security properties in the asset and threat vector is
used to generate the risk which is described as compromised properties.

Algorithm 1 Risk generation algorithm

componentId Ð selectedComponent
assets Ð selectAssets(componentId)
vulnerabilities Ð selectVulnerabilities(componentId)
for asset in assets do

for vulnerability in vulnerabilities do
for threatVector in vulnerability do

if threatVector.properties matches any asset.properties then
generateRisk(compromisedProperties)

end if
end for

end for
end for
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3.1.4 Asset configuration

To adopt the asset-centric threat modeling approach using OWASP Risk Rating, the definition
of assets is crucial. The important information to gather about an asset is the business impact
factors and the technical impact factors against the security properties’ confidentiality, in-
tegrity, and availability. The OWASP Risk Rating methodology also captures an accountabil-
ity property. However, this is disregarded. This decision was made because the traditional
CIA triad is a widely recognized framework. Furthermore, since STRIDE addresses repudi-
ation, which is a concept closely related to accountability, the omission of accountability is
reasonable.

The resulting technical impact factors are the severity of loss of confidentiality, loss of in-
tegrity, and loss of availability. When creating an asset, the user is required to fill out which
security properties have an impact if compromised. For each security property, there are six
options ranging from insignificant or N/A, which has a value of 0, to a maximum value of
9. All of the impact descriptions and values can be seen in Table 3.1. These descriptions and
values were adapted from the OWASP Risk Rating documentation as in [26], with the addi-
tion of an option for the value of 0 to account for cases where a particular security property
is irrelevant or negligible for the given assets.

Similarly, the business impact factors also have a range of options. These options con-
cern privacy violation, non-compliance, financial damage, and reputation damage. All of the
business impact factors can be seen in Table 3.2. Finally, to enhance visibility, the user must
assign a threat impact to each security property of the asset. The threat impact serves as a
justification for the technical impact factor value and includes a description of the worst-case
scenario if the property is compromised. When the technical and business impact factors
have been configured, the impact of the risk can already be calculated, which gives the first
variable for the Equation 2.1.

Property Impact Description Value

Confidentiality
Insignificant or N/A 0
Minimal non-sensitive data disclosed 2
Minimal critical data disclosed 6
Extensive non-sensitive data disclosed 6
Extensive critical data disclosed 7
All data disclosed 9

Integrity
Insignificant or N/A 0
Minimal slightly corrupt data 1
Minimal seriously corrupt data 3
Extensive slightly corrupt data 5
Extensive seriously corrupt data 7
All data totally corrupt 9

Availability
Insignificant or N/A 0
Minimal secondary services interrupted 1
Minimal primary services interrupted 5
Extensive secondary services interrupted 5
Extensive primary services interrupted 7
All services completely lost 9

Table 3.1: Technical impact descriptions and values from the OWASP Risk Rating documen-
tation [26]
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Category Impact Description Value

Privacy Violation
N/A 0
One individual 3
Hundreds of people 5
Thousands of people 7
Millions of people 9

Non-Compliance
N/A 0
Minor violation 2
Clear violation 5
High profile violation 7

Financial Damage
N/A 0
Less than the cost to fix the vulnerability 1
Minor effect on annual profit 3
Significant effect on annual profit 7
Bankruptcy 9

Reputation Damage
N/A 0
Minimal damage 1
Loss of major accounts 4
Loss of goodwill 5
Brand damage 9

Table 3.2: Business impact values for Privacy Violation, Non-Compliance, Financial Damage,
and Reputation Damage

3.1.5 Data Flow Diagram

To develop Thalaura the react-flow library was utilized to enable the user to be able to draw
the DFD. Components exist in the form of nodes and edges. External entities, processes, data
storages and trust boundaries are represented by nodes, whereas the dataflows are repre-
sented by edges that link the nodes. On each component, it is possible to select which assets
reside inside it. For example, selecting an asset in a dataflow suggests that some sensitive
asset is sent between two components. Similarly, a list of security controls can be added with
the purpose of mitigating risks in that specific component. The selected security controls can
be configured according to the security control properties by the user. Furthermore, a trust
boundary has a set of three different options concerning the trust zone. These options are
protected, internal, and exposed, which have respective values 1, 5, and 9. These options are
used when calculating the risks but have no effect on how an actual risk is generated. Con-
sidering the Zero Trust principle, it is important not to remove any risks due to a zone being
considered "safe". However, it is possible to assume that an on-prem environment or pro-
tected zone has a smaller chance of being compromised in comparison to an open network.

The canvas of the DFD and the accompanying configuration window when editing a node
or edge can be seen in Figure 3.3.
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Figure 3.3: Configuration window and DFD canvas

3.1.6 Calculating the risk rating

Once a risk is generated through Algorithm 1, we have access to all variables that concern it.
As mentioned previously, the OWASP Risk Rating methodology is used to calculate the risk
rating. However, to leverage the method to be used with the risk generation, some adjust-
ments had to be made. Since the risk generation algorithm identifies what security properties
of an asset can be compromised, we can adjust the technical impact to only take into account
the security properties that are compromised. This is done by setting the technical impact
properties that are not compromised to 0.

Then, the impact factor can be calculated by taking the average of all technical impact fac-
tors associated with the asset. By design, the denominator in this calculation is fixed at three,
which ensures that compromising additional security properties increases the overall impact
score rather than diluting it. This approach prevents a risk that only affects confidentiality
from being rated equally to a risk that compromises confidentiality, integrity, and availability.
In this model, a high severity risk that affects only one property should still score lower than
a moderate risk that compromises all three. The technical impact is thus calculated by:

Ti =
C + I + A

3
subject to the constraints:

C, I, A P t0, 9u and C + I + A ą 0

Finally, when the impact factor has been decided, the probability factor can be calculated.
All options are retrieved from the sources seen in Table 3.3, and then the average is calculated,
resulting in the probability factor. Then, the risk rating can be calculated by looking at the
risk matrix.

Note that in this model, the values for skill level, motive, and size have been set statically
to 9. This decision reflects the high baseline threat level typically associated with telecom
systems, where potential attackers such as state-sponsored actors are assumed to possess
strong capabilities, clear incentives, and significant resources. While these values should
ideally be adjusted dynamically, enabling such flexibility was considered out of scope for this
work. Instead, fixed values were used to simplify the model and focus on other aspects of the
threat and risk evaluation.
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3.2. Identifying vulnerabilities with STRIDE

Factor Option Source of Value

Threat Agent Factors
Skill level Always 9
Motive Always 9
Opportunity Decided by zone value
Size Always 9

Vulnerability Factors
Ease of Discovery Decided by threat vector
Ease of Exploit Decided by threat vector
Awareness Decided by zone value
Intrusion Detection Decided by zone value

Table 3.3: Description of probability factors

3.1.7 Overview of risk rating

To further clarify the relationship between the parameters, a tree of the risk calculation is
shown in Figure 3.4. Note that either the technical impact or the business impact is chosen
when following this methodology. For this thesis, the technical impact is analyzed since no
good business impact information was available.

Risk

Probability Impact

Threat Agent Factors
Skill Level (9)

Motive (9)
Opportunity (ZV)

Size (9)

Vulnerability Factors
Ease of Discovery {0,9}

Ease of Exploit {0,9}
Awareness (ZV)

Intrustion Detection (ZV)

Technical Impact
Loss of Confidentiality {0,9}

Loss of Integrity {0,9}
Loss of Availability {0,9}

Business Impact
Financial Damage {0,9}

Reputation Damage {0,9}
Non-compliance {0,9}
Privacy Violation {0,9}

ZV = Zone Value = [1, 5, 9]

Figure 3.4: Risk calculation tree for the OWASP Risk Rating Methodology

3.2 Identifying vulnerabilities with STRIDE

The goal of the threat modeling for this tool is to identify risks that may compromise the
security properties of any assets. The threat impacts against these properties have already
been defined when the asset is configured. However, the threat is realized by vulnerabilities
in the system, which are exploited by a threat vector. By categorizing the vulnerabilities by
STRIDE, it is possible to understand which security properties are threatened. The mapping
between STRIDE and the security properties is shown in Table 3.4. This approach is similar
to the mapping proposed by Honkaranta et al. [9] with the addition that tampering and
elevation of privilege affect the availability of an asset.

20



3.2. Identifying vulnerabilities with STRIDE

Threat Type Confidentiality Integrity Availability

Spoofing x x
Tampering x x

Repudiation x
Information disclosure x

Denial of Service x
Elevation of Privilege x x x

Table 3.4: STRIDE mapping to security properties

An asset is any form of data that requires protection. Data can exist in three different
states: data at rest, data in use, and data in transit. Thus, the assets that are to be protected
may also be in these three states. This is an important distinction because the asset must be
protected in all three states. There are, however, different countermeasures depending on
what state the asset is in. These states can also be linked to components in the DFD. Assets in
transit are linked to the dataflows, assets in use are linked to processes where they are stored
in memory, and assets at rest are linked to datastores. By this definition, it is now possible
to use STRIDE to reflect what threats exist against the assets and how they may be used to
compromise the security properties of the asset. We can identify threats against an asset by
iterating over the STRIDE mnemonic. According to Shostack, you are doing reasonably well
if you can identify a threat per checkbox from a defined table. This can be improved by
considering mitigations against those threats as well. [21] Table 3.5 takes the state of assets
into consideration, which is similar to Table 2.2, which refers to the original STRIDE-per-
element table with a change where spoofing threats are derived from dataflows instead of
processes. This shows a difference in the line of thinking when discussing assets instead of
system vulnerabilities. There is clearly a threat against an asset in transit when the sender or
the target destination is spoofed by an adversary. In reality, it is not the dataflow that is being
spoofed, but the threat concerns the transportation of the asset.

Asset State S T R I D E

Asset in transit x x x x x
Asset in use x x x x x
Asset at rest x x x x

Table 3.5: STRIDE threats against asset states

3.2.1 Inherit vulnerabilities against assets in transit

An asset in transit is at risk of spoofing from either the source or the target destination. For
example, it may also be exposed to tampering through a man-in-the-middle attack. Further-
more, the target destination may later deny having received the asset, which represents a
repudiation threat if there is no logging or evidence to confirm the transaction. An asset in
transit is also vulnerable to uncontrolled resource consumption, where an adversary may
perform a flooding attack to disrupt the target component. An elevation of privilege threat
is slightly more difficult to define in the context of how it may affect the asset in transit;
however, if the communication channel is overtaken by session hijacking, an adversary may
compromise multiple properties of the asset. Six threats were easily identified, and assets in
transit look very vulnerable.
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3.2. Identifying vulnerabilities with STRIDE

Vulnerability Threat Vector Mitigation STRIDE E D

Missing
Authentication

Bypassing
authentication
mechanisms

TLS 1.3
Authentication

Spoofing 9 9

Unsecured
Communication
Channel

Man in the middle
attack

TLS 1.3 Tampering 5 9

Data flow sniffing TLS 1.3 Information
Disclosure

9 9

Uncontrolled
Resource
Consumption

Flooding attack Rate Limiting Denial of
Service

9 9

Insufficient
Logging

Relying on the lack
of monitoring and
timely response to
achieve their goals
without being
detected

Logging Repudiation 5 7

Table 3.6: Vulnerabilities against an asset in transit

3.2.2 Inherit vulnerabilities against assets in use

The inherent vulnerabilities against assets in use are a distinct class of vulnerabilities that
arise when sensitive data is actively being processed or modified by a system component.
During execution, this data resides temporarily in memory, making it susceptible to threats
and vulnerabilities that would not apply to data at rest or in transit.

Vulnerability Threat Vector Mitigation STRIDE E D

Missing Input
Validation

Code injection Input validation Tampering 9 9

Insufficient
Logging

Relying on the lack
of monitoring and
timely response to
achieve their goals
without being
detected

Logging Repudiation 5 3

Cleartext Stor-
age of Sensitive
Information in
Memory

Reading memory mlock() Information
Disclosure

3 3

Uncontrolled
Resource Con-
sumption

Forcing system to
run out of memory

cgroups Denial of
Service

9 9

Incorrect
Privilege
Assignment

Accessing restricted
functionality or
sensitive information

SELinux Elevation of
Privilege

3 3

Table 3.7: Vulnerabilities against an asset in use
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3.2. Identifying vulnerabilities with STRIDE

3.2.3 Inherit vulnerabilities against assets at rest

To understand the threats against an asset at rest, it is possible to look at the datastore compo-
nent in the DFD. A datastore may contain assets which are at rest. According to the STRIDE-
per-element approach there are four prelevant STRIDE threats against datastores. These are
tampering, repudiation, information disclosure and denial of service. Consequently, this can
help us understand the threats against the asset that is stored in a datastore component.

Vulnerability Threat Vector Mitigation STRIDE E D

Missing
Authorization

Bypassing
authorization
mechanics

Role Based Access
Control

Elevation of
Privilege

5 7

Insufficient
Logging

Relying on the lack
of monitoring and
timely response to
achieve their goals
without being
detected

Logging Repudiation 5 3

Cleartext Storage
of Sensitive
Information

Reading sensitive
data in plaintext

Encryption Information
Disclosure

5 7

Missing Input
Validation

Injecting malformed
or invalid data into
the database.

Input validation Tampering 9 9

Allocation of
Resources
Without Limits

Expensive query
flooding

Resource Limita-
tion

Denial of
Service

5 7

Table 3.8: Vulnerabilities against asset at rest

3.2.4 Residual vulnerabilities from security controls

In addition to the inherent vulnerabilities against components, residual vulnerabilities were
also added against security controls and security control properties, which can be seen in
Table 3.9.
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3.3. Security Controls

Vulnerability Threat Vector Source STRIDE E D

Input validation
does not
normalize input

Encoded Injection Input Validation Tampering 5 3

Denylist should
not be relied
upon as the
primary method

bypassing filter List Validation Tampering 5 7

TLS does not
provide inherent
replay
protections for
0-RTT data

mounting a replay
attack by simply
duplicating a flight
of 0-RTT data

TLS Spoofing 1 1

Undefined
Certificate
Validity

adversary gains
access to a certificate
and uses it to
impersonate a
trusted client or
server

mTLS Spoofing 1 1

Too short
certificate
validity period

Exploiting old
certificates

Certificate validity
period

Tampering 3 3

Passwords are
not encrypted
with hash
function

Obtaining
encryption key and
decrypting all
passwords

Password storage Information
Disclosure

5 3

Improper
Authorization

Bypassing
authorization
mechanics

Role Based Access
Control

Elevation of
Privilege

3 3

Client
Impersonation

Exploiting the lack of
cryptographic client
authentication by
connecting over TLS

mTLS Elevation of
Privilege

1 3

Table 3.9: Vulnerabilities against security controls and their properties

3.3 Security Controls

Creating a comprehensive catalog of vulnerabilities and security controls is a comprehensive
and challenging task. A common approach used by other tools involves importing infor-
mation from external catalogs and mapping it to system-specific parameters. However, this
process is not straightforward, as there are numerous external catalogs describing threats and
vulnerabilities using different terminologies and classification schemes.

One example of a catalog is the Common Weakness Enumeration (CWE), a community-
developed list that includes a hierarchical taxonomy and detailed descriptions of software
weaknesses. In CWE, a weakness is defined as a condition that may lead to the introduction
of vulnerabilities.

Another valuable resource is the OWASP Proactive Controls, which aim to mitigate the
most critical web application security risks, including those identified in the OWASP Top 10
[6]. By adopting the techniques outlined in this list, developers can significantly reduce the
likelihood of introducing security vulnerabilities.
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3.3. Security Controls

This project focuses on three of the most impactful security controls from the OWASP list:

• C1: Implement Access Control

• C2: Use Cryptography to Protect Data

• C3: Validate All Input and Handle Exceptions

Due to the complexity of modeling numerous types of security controls, only these three
were implemented in the tool. In total, eight additional vulnerabilities and threat vectors
were introduced based on these controls. An example of how the security controls are con-
figured can be seen in Figure 3.5

Figure 3.5: Example of security control page for TLS 1.3

3.3.1 C1: Implement Access Control

Access control is a fundamental security principle that ensures users and processes only ac-
cess resources they are authorized to use. There are various types of access control mecha-
nisms, with Role-Based Access Control (RBAC) and SELinux being two notable examples. In
this work, RBAC and SELinux were modeled as mitigation techniques for elevation of priv-
ilege threats, as shown in Table 3.7 and Table 3.8. However, no specific vulnerabilities were
identified that would be mitigated by SELinux within the scope of this model. As a result,
only vulnerabilities related to RBAC were included in the dataset.

3.3.2 C2: Use Cryptography to Protect Data

Encryption plays a crucial role in protecting sensitive data both in transit and at rest. To
address this, TLS 1.3 was configured to secure dataflows and protect assets in transit. For
data at rest, a security control representing encryption was added to the relevant datastores.
Additionally, the mlock() system call was created as a security control for processes, helping
mitigate the risk of cleartext storage of sensitive information in memory.

3.3.3 C3: Validate All Input and Handle Exceptions

To address risks related to unvalidated input, a security control for input validation was
introduced for both processes and datastores. This control helps mitigate common vulnera-
bilities such as injection attacks and improper handling of unexpected input, which can lead
to application crashes or unintended behavior.
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3.4. Threat model

In addition to these OWASP Proactive Controls, several other security controls were im-
plemented to cover common vulnerabilities across all component types. In total, 15 security
controls and 22 associated vulnerabilities were added to the dataset.

3.4 Threat model

To evaluate the application, a test case threat model was created to compare different tools
and how they perform. Four different sets of configurations were derived from a DFD. The
scenario describes a simple system where users are able to interact with a web service through
a web application. The web service handles two databases, a user management database and
a user information database. In this scenario, users are able to sign into the application with
credentials and then extract their personal information from the user information database.
Administrators have direct access to the two database through a database management sys-
tem (DBMS).

3.4.1 Assets

Three different assets are identified in the DFD, which are admin credentials, user creden-
tials, and user Personal Identifiable Information (PII), which refers to some type of sensitive
data. By configuring three different assets, it is possible to describe them with varying sets of
severity, which should generate interesting results for the evaluation.

According to the OWASP Risk Rating methodology, business impact factors should be
used when available, as they more accurately reflect real consequences. However, in prac-
tice, assessing business impact often involves input from stakeholders, contextual business
knowledge, and subjective judgments that may not be readily accessible or consistently quan-
tifiable in this research setting.

For this reason, this threat model focuses solely on technical impact factors, which are
more straightforward to assess and apply. The technical impact and threat impact configured
in Thalaura used the information in Table 3.10 and Table 3.11. In Threat Agile, these assets are
configured as data assets. The technical impacts in Threat Agile were configured according
to Table 3.12 from which the values were chosen to be similar to the values in Table 3.10 in
addition to the quantity which is required for the configuration.

Asset C I A

User Credentials 2 1 1
User PII 6 5 5

Admin Credentials 9 9 9

Table 3.10: Technical impact of assets in Thalaura

Asset Confidentiality Integrity Availability

User Credentials Minimal non-
sensitive data dis-
closed

Minimal slightly cor-
rupt data

Minimal secondary
services interrupted

User PII Extensive non-
sensitive data dis-
closed

Extensive slightly
corrupt data

Minimal primary
services interrupted

Admin Credentials All data disclosed All data totally cor-
rupt

All services com-
pletely lost

Table 3.11: Threat impact of assets in Thalaura
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3.4. Threat model

Asset Quantity Confidentiality Integrity Availability

User Credentials many internal archive archive
User PII many confidential important important

Admin Credentials very-few strictly-confidential mission-critical mission-critical

Table 3.12: Quantity and technical impact of data assets in Threat Agile

3.4.2 Data Flow Diagram

An initial DFD was drawn using draw.io´s threat modeling extension. This gives a clear
overview of how assets are transported, processed, and stored in the system, which can be
seen in Figure 3.6.

Additionally, the threat model was extended to include security controls, which are illus-
trated in Figure 3.7. It should be noted that this figure is a simplified representation showing
only four controls for illustrative purposes. In practice, System B was configured to apply
security controls wherever necessary to mitigate the risks identified as originating from Sys-
tem A. The overarching strategy was to implement all possible security controls suggested
by the specific threat modeling tools in an attempt to mitigate all generated risks. The specific
behavior of these security controls varied depending on the tool used.

Figure 3.6: Data flow diagram over the threat model
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3.5. Monte Carlo Simulation

Figure 3.7: Data flow diagram over the threat model with security controls

3.5 Monte Carlo Simulation

A Monte Carlo sensitivity analysis was performed to explore the influence of various input
parameters on the resulting risk scores in Thalaura. Instead of relying on a limited set of
static scenarios, a script was developed to generate 100,000 simulations with unique param-
eter combinations. Each simulation was created by randomly assigning values to key input
factors, including confidentiality, integrity, availability, STRIDE categories, zone values, dis-
covery values, and exploit values. This process allowed for an exhaustive exploration of the
parameter space, providing a robust analysis of how changes across a wide range of plausible
configurations affected the overall risk rating.

The goal of using this method is to evaluate the performance of the risk rating approach
across a wide range of scenarios. By observing how the results change as the inputs vary, we
can gather evidence on the consistency of the methodology, which would be difficult using
purely analytic methods [15]. In the simulation, input values were sampled from the ranges
and sets shown in Figure 3.4 (e.g., most parameters in the interval 0–9 except for the zone
value, which has the discrete set [1, 5, 9]). Since the presented methodology to generate risks
uses a deterministic algorithm, the simulation is straightforward.
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4 Results

The following chapter presents the evaluation results of the developed semi-automated tool,
Thalaura. The chapter is structured into three main sections. First, a qualitative analysis com-
pares the identified risks and generated threat models between Thalaura and existing tools.
Secondly, a quantitative evaluation is conducted to analyze the relationships between input
parameters and the resulting risk scores, using correlation analysis and severity distributions
based on the method implemented in Thalaura.

4.1 Qualitative results

Firstly, the resulting data flow diagrams for Microsoft Threat Modeling Tool, Threat Agile,
and Thalaura are shown in Figure 4.1, Figure 4.2, and Figure 4.3, respectively. Although the
threat models were generated for both System A (the system without security controls) and
System B (the system with security controls), the resulting diagrams are practically identical
in their visual representation. The only difference is a small detail in Threat Agile, such as
HTTP being replaced by HTTPS in System B. These protocol-level changes, while important
from a security perspective, do not alter the overall system architecture shown in the dia-
grams. Therefore, to avoid redundancy, only the visualization for System B is included in the
figures. The minor visual differences stem from the fact that configuration-specific details are
managed within the component configuration windows rather than reflected in the diagrams
themselves.

Figure 4.1: Data Flow Diagram in Microsoft Threat Modeling Tool
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4.1. Qualitative results

Figure 4.2: Data Flow Diagram in Threat Agile

Figure 4.3: Data Flow Diagram in Thalaura

4.1.1 Risk and threat identification

Microsoft Threat Modeling Tool does not identify or calculate risks. Instead, it focuses on
threats, which is still interesting to compare against, hence both concepts are analyzed. Note
that the risks removed in Figure 4.5 should be interpreted as mitigated.

For system A, MSTMT identified a total of 51 threats. Among these, spoofing and tamper-
ing each accounted for 11 threats, followed by repudiation with 5, and information disclosure
with 4. DoS had the highest number, with 12 threats, while elevation of privilege accounted
for 8. However, in system B slightly less threats were identified as the amount of spoofing
threats were reduced by 5 and one less threat against elevation of privilege was identified.
Both tampering and information disclosure saw an increase of threats. Four additional tam-
pering threats were identified, though three threats from system A were not present in system
B. Similarly, the number of information disclosure threats rose by two, with five new threats
and three removed which results in 48 total threats in system B.

Threat Agile identified a total of 42 risks against system A, slightly less than the num-
ber of threats MSTMT identified for the same system. Only 3 risks against spoofing were
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4.1. Qualitative results

identified, though for tampering and information disclosure, 10 and 12 risks were found,
respectively. The most amount of risks were categorized as elevation of privilege, amount-
ing to 17. Most notably, no risks were identified by repudiation or denial of service, neither
for system A nor system B. Threat Agile was able to address a lot of risks when configured,
especially against information disclosure and elevation of privilege, where 11 and 10 risks
were removed respectively, resulting in a total of 30 different risks disappearing in system B.
However, an additional 19 risks were identified in system B spread quite evenly across the
STRIDE categories, with the notable exception of 8 new tampering risks.

The tool that identified the most amount of risks was Thalaura, with a total of 70 risks
in system A. The distribution of risks is very even, where tampering, repudiation, informa-
tion disclosure, and denial of service all have 14 risks associated with them. Spoofing had
8 identified risks, while elevation of privilege had the fewest, with only 6. Furthermore, in
system B Thalaura was able to identify an additional 41 risks resulting in a total of 111 risks.
Spoofing, tampering, information disclosure, and elevation of privilege all saw an increase in
the number of risks, with tampering having the highest increase at 20 risks. No additional
risks were identified against repudiation or denial of service. Additionally, Thalaura was able
to remove or mitigate 95 of the identified risks, leaving only 12 risks that were unable to be
mitigated.
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Figure 4.4: Threat and risk identification distributions
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Figure 4.5: Difference of risks between system A and B

4.1.2 Identified risks in Thalaura

In Table 4.1 a subset of risks are presented that were identified using Thalaura during threat
modeling. Each risk is categorized using the STRIDE framework, outlining the type of threat,
its risk rating, and an appropriate mitigation strategy. These risks range in severity from low
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4.1. Qualitative results

to critical and include issues such as spoofing via missing authentication, elevation of priv-
ilege through absent authorization controls, and data leakage via insecure communication
and side-channel attacks. The proposed mitigations emphasize established countermeasures
like TLS 1.3 and role-based access control to reduce the platform’s overall attack surface. Note
that the final risk cannot be mitigated through a security control.

Risk Mitigation STRIDE Rating

Missing authentication allows adversary to
impersonate as admin by bypassing
authentication mechanisms with the
intention to compromise the confidentiality
and integrity of admin credentials. In worst
case scenario, all data disclosed and all data
totally corrupt.

TLS 1.3
Authentication

Spoofing Critical

Missing authorization allows adversary to
escalate its privileges by bypassing
authorization mechanics with the intention
to compromise the confidentiality, integrity
and availability of user pii. In worst case
scenario, extensive non-sensitive data
disclosed, extensive slightly corrupt data
and minimal primary services interrupted.

Role Based
Access Control
2

Elevation of
privilege

High

Unsecured communication channel allows
adversary to compromise the confidentiality
of user pii by data flow sniffing. In worst
case scenario, extensive non-sensitive data
disclosed.

TLS 1.3 Information
disclosure

Medium

Cryptographic operations take different
amounts of time allows adversary to
compromise the confidentiality of user pii by
side-channel attack. In worst case scenario,
extensive non-sensitive data disclosed.

Information
disclosure

Low

Table 4.1: Sample of detected risks in Thalaura

4.1.3 Identified risks in Threat Agile

The risks shown in Table 4.2 show risks identified using Threat Agile. One major issue iden-
tified is missing authentication on a communication link between the admin and the user
information database, which could allow unauthorized access to sensitive user data and
administrative interfaces, leading to an elevated privilege escalation risk. The presence of
Cross-Site Request Forgery (CSRF) vulnerabilities in the web application exposes the system
to spoofing attacks, where countermeasures are suggested for logged-in requests, cookies,
and third-party products. Additionally, Threat Agile identifies unnecessary transfer of PII
between the web service and web app. Each of these risks is addressed with targeted mitiga-
tion strategies and varies in severity.
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4.1. Qualitative results

Risk Mitigation STRIDE Severity

Missing Authentication
covering communication
link User Database
Information System
Access from Admin to
User Information
Database

Apply an authentication
method to the technical asset.
To protect highly sensitive data
consider the use of two-factor
authentication for human users.

Elevation of
privilege

Elevated

Cross-Site Request
Forgery (CSRF) risk at
Web App via User
Request from User

Try to use anti-CSRF tokens ot
the double-submit patterns (at
least for logged-in requests).
When your authentication
scheme depends on cookies
(like session or token cookies),
consider marking them with the
same-site flag. When a
third-party product is used
instead of custom developed
software, check if the product
applies the proper mitigation
and ensure a reasonable
patch-level.

Spoofing Medium

Unnecessary Data
Transfer of User PII data
at Web Service from/to
Web App

Try to avoid sending or
receiving sensitive data assets
which are not required (i.e.
neither processed or stored) by
the involved technical asset.

Elevation of
privilege

Low

Table 4.2: Sample of detected risks in Threat Agile

4.1.4 Identified risks in Microsoft Threat Modeling Tool

A small set of threats identified using MSTMT can be seen in Table 4.3. Firstly, a threat of
remote code execution is found in the web application, where a human user may be able to
achieve remote code execution. Secondly, MSTMT also identified weak credential storage,
where it describes some different measures that can be taken to secure credentials. Finally, a
denial of service threat is presented, indicating a potential for excessive resource consump-
tion in the web service or user information database. This description explains that resource
consumption may be difficult to deal with, but leveraging the operating system can aid in
this problem.
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Threat Description STRIDE

Web
Application
May be Subject
to Elevation of
Privilege Using
Remote Code
Execution

Human User may be able to remotely execute code
for Web Application.

Elevation of
privilege

Weak
Credential
Storage

Credentials held at the server are often disclosed or
tampered with and credentials stored on the client
are often stolen. For server side, consider storing a
salted hash of the credentials instead of storing the
credentials themselves. If this is not possible due to
business requirements, be sure to encrypt the
credentials before storage, using an SDL-approved
mechanism. For the client side, if storing
credentials is required, encrypt them and protect
the data store in which they’re stored

Information
Disclosure

Potential Exces-
sive Resource
Consumption
for Web Ser-
vice or User
Information
Database (SQL
Database)

Does Web Service or User Information Database
(SQL Database) take explicit steps to control re-
source consumption? Resource consumption at-
tacks can be hard to deal with, and there are times
that it makes sense to let the OS do the job. Be care-
ful that your resource requests don’t deadlock, and
that they do timeout.

Denial Of
Service

Table 4.3: Sample of detected threats in Microsoft Threat Modeling Tool

4.1.5 View over risks in Thalaura

In Figure 4.6 three generated risks from Thalaura are presented. Once a risk is generated
in the application the card appears containing all relevant information concerning the risk.
From the card, it is possible to locate the component the risk stems from, the vulnerability, and
the description of the risk, in addition to possible security controls that can be implemented
to mitigate the risk.

Figure 4.6: Risks as presented in Thalaura

34



4.2. Quantitative results

4.2 Quantitative results

A Monte Carlo simulation was conducted to limit-test the methodology implemented in Tha-
laura by exploring a wide range of possible parameter combinations. The purpose of the sim-
ulation is to better understand how sensitive the risk rating is to changes in different input
factors. This provides insight into which parameters have the most influence on the final risk
score, helping to evaluate the consistency of the methodology under various conditions.

The result of the Monte Carlo simulation of 100,000 risks can be seen in Figure 4.7 and
resulted in the following distribution: Low (21.7%), Medium (50.5%), High (25.0%), and
Critical (3.2%). This suggests that most potential risks fall into the medium and high cate-
gories, which together account for over 75% of all outcomes. The most notable finding is the
low proportion of critical risks, which suggests the model may be skewed toward lower-risk
outcomes.
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Figure 4.7: Risk Distribution of Monte Carlo Simulation

A closer look at the specific risk distributions across different STRIDE categories reveals
slight variations, although the overall distribution remains very even. This is expected, as
each category had an equal likelihood of being selected in the simulation. Figure 4.8 illus-
trates these distributions graphically, and Table 4.4 provides the exact counts and proportions
for each risk rating level.

The Spoofing and Tampering categories have fairly similar distributions, with medium
and high risks dominating both. In contrast, the categories Repudiation, Information Dis-
closure, and Denial of Service show no critical risks at all, and have a higher proportion
of low and medium risks. Notably, the Elevation of Privilege category stands out with the
highest proportion of severe risks, including 15.6% critical and 44.6% high-rated risks.

STRIDE Category Total Risks Low (%) Medium (%) High (%) Critical (%)

Spoofing 16,931 14.8 47.0 36.6 1.7
Tampering 16,745 18.1 48.6 31.6 1.8
Repudiation 16,562 29.7 57.8 36.6 0.0
Information Disclosure 16,505 30.2 57.6 12.1 0.0
Denial of Service 16,931 30.3 57.3 12.5 0.0
Elevation of Privilege 16,665 7.1 32.8 44.6 15.6

Table 4.4: Risk Distribution Across STRIDE Categories
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Figure 4.8: Distribution of the Amount of Risk Ratings Across STRIDE

Several correlations were identified by analyzing relationships between parameters and
the computed impact and probability factors. The complete correlation matrix is presented
in Appendix A.1, while Tables 4.5 and 4.6 summarize the most relevant findings.

As shown in Table 4.5, all three security properties have relatively balanced correlations
with the impact factor. This suggests that each security property contributes to the overall
impact factor independently and maintains a fair correlation across the CIA triad.

In contrast, the influence of STRIDE categories varies in its impact factor. Notably, Eleva-
tion of Privilege shows a strong correlation of 0.52, which indicates that it has a strong effect on
the expected impact factor. Information disclosure (-0.21), Repudiation (-0.28), and Denial of Ser-
vice (-0.26) exhibit similar negative correlations, indicating a higher likelihood of negatively
impacting the impact factor, whereas Spoofing (0.13) and Tampering (0.08) contribute little to
the overall impact factor.

When it comes to the probability factors shown in Table 4.6, it is clear that the Zone Value
(0.92) has the most influential effect on the probability factor. While the Discovery Value (0.3)
and Exploit Value (0.28) do contribute, their influence is noticeably weaker in comparison to
the zone value. This indicates that the location of the asset plays an important role when
calculating the probability factor using this model.
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4.2. Quantitative results

Parameter Correlation
Confidentiality 0.46
Integrity 0.56
Availability 0.43
Spoofing 0.13
Tampering 0.08
Repudiation -0.28
Information Disclosure -0.21
Denial of Service -0.26
Elevation of Privilege 0.52

Table 4.5: Correlation between a set of parameters against the impact factor

Parameter Correlation
Zone Value 0.92
Discovery Value 0.3
Exploit Value 0.28

Table 4.6: Correlation between a set of parameters against the probability factor

Figure 4.9 provides a more detailed view of how the probability and impact factors con-
tribute to a risk’s final classification. The five-number summary can be seen in Table 4.7 for
the probability factors and Table 4.8 for impact factors.

The median probability factor increases consistently with the severity of the risk rating,
rising from lower values for Low risk ratings to a median of 7.25 for both high and critical
risks, where it then plateaus. They also exhibit a narrow and concentrated distribution, with
most values falling between 4.5 and 5.5, indicating relatively uniform probability. In con-
trast, Medium and High risks display broader variability, spanning values from 4.0 to 9.0. The
distribution for High risks skews slightly toward higher probabilities, as shown by a tighter
interquartile range centered near the upper end of the scale. Finally, Critical risks show a
tightly clustered distribution between 6.0 and 9.0, suggesting consistently high probability
values for Critical risks.

The median impact factor also increases steadily with the risk rating, starting from 1.67
for Low risks and rising to 6.33 for critical ones. Low risks display a compact distribution, with
most values falling between 1.0 and 2.33, with no outliers. Medium risks are more dispersed,
ranging from 0.33 to over 5.5, but still centered around a slightly higher median of 2.0. A
noticeable event occurs for High risk ratings where the minimum value is 3.0, which is within
the interquartile range. The High risk rating also shows diversity where many outliers reside,
up to a maximum value of 9.0. This indicates that despite having a variation of impact factors,
High risk ratings tend towards lower impact factors, which is quite the opposite of the High
risk rating for the probability factor. Similarly, Critical risk ratings also have a tight cluster
where the minimum value is in the interquartile range, which further aligns with the general
risk distribution of the Monte Carlo simulation, where it is difficult to achieve high impact
factors that affect the final risk rating score.
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Figure 4.9: Distributions of Factors by Risk Ratings

Risk Rating Min Q1 (25%) Median Q3 (75%) Max Lower Bound Upper Bound
Low 4.00 4.50 5.00 5.50 5.75 3.00 7.00
Medium 4.00 5.75 6.75 7.75 9.00 2.75 10.75
High 4.00 6.50 7.25 8.00 9.00 4.25 10.25
Critical 6.00 6.50 7.25 8.00 9.00 4.25 10.25

Table 4.7: Five-number summary for Probability Factor by Risk Rating.

Risk Rating Min Q1 (25%) Median Q3 (75%) Max Lower Bound Upper Bound
Low 0.333 1.000 1.667 2.333 2.667 -1.000 4.333
Medium 0.333 1.667 2.000 3.000 5.667 -0.333 5.000
High 3.000 3.000 3.667 4.667 9.000 0.500 7.167
Critical 6.000 6.000 6.333 7.000 9.000 4.500 8.500

Table 4.8: Five-number summary for Impact Factor grouped by Risk Rating.
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5 Discussion

This chapter discusses the qualitative and quantitative results, provides a critical evaluation
of the applied methodology, considers the work in a broader context, and concludes by ad-
dressing the research questions.

5.1 Qualitative results

Two key features distinguish the Thalaura tool from others. First, it provides the capability
to mitigate identified risks. As illustrated in Figure 4.5, Thalaura both introduces and elimi-
nates significantly more threats or risks than the other tools. This behavior is by design. As
users model a system and add details such as security controls, the tool responds immedi-
ately by introducing new risks associated with the added controls while mitigating any risks
those controls are configured to address. The reason behind this is to make the threat mod-
eling experience more responsive. Furthermore, it also creates a clear picture of what steps
the threat model has taken. In MSTMT and Threat Agile it is unclear what the implemented
security controls mitigate. Once a security control is implemented, the risk will no longer
appear, as opposed to setting some status in the threat or risk as addressed or mitigated. In
Thalaura the risks are directly addressed as mitigated, which makes it easy to understand
the consequences of implementing security controls in terms of what they mitigate, but also
the risks that come with them. This is possible to further nuance by calculating the impact a
security control has on the risk. The fact that Thalaura can suggest security controls to im-
plement to mitigate a threat makes the threat modeling experience more intuitive. Instead
of debating what encryption standard to use, Thalaura can suggest a solution. Since security
professionals configure this information, the developers can take confidence that the solu-
tion is sufficient and safe. It is the responsibility of the security professionals to ensure the
data in the tool is correct and of high quality, so that the developers do not need to concern
themselves with the risks except for mitigating them and communicating them.

Furthermore, another difference between the tools is the semantics of the risks and threats.
This difference is observable by firstly comparing the first row in the Tables 4.1-4.3. The de-
scription of the first risk in Thalaura points out the vulnerability: missing authentication, the
threat: adversary impersonate as admin, the threat vector: bypassing authentication mech-
anisms, the compromised security properties of the asset: confidentiality and integrity, and
finally, the worst threat impacts which are data disclosed and all data totally corrupt. This is
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5.2. Quantitative results

hopefully enough information for the stakeholders to realize; we should probably implement
some security control for authentication.

If we compare the semantics of the risk in Threat Agile it states the vulnerability: missing
authentication, and the location which is a communication link between Admin and User
Information Database. The impact of a realized risk is not implied here, however the descrip-
tion under mitigation suggests to apply an authenticated method on the dataflow. While it
is an obvious example to implement authentication over dataflows, the tool leaves us won-
dering why this is important to implement. The reason why it is important to highlight is
because we need insights to understand what mitigations are more important to implement
first. In software, it is not reasonable to implement all security controls and therefore it is
important to prioritize different risks. Finally, looking at MSTMT which generates threats,
it says that the web application may be subject to elevation of privilege using remote code
execution. MSTMT follows a software-centric approach and does consider specific compo-
nents as assets. MSTMT generates quite straightforward descriptions of the threats which are
simple to understand, however it does not consider security properties of assets.

Regarding the mitigation suggestions Threat Agile gives a more descriptive suggestion
compared with Thalaura. However, during the risk mitigation process it was unclear how to
make the threat model actually mitigate the risk. For example, the second risk in Table 4.2
suggest to use anti-CSRF tokens or marking cookies with the same-site flag. During the threat
modeling the option to add this was not found thus the risk remains. This could obviously be
fixed by addressing it with a comment, but the fact that it is not possible to do within the scope
of the tool must be highlighted and is an important difference between the tools. It should
be intuitive for someone threat modeling to address a risk through the tool. An issue with
having security controls to mitigate all risks however is the sheer amount of data required.
It is also not trivial to decide what a security control mitigates. In reality the relationship
between security controls, vulnerabilities, threats and risks is very complex. Currently, in the
implementation of Thalaura a vulnerability may only be mitigated by one security control,
however, this should be expanded so that there are many options for users to give them a list
of options that they may work with.

5.2 Quantitative results

The correlation matrix shows some interesting results of the method that Thalaura use and
the limitations that come with it. Firstly, concerning the correlation between the impact factor
and the several parameters shown in Figure 4.5, the results closely align with what should be
expected. As for the security properties confidentiality, integrity, and availability, their cor-
relation are very close to each other, ranging from 0.43 to 0.56. This shows that the security
properties of assets are equally important when it comes to deciding the impact factor. As
for the STRIDE categories the correlation varies by a lot. This is also reasonable and expected
considering Table 3.4. Since a threat against elevation of privilege may compromise all three
security properties it naturally has a higher impact on the impact factor. This also explains
why repudiation, information disclosure and denial of service has a lower correlation, which
is because they only concern one security property. The probability factor however has an
extremely high correlation to the zone value. This might also not be surprising when looking
at how the probability factors are calculated. The zone value is heavily weighted by the fact
that two vulnerability factors awareness and intrusion detection are set by the zone value, but
also the opportunity factor in the threat agent factors. It can make sense that the zone value
has a high correlation to the probability factor. However, this number is currently slightly
too high. The reason being that since the zone value is set by the threat modelers, they have
a higher impact on the risk calculation than the security experts for the probability factor.
Also, it does not make much sense that the intrusion detection factor is decided by the zone
value. Instead, it would be reasonable to allow the threat modelers to configure what intru-
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5.3. Critique of Method

sion detection system they have in their component, which could positively impact the risks
in that specific component. Furthermore, the threat agent factors in this model will always
be critically high since the skill level, motive, and size of the threat agent were statically set
to 9. This was initially due to the nature of the domain in the telecom industry. However, the
consequence of this is visible in Figure 4.9 where the probability factor can never go below a
value of 4. Since all risks are compared to each other in the same domain, it does not make
sense to have this limitation. It becomes more challenging to assess which risks to prioritize
since the median risk will lean towards a higher risk rating, and risks that would typically
be put into a low rating are bumped up to medium. While it is understandable to mark risks
as more severe because threat agents in this domain have more resources, it should also be
possible to make a distinction between different domains. In order to address this problem,
threat agents should also be configurable like some of the other parameters used in calculat-
ing the risk rating. For example, a developer could select potential threat agents where the
tool would calculate the risk rating with the worst-case threat agent value.

Finally, it is important to consider that the quantitative results reflect random sampling
from input distributions. In practice, the data input into the tool should be well-considered
by the security experts, but it may introduce its own bias. The analysis of the quantitative
results aims to serve as a guide for security experts to understand the consequences of their
decisions when setting values for vulnerabilities and threat vectors. For example, setting
a threat vector that threatens elevation of privilege will have a higher impact on the final
risk than setting it to spoofing, as it also considers the assets’ integrity and availability. By
understanding the bias of the system, it can be configured to counteract it.

5.3 Critique of Method

The method used in this thesis combines the OWASP Risk Rating methodology with STRIDE
and an asset-centric approach to automated threat modeling. The goal was to design a flexible
yet structured process for identifying and evaluating security risks based on system architec-
ture. This combination enables risk assessment from a technical perspective while maintain-
ing clear traceability between system components, threats, and their associated risks. The
following subsections discuss and critique how each of these methods was implemented and
adapted within the tool.

5.3.1 OWASP Risk Rating

The OWASP risk rating method worked really well when building the application and to
evaluate the risks. Since the method relies on setting different parameters, all of the parame-
ters can be tied to different aspects of the threat model. Incorporating different pieces of the
system is easy using this method for example when setting the zone value or when configur-
ing new threat vectors. The concept of calculating the risk of different parameters both in the
architecture of the system and also from the vulnerabilities themselves is a powerful combi-
nation and allows for interplay between threat modelers and security experts, incorporating
both perspectives into a single risk rating. The benefit of the method is also that it is easy to
expand upon and the parameters themselves can be adjusted for whatever you would like.
In this case it was probably unnecessary to incorporate both awareness and instruction de-
tection in the vulnerability factors since they are both set by the zone value. Instead, it could
be possible to have a new vulnerability factor tied to the zone value. The intrusion detec-
tion parameter could be set by threat modelers explaining what intrusion detection system
they currently have in their application. This is a very concrete example of the possibilities
with this method and is very simple to incorporate in a tool and great for automation of risk
calculation.
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5.3.2 STRIDE

A difficult aspect of implementing the method was combining the OWASP risk rating method
with STRIDE and the asset-centric threat modeling approach. First, a mapping between the
security properties of an asset was made to the STRIDE category. Then, the risk calculation
was slightly adjusted to make it work for assets that are not compromised by a threat vector
with a certain STRIDE category. In practice, the STRIDE category only decides what secu-
rity properties are compromised through a certain threat vector. It is unclear if the STRIDE
mapping to security properties is always correct or if there are exceptions for this map-
ping. Another solution could be to set the security properties directly in the threat vector,
or through some other method decide what security properties are compromised by a threat.
STRIDE added another complexity to the method and eventually all it did was to catego-
rize certain threat vectors labeling them with the threat type of spoofing for example. It is a
useful method when manually threat modeling to guide the threat modelers towards certain
threats. However, when designing a tool to automatically identify risks, the benefit of using
STRIDE diminishes. It is still useful for security experts to feed data into the tool but it does
not necessarily need to be categorized into STRIDE categories. The main focus should be the
security properties of the assets, and to keep the domain easy to understand it is important
to not add additional complexity. There might be some other advantage of using STRIDE for
integration purpose, but for this method it is not evident.

5.3.3 Data source

The tool lacks integration with a common vulnerability data source, which is disadvanta-
geous. However, it is not apparent how to integrate open data sources into a threat modeling
tool. Given the variety of databases containing information about vulnerabilities and threats,
selecting the most appropriate database poses a challenging decision. Not only is the infor-
mation different on these databases, but there are also several different methods used when
calculating risks or defining vulnerabilities. Furthermore, the lists are not entirely defined
to perform specific calculations. Vulnerabilities are generally quite ambiguous, which makes
them very difficult to define in a way that is suitable for several different methods. Therefore,
when building a threat modeling tool, it is crucial to consider the data source and perhaps
start the process from this direction.

Another limitation encountered was the inability to evaluate the business impact metric.
This metric is particularly valuable for risk analysis, as it captures the potential financial and
reputational damage of a given threat. From a high-level business perspective, the cost of im-
plementing a security control (or the cost of failing to do so) is often a key factor in deciding
appropriate risk response. Unfortunately, quantifying these costs is difficult, as it requires re-
liable data on security incidents and control effectiveness. Calculating return on investment
in this context is especially complex, involving variables that are often speculative or context-
dependent. In fact, accurately defining the metrics and methodologies for risk prioritization
and automated mitigation is a research field in its own right. Nevertheless, the lack of reliable
data made it extremely difficult to implement meaningful mitigation suggestions or to prior-
itize between risks that fall into similar categories. Without concrete metrics, distinguishing
which risks deserve higher attention becomes highly subjective.

5.3.4 Data Flow Diagrams

Using DFDs when threat modeling is essential to gain an understanding of the architecture
of the system. It is interesting to see the difference between the tools in regards to not only
how the process of drawing the architecture is, but also how different concepts are presented
and the difference in how the components function and generate risks. In Thalaura we de-
ploy a Zero Trust mindset when generating the risks. Regardless if the boundary is external,
internal or protected all risks are generated in the same way but with a lower risk score if the
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component is in a more protected boundary. When working with MSTMT there were dis-
coveries not evident from the results, but the tool has a different view on the risk generation
in regards to the trust boundaries. In MSTMT, it can actually avoid to generate risks if they
belong in a component under a trust boundary. Interestingly enough, this does not apply for
all risks. Even though some components are located under a trust boundary risks are gener-
ated, but it was noticeable when removing the trust boundaries in MSTMT that even more
risks appeared. This became an unpredictable process where the tool is not transparent with
the selection of risks. Most likely, there is some functionality behind the scenes that decide
which risks are too severe to hide even though behind a trust boundary. But considering that
MSTMT does not calculate the risk, but only threats, this becomes even more confusing on
how the decisions are made. This an important difference to mention because in Thalaura
these risks are generated and shown. Even risks that are mitigated are possible to see in Tha-
laura but instead marked with a status showing that is has been addressed and mitigated.
These are core concepts for maintaining threat models in the SDLC and tracing progress is
important to understand why certain decisions has been made, but also understand how the
tool works.

Furthermore, traceability in general when working with security is extremely important.
It is therefore important to understand how automatic threat modeling tool works to com-
pletely rely on them, and this begins with transparency on how the tool generates risks and
how said risks are generated. This brings us to another interesting topic, considering Threat
Agile. It is an open-source application, which means that it has great transparency, which
deserves recognition. However, some of the methods used to generate risks in Threat Agile
are not simple to understand and functionality is separately divided across classes. It can
make sense implementation wise and does make it easier to treat risks individually, however,
the calculation of the risk does not follow a clear methodology. The reason behind this is
that Threat Agile base their information from external databases such as the CWE. In this
database weaknesses are labeled with some likelihood factor, however, it over-simplifies the
problem when approaching with the asset-centric point of view. When applying the asset-
centric methodology, the assets are important. It falls short on this promise as the risk descrip-
tions do not directly correlate to the de facto risks against the asset. What is going to happen
to this asset if a risk is realized? This is where Thalaura has an edge, as the risk descriptions
directly tell you exactly how the asset can be compromised and what the consequences are,
highlighting the real issues which are easier to grasp for stakeholders.

5.3.5 Risk Generation Algorithm

While there are several areas where Thalaura can be improved, the current version of the
tool provides a strong foundation for further development and experimentation. One of the
most successful outcomes of this thesis is the design and implementation of the risk gener-
ation algorithm, which functioned as intended throughout testing. It consistently produced
relevant and descriptive risks based on the defined input parameters, demonstrating both
reliability and consistency. This algorithm lays the groundwork for more advanced features,
such as automated risk prioritization or integration with external data sources, which could
significantly enhance the tool’s capabilities in future iterations. Furthermore, this thesis has
so far focused on addressing risks through mitigation, which is one of the four strategies for
risk response. In practice, some risks may be necessary to transfer, avoid, or accept, which is
currently not supported in Thalaura. Avoiding risks may be possible by removing a feature
(such as a security control). This would, however, go undocumented. As mentioned, many
improvements can be made in the tool, and allowing features for addressing risks via all risk
response strategies is essential in cases where security controls may be unavailable or if other
solutions are better in that specific case.
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5.4 The work in a wider context

In general, it is pretty challenging to grasp the complexity of threat modeling since many
different aspects affect the results. This thesis explains the effort and process of creating
a tool to generate and analyze real risks based on a DFD. While there are many areas of
improvement, the thesis highlights the risk generation process and the risks’ evaluation. The
results show that it is possible to improve and create a threat modeling application to allow
threat modelers to mitigate risks in their system. This can be expanded upon by following
up on security bugs and integrating a threat modeling tool with a project tracking software.
If integrated well enough, the threat modeling process can become closer to the development
process through issue tracking. The threat modeling process would become simpler and
further integrate into the SDLC, where a developer could either add their changes through
the ticket system or by loading the threat model project and adding new security controls
into the threat model.

The automation of threat modeling presents both opportunities and ethical challenges.
The impact of such a tool, which can automatically assess potential security risks, can con-
tribute to societal resilience against threat agents and adversaries in critical infrastructure.
However, there is a possible danger revolving around the accuracy of automated approaches,
and there is a risk of a false sense of security when relying solely on automated threat model-
ing tools. Therefore, automatic threat modeling tools must be transparent and easily under-
stood. Furthermore, assessment and validation of these tools are also critical. There has not
been much research on how to assess automatic threat modeling tools, and there is definitely
an area of improvement that can be made to validate tools through quantitative results.

Another crucial factor that is important to consider when threat modeling is the aspect
of human interaction. Even the most secure systems can be compromised through social
engineering where adversaries manipulate individuals rather than exploiting technical vul-
nerabilities. These factors can be challenging to model since human behavior can be unpre-
dictable. This is especially true for any personnel who have direct access to sensitive infor-
mation or critical infrastructure, such as system administrators, developers with production
access, or customer support staff. These individuals become high-value targets for adver-
saries, and it is therefore important to model potential threat vectors against them. While
these types of vulnerabilities may fall in the broader variation of information security, it is
still possible to highlight areas with elevated access or insufficient audit trails.

5.5 Answering the Research Questions

Research Question 1: What data and metadata from data flow diagrams (DFDs)
are necessary for developing an asset-centric risk algorithm using STRIDE threat
modeling?

Throughout the research of this thesis and the development of the risk algorithm, many dif-
ferent types of data were discovered to aid in the development of the risk algorithm. Firstly,
data concerning the asset is essential for the asset-centric approach. This includes the sever-
ity or technical impact if the asset is compromised regarding confidentiality, integrity, and
availability. It is also necessary to understand the environment of the asset. In this case, an
asset is seen as digital data that may exist in three states: in transit, in use, and at rest. This
is very useful since it can be combined with components in a DFD. An asset in transit can be
correlated to the data flows, and an asset in use can be associated with processes. Finally, an
asset at rest is the equivalent of storing an asset in data storage.

Furthermore, additional information can be provided in the DFDs. In Thalaura, further
details can be provided for components concerning security controls and where the assets
are located. Standard vulnerabilities were provided for data flows, processes, and storage to
enable the risk generation algorithm. The idea is to provide generic and expected vulnera-
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bilities that must always be mitigated. When users attempt to mitigate these vulnerabilities
through security controls, they feed more information into the DFDs, which may generate
more risks. This gives Thalaura the possibility of layered risk generation.

Research Question 2: How can the identified data and metadata be applied to
assess and prioritize security risks?

This thesis introduces a novel risk generation algorithm that maps STRIDE threats to compro-
mised security properties of assets based on the technical and business impact. Additionally,
the risks were quantified with likelihood factors using the OWASP Risk Rating methodology
by deriving vulnerability factors from the DFD through the zone value of trust boundaries.
To assess the risks, the risk value and semantics can be used to understand their impact. Cur-
rently, the most straightforward method to prioritize security risk is by looking at the rating
and prioritizing the most critical risks.

From a security perspective, all identified risks should be addressed, which might not
always be through mitigation. The addressment of risks is not a topic brought up in this
thesis. However, a risk may be avoided, transferred, mitigated, or accepted. Since all risks
must go through this process, the necessity of prioritizing risks is not so evident, and as
mentioned, all risks should be seen as security bugs and finally be resolved.

Research Question 3: How does such an algorithm compare to manual or other
methods of risk assessments in terms of accuracy, coverage, and consistency?

The evaluation results demonstrate that Thalaura outperformed both MSTMT and Threat
Agile regarding total risk coverage for systems A and B. Thalaura successfully mitigated
99 out of 111 risks, a clear majority of all risks. In contrast, the other tools do not support
dynamic risk mitigation. For instance, with Threat Agile, re-analysis of the system is required,
and previously identified risks may not be regenerated, limiting traceability.

A key advantage of Thalaura is its ability to maintain a transparent and traceable miti-
gation process. All mitigated risks remain accessible for review, ensuring accountability and
clarity. Additionally, Thalaura excels in accuracy, generating risks that directly reflect the
user-provided system specifications, including DFD inputs, vulnerabilities, and applied se-
curity controls. The accuracy of the risks is difficult to measure due to the simplicity of the test
case. A better measurement would be to compare the results from a threat model by security
experts on a real application against the performance of Thalaura on the same application.

Regarding the consistency of Thalaura, it is deterministic, which means that the risk gen-
eration is predictable. All risks are generated the same way through the risk generation al-
gorithm, and the risk values are always determined using the same method. These factors
ensure that Thalaura remains consistent and transparent. Furthermore, Thalaura employs
a Zero-Trust principle and treats all components equally regardless of their trust bound-
aries. This is also great for consistency and ensures comprehensive risk coverage. In contrast,
MSTMT may not generate threats between components within the same trust boundary, and
the criteria for when specific threats are identified versus when they are not lack clarity. This
inconsistency can hinder risk analysis and decision-making.
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6 Conclusion

This final chapter provides a summary of the work presented in this thesis and draws a con-
clusion based on the research findings. The chapter begins by highlighting the main achieve-
ments and key contributions of the Thalaura tool. It concludes by outlining potential direc-
tions for future research, discussing how the work can be extended and further validated.

6.1 Conclusion

This thesis has presented the design, implementation, and evaluation of Thalaura, an auto-
mated threat modeling tool that supports security risk assessment using Data Flow Diagrams
(DFDs). The work demonstrates that it is possible to generate structured and meaningful se-
curity threats and associated risks based on technical impact factors, known vulnerabilities,
and existing or missing security controls. By automating key parts of the threat modeling
process, Thalaura reduces manual effort and promotes consistency across assessments, while
still allowing for flexibility in defining assets and security controls.

The evaluation of Thalaura against existing tools and theoretical frameworks shows
promising results, particularly in its ability to produce high-granularity risks with a clear
mapping to system components. Unlike some traditional approaches that rely heavily on
manual input or generic threat libraries, Thalaura enables a contextualized approach, which
is especially valuable in domains like telecom, where system complexity and operational
risk are inherently high. While the tool focuses on technical aspects of threat modeling, it
lays the groundwork for future extensions, such as integrating risk tracking systems, refining
threat agents, or expanding to include permission levels for specific assets. Overall, this work
contributes to the development of more practical, efficient, and transparent threat modeling
practices suitable for integration into real-world software development lifecycles.

6.2 Future work

While comparing different sets of tools is a good starting point for evaluating them, such
comparisons present challenges. An issue is that each tool relies on different underlying
datasets, methodologies, and assumptions, making direct comparison difficult. To gain more
meaningful insights into the real-world applicability and effectiveness of the Thalaura tool,
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it would be beneficial to benchmark it against established threat models created by experi-
enced security professionals. This would allow for a more grounded assessment of the tool’s
accuracy and usability.

It would also be interesting to analyze different approaches to automatic threat model-
ing, such as pattern matching or algorithmic approaches, to help understand if the choice
of underlying methodology has any meaningful difference in impact when it comes to risk
generation.

Furthermore, incorporating feedback from both developers and security experts through
hands-on testing could offer valuable perspectives on the tool’s usability. Developers could
evaluate how intuitive and supportive the tool is during the design and development pro-
cess, while security professionals could assess the quality and relevance of the generated
risks. This perspective would not only help validate the technical capabilities of the tool but
also reveal how well it integrates into existing workflows. Such a comprehensive evaluation
approach could guide further improvements and increase confidence in Thalaura’s effective-
ness for real-life threat modeling scenarios.
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