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Abstract

Modern digital systems rely heavily on firmware updates that are frequently distributed as com-
pressed binary blobs. In forensic investigations and security audits, these blobs often appear without
file headers or metadata, rendering standard signature-based extraction tools ineffective. This thesis
presents BinSift, a modular Python-based framework designed for the automatic detection, classifica-
tion, and “blind” decompression of untagged compressed data.

To calibrate the system, a large-scale statistical analysis was conducted on the FirmSec dataset, pro-
filing approximately 34,136 firmware images totaling over 200 GB of binary data. Results indicate
that an average Shannon entropy threshold of 7.1 bits per byte provides an optimal balance for cap-
turing modern compression formats like LZMA and SquashFS while minimizing false positives from
high-density uncompressed code.

The BinSift framework was evaluated against industrial firmware samples, achieving a 59.0% success
rate in “True Blind” mode without any prior knowledge of file headers. This approach maintained an
81.5% fidelity retention compared to metadata-assisted baselines. When excluding mathematically
unrecoverable encrypted payloads, the effective success rate rose to 84.4%. These findings demon-
strate that entropy-based stream identification and bit-level refinement are viable solutions for by-
passing obfuscation in embedded systems forensics.
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1 Introduction

Modern digital systems, including next-generation aviation networks [28], rely heavily on firmware
updates to maintain security, add functionality, and correct defects. These updates are often distributed
as compressed data to reduce size and hide internal structure. In some real-world situations, such
as forensic investigations, incident response, and security audits, these compressed blobs can appear
without file headers, format identifiers, or documentation. This lack of metadata makes it unclear
which compression method was used and prevents further inspection of the underlying content. The
methods used to protect and obfuscate code in embedded and firmware systems have become increas-
ingly sophisticated [46, 19] Standard tools typically rely on known signatures or predefined formats
and therefore fail when dealing with proprietary, customized, or intentionally obfuscated compression
schemes. For analysts, this becomes a significant obstacle: unless the data can be correctly unpacked,
it is impossible to examine firmware behavior, verify integrity, or detect malicious modifications. This
difficulty highlights the critical need for robust, generic unpacking solutions [26]. This study focuses on
how untagged compressed data, especially from firmware sources, can be automatically detected and
unpacked.

1.1 Motivation

When compressed data lacks labels or identifiable markers, the entire inspection pipeline breaks down.
This problem is especially common in embedded devices, where manufacturers use a mix of standard
and custom compression methods. For forensic analysts and security professionals, manually guessing
and testing compression algorithms is inefficient and error-prone. Untangling these blobs is not only a
practical necessity but also a prerequisite for deeper analysis: reverse engineering firmware, recovering
evidence, evaluating security posture, and detecting tampering all depend on the ability to correctly de-
compress unknown data. Developing a systematic, automated solution therefore addresses a recurring
and impactful challenge in cybersecurity and digital forensics.

1.2 Aim

The aim of this project is to develop and evaluate a method that can automatically detect whether an
untagged binary blob is compressed, identify the most likely compression algorithm used, and decom-
press it without relying on file metadata. Particular emphasis is placed on firmware-related data, where
compression patterns may be non-standard or deliberately obfuscated.
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1.3. Research Questions

1.3 Research Questions

• RQ1: To what extent can statistical signatures, specifically average Shannon entropy and byte-
frequency patterns, be used to reliably detect compressed streams and classify algorithms such as
LZMA or Deflate in the absence of "Magic Numbers," and how do these metrics perform when
distinguishing between compression, encryption, and randomized machine code?

• RQ2: How can a modular framework be designed to facilitate "blind" decompression of untagged
binary blobs, and what mechanisms are required to address the technical challenges of bit-level
boundary precision and stream-based alignment without metadata assistance?

• RQ3: What is the forensic effectiveness of an entropy-based extraction approach, measured by
success rate and "Fidelity Retention" against metadata-assisted baselines, when evaluated against
large-scale real-world firmware datasets containing both recoverable compressed payloads and
unrecoverable encrypted segments?

1.4 Approach

This thesis addresses the research questions outlined in Section 1.3 by exploring statistical analysis
techniques capable of identifying data characteristics in the absence of metadata. The methodology
begins by employing Shannon entropy as a primary metric to establish a benchmark for distinguishing
between structured data, compressed streams, and encrypted blobs.To ensure a verifiable and repro-
ducible study, the baseline datasets and experimental testing will be conducted using open-source
firmware. This allows for the comparison of known compression implementations against the tool’s
automated detection results.

Following this, a classification model is developed to map these statistical signatures to specific com-
pression algorithms. The core of the methodology involves the creation of a "blind decompression"
engine that iteratively tests identified candidates against the untagged blob. Ultimately, the research
seeks to determine how effectively an automated pipeline can bypass the need for file headers or docu-
mentation in a forensic or security audit context.

1.4.1 Scope and Limitations

This thesis is delimited to the development and evaluation of a modular framework for the automated
detection and "blind" decompression of compressed binary blobs. The research focuses on identifying
bitstreams using statistical features, such as Shannon entropy and byte-frequency patterns, specifically
targeting common firmware compression formats like LZMA and SquashFS. While the primary scope
of the BinSift framework is confined to the extraction phase, this thesis includes a manual case study
to demonstrate a "proof of concept" for forensic analysis. This demonstration illustrates the transition
from raw extracted machine code to human-readable C code using external tools, proving the practical
utility of the framework’s output for subsequent reverse engineering.

However, several inherent limitations constrain this study. First, the framework itself does not automate
the semantic analysis of unpacked content, the reverse engineering of machine code, or the interpreta-
tion of file system structures. Second, while the research addresses "obfuscated" compression, it does
not attempt to bypass strong encryption where the key is unknown. Because encrypted payloads and
high-entropy compressed data often exhibit nearly identical statistical distributions, encryption repre-
sents a mathematical "hard ceiling" for extraction techniques based purely on statistical carving. Finally,
the system’s ability to classify device architecture is limited by the contents of a predefined database,
and the study does not account for automated semantic verification to mitigate false positives, as the
evaluation focuses on the technical success of bitstream decompression.
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1.5. Contributions

1.5 Contributions

The findings presented in this thesis provide a systematic framework for addressing the “black box”
nature of modern firmware updates and binary blobs. By automating the identification of compression
schemes without relying on metadata, this work reduces the manual effort required by forensic analysts
and security researchers when encountering proprietary or stripped binaries. The main contributions
of this thesis are to provide:

1. Analytical Research: A comparative study of statistical features—such as Shannon entropy, Chi-
square distribution, and byte-frequency patterns—that most effectively differentiate between var-
ious compression algorithms in a metadata-less environment.

2. Experimental Framework: The development of a Python-based diagnostic tool designed to auto-
matically detect, classify, and attempt decompression of untagged binary blobs, specifically opti-
mized for firmware-related data.

3. Empirical Evaluation: A performance benchmark of the proposed method against real-world
firmware samples, evaluating the trade-offs between statistical classification accuracy and com-
putational efficiency compared to traditional brute-force unpacking methods.

1.6 Structure of the thesis

Chapter 1: Introduction – Defines the problem of untagged compressed data in firmware forensics.
It outlines the motivation, the project’s aim to develop an automatic decompression method, and the
research questions regarding measurable data features and system performance.

Chapter 2: Background and Related Work – Establishes the foundations of digital forensics and Shan-
non entropy. It reviews existing tools like Binwalk, Unblob, and Ghidra, and discusses advanced re-
search in feature engineering and bit-by-bit processing.

Chapter 3: Theory – Provides a deep dive into the nature of binary blobs and the anatomy of router
firmware. It details the operational mechanics of the DEFLATE, Gzip, LZ4, and LZMA2 compression
pipelines, as well as the mathematical logic behind bit-level data recovery.

Chapter 4: Method – This chapter is divided into several distinct areas of development:

• The development of the BinSift framework and its multi-stage extraction pipeline.
• Details regarding the initial dataset generated from open-source firmware.
• The application of FirmSec for large-scale entropy analysis and the implemented “extract-process-

delete” method.
• A demonstration of converting compressed blobs to readable C code and the engine’s use for

architecture identification.

Chapter 5: Result – Following a similar structure to the previous chapter, this section is organized as
follows:

• Statistical findings derived from the mass entropy profiling.
• An evaluation of the framework’s performance, including ground-truth comparisons and an anal-

ysis of success rates and failure modes across 105 industrial firmware samples.
• Results from the demonstration of converting compressed blobs into readable C code.
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2 Background and Related Work

2.1 Background

In the domain of digital forensics and data recovery, the ability to identify and extract information from
raw data streams is a necessity. The process of reassembling files from disk fragments based purely on
content, without the aid of file system metadata, is known as file carving [49]. This technique is essential
when dealing with “untagged” data, artifacts that lack standard file names, extensions, or directory
entries due to deletion, corruption, or deliberate obfuscation [49, 34]. The automatic detection and
unpacking of such data is critical across a wide spectrum of computing layers, from physical storage
media to high level software executables. Applications include:

• Digital Forensics and Data Recovery: Investigators frequently analyze hard drives, solid-state
drives, and mobile phone storage to recover deleted evidence or salvage data from damaged
file systems [49]. In these scenarios, files are often fragmented or lack the headers necessary for
standard recovery tools to function.

• Malware Analysis and Binary Recovery: Malicious software often employs packing (compres-
sion) and encryption to conceal code and evade static analysis [22]. Detecting these packed bina-
ries is crucial for analyzing threats that may delete themselves or hide within a disk image [34].

• Network Security: Real-time analysis of network traffic requires the ability to distinguish be-
tween encrypted flows and compressed data streams to ensure protocol compliance and detect
anomalies [16].

2.1.1 The Foundations of Shannon Entropy

Shannon entropy (H) was originally introduced to measure the average missing information in a ran-
dom source [29]. Mathematically, for a random variable X with a probability distribution p, it is defined
as:

H(X) = ´
ÿ

xPX

p(x) log2 p(x) ě 0

Key Characteristics:

4



2.1. Background

• Uncertainty and Unevenness: Entropy quantifies the "unevenness" of a distribution. A constant
variable (determined outcome) has an entropy of 0, while a uniform distribution (where all out-
comes are equally likely) reaches the maximum entropy of log2(|X |) [29].

• The "Surprise" Factor: In information theory, the term ´ log2 p(x) is often called the "surprise" of
observing a specific outcome. Shannon entropy is the statistical average of that surprise [29].

• Physical Analogy: While suggested by von Neumann for its "fuzziness," the term was chosen
because the mathematical form is nearly identical to Boltzmann entropy in statistical mechanics,
which describes the microscopic configurations of physical systems [29].

2.1.2 Detection and Entropy Analysis

In the context of binary analysis, the primary method for detecting hidden, compressed, or encrypted
data within untagged binaries is Entropy Analysis. Because encryption and compression algorithms
aim to eliminate redundancy, they produce byte distributions that appear highly uncertain or random.
Information density, or entropy, measures this uncertainty in a series of bytes; higher entropy scores
strongly correlate with the presence of encryption or compression [34].

Common Metrics and Tools:
The most common metric for this is Shannon entropy, calculated via the Maximum Likelihood Estima-
tor (MLE), which sums the frequency of byte values (0x00–0xFF) to generate a score typically bounded
between 0 and 8 [16, 34].

The Differentiation Challenge:
While entropy is effective at distinguishing structured data (like native code) from unstructured data,
a significant hurdle remains. Both modern compression algorithms (e.g., DEFLATE) and encryption
algorithms (e.g., AES) produce high-entropy byte distributions that closely resemble uniform random
noise. Consequently, simple entropy estimates often fail to distinguish between compressed and en-
crypted data [16]. To address this, researchers have employed various statistical and machine learning
enhancements:

• Statistical Tests: Beyond simple entropy, the χ2 (Chi-square) test and the NIST SP800-22 test suite
are used to evaluate randomness. For instance, the HEDGE method combines subsets of NIST
tests with χ2 analysis to improve detection reliability [16].

• Machine Learning (ENCOD): Recent deep learning advancements include ENCOD, a deep neu-
ral network (DNN) approach. Unlike standard statistical tests, ENCOD can differentiate between
encrypted data and specific compressed formats (such as ZIP, GZIP, or PNG) with high accuracy,
even on small data fragments (e.g., 512 bytes) [16].

• Bintropy: This tool calculates the entropy of fixed-length data blocks to identify packed or en-
crypted malware, utilizing specific confidence intervals to filter out and reduce false positives
[34].

2.1.3 Unpacking and Extraction Techniques

Once compressed data is identified, it must be carved and unpacked. Conventional carving relies on
“Header/Footer” matching, searching for specific signatures (0x504B0304 for ZIP) [49]. However, in
untagged or damaged files, these headers may be missing or corrupted.

Control Flow and Graph-Based Recovery

For untagged executable binaries (such as ELF files), fragmentation poses a severe issue. Bin-Carver
introduces a method to recover these files by leveraging the “road map” of the ELF header and the
internal control flow of the binary code. By identifying function caller-callee relationships within the
machine code, this method can logically link non contiguous data blocks, overcoming fragmentation
that would defeat linear carving methods [22].

5



2.2. Existing Tools

2.2 Existing Tools

2.2.1 Binwalk

Binwalk is a specialized tool designed primarily for firmware analysis, though it can handle a wide
variety of other data types as well. Its most recent version, Binwalk v3, has been completely re-written
in Rust to provide better performance and more accurate results. The core utility of the tool lies in
its ability to scan files to identify and extract embedded data or sub-files that might be hidden inside.
Additionally, it features entropy analysis capabilities, which allow it to pinpoint sections of a file that
might be encrypted or compressed, even if the specific method used is unknown. It is highly flexible
and can be used as a standalone command-line utility or integrated as a library into other Rust-based
development projects.[23]

2.2.2 Unblob

Unblob is an accurate and fast extraction suite designed to parse binary blobs across more than thirty
different archive, compression, and file-system formats. It functions by recursively extracting con-
tent and carving out unidentified chunks of data that have not been accounted for by standard pat-
terns, turning "unknown unknowns" into "known unknowns." Originally developed and maintained by
ONEKEY, the tool is licensed under the MIT license and is accessible via both a command-line interface
and a Python library. While it is a primary companion for firmware analysis and reverse engineering, its
modular design also makes it suitable for data recovery, memory forensics, and malware analysis. The
system prioritizes security and precision by sticking strictly to format standards for calculating offsets
and discarding overlapping chunks to minimize false positives. Technically, unblob leverages Python
for its main structure while utilizing Hyperscan for pattern matching and Rust for performance-heavy
tasks like entropy calculation to ensure it remains high-performance.[40]

2.2.3 Ghidra

Ghidra is a powerful, open-source software reverse engineering framework originally developed by
the National Security Agency (NSA) and released to the public in 2019. It provides a comprehensive
suite of tools for analyzing binary files, including capabilities for disassembly, decompilation, and de-
bugging across multiple operating systems like Windows, macOS, and Linux. Its standout feature is
a processor-agnostic decompiler that translates machine code into a high-level C-like representation,
allowing researchers to more easily understand the logic of complex software. Designed to be highly
extensible, Ghidra supports scripting and plugins to automate tasks, making it an essential tool for
malware analysis, vulnerability research, and deep software inspection.[37]

2.3 Related Work

While the background section established the fundamental techniques for static detection and carving,
significant research has focused on advanced feature engineering for data that is difficult to classify and
dynamic systems for generic unpacking. This section reviews works that extend beyond basic entropy
analysis and static extraction to include advanced feature engineering and anomaly detection [21].

2.3.1 Advanced Feature Engineering for Detection

A core difficulty in analyzing untagged binary blobs is determining whether a region is compressed,
encrypted, or simply contains randomized data. As noted in Section 2.1.2, basic Shannon Entropy (H) is
the primary feature used for this, where values close to the maximum (8.0 bits per byte) indicate a high
degree of randomness. De Gaspari et al. (2022) [16] demonstrate that while entropy is a standard metric
in digital forensics for identifying packed regions, it often yields false positives when distinguishing
high-quality encryption from compression.

Similarly, Jeong et al. (2010) leverage high entropy in their work "Generic unpacking using entropy anal-
ysis" [27] as a trigger for detection. However, to differentiate between various data states and com-
pression families, researchers must employ more sophisticated measures. For example, Nagaraj and

6



2.3. Related Work

Balasubramanian (2017), in their article "Three perspectives on complexity: Entropy, compression, subsymme-
try" [36], propose comparing H with metrics like Lempel-Ziv Complexity (LZ) and Effort-To-Compress
(ETC) complexity. These advanced measurements help understand the hidden structure and patterns
in the data, which is essential for distinguishing compression methods.

2.3.2 Advanced Extraction: Bit-by-Bit Processing

Standard digital forensic tools typically rely on identifying file signatures (e.g., 0x504B0304 for ZIP
archives) to determine the starting offset of raw compressed data blocks. When these headers are
corrupted or missing, traditional tools fail because they cannot locate the data entry point. In such
scenarios, a "bit-by-bit" processing approach is utilized to recover data by accounting for bit-level mis-
alignment.

Unlike standard file carving that operates on byte boundaries, compressed data is fundamentally a
bitstream. In the DEFLATE compression scheme, data blocks are packed into bytes starting from the
least-significant bit (LSB). If a file is corrupted at its beginning, the remaining valid data may no longer
align with byte boundaries, a phenomenon known as a bit-shift.

The bit-by-bit algorithm functions as an iterative alignment wrapper for the decompressor:

• The algorithm attempts to decompress the raw data from its current bit position.

• If decompression fails, the first LSB is removed from the stream.

• The remaining data is shifted, effectively testing a new bit-offset for the entire stream.

• This process repeats until a valid decompressed chunk is identified or the end of the block (EOB)
is reached.

The success of this method is heavily dependent on the DEFLATE mode used during compression. Re-
covery is highly effective for Mode 2 (Fixed Huffman) because the decompression tables are static and
built into the algorithm, allowing for the recognition of valid data as soon as the correct bit-alignment
is found. However, Mode 3 (Dynamic Huffman) remains difficult to recover if the header is damaged,
as the specific Huffman trees required for decoding are stored within that corrupted header informa-
tion. Experimental results indicate that while this bit-level trial-and-error approach is computationally
intensive, the extraction time scales linearly with the file size [44].
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3 Theory

3.1 Firmware

Firmware is a specialized category of low-level software programmed directly into a hardware device’s
non-volatile memory [25]. Unlike high-level application software, which is designed to be hardware-
independent and managed by an operating system, firmware provides the fundamental instructions
that allow a specific piece of hardware to communicate with other computer components [38]. It pos-
sesses direct access to the physical memory space of hardware devices, acting as the essential interme-
diary between the physical circuitry and the logical layers of the system [1].

3.2 Binary Blobs

In the fields of embedded systems and software reverse engineering, the term Binary Blob (Binary Large
Object) refers to a closed-source, compiled software component that is distributed solely in machine
code format [14]. Unlike open-source software, blobs lack human-readable source code, and unlike
structured executable files, they frequently lack the formatting metadata, file headers, or symbol tables
required to map their internal architecture.

In modern firmware design, manufacturers heavily rely on binary blobs to interface with pro-
prietary hardware components—such as Wi-Fi radios, cellular modems, or specialized microcon-
trollers—without exposing intellectual property or trade secrets to competitors [3].

To a forensic analyst or security researcher, a binary blob acts as a complete "black box." Because the
data stream contains no explicit instructions detailing how its contents are organized or compressed,
standard operating system tools cannot natively mount or interpret it. Consequently, auditing these
blobs for vulnerabilities or extracting hidden assets requires specialized techniques, such as statistical
entropy analysis, to differentiate between executable machine instructions, compressed archives, and
encrypted data payloads [50].

Depending on the stage of the firmware compilation process or the specific method used to extract the
data from a physical flash chip, a binary blob can manifest in several different structural formats. The
following subsections outline the primary representations encountered during firmware analysis.
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3.3. File Headers and Metadata

3.2.1 Executable and Linkable Format (.elf)

The Executable and Linkable Format (ELF) is the standard binary format for object files, executables,
shared libraries, and core dumps on Unix-like systems and many embedded architectures, including
ARM Cortex-M [53]. Unlike a raw binary image, an ELF file is a structured container that encapsulates
not only the machine code but also significant metadata required for the linking and loading process.

Structure-wise, an ELF file consists of an ELF Header, a Program Header Table, and a Section Header Table.
The file allows for the separation of data into distinct sections, most notably:

• .text: The executable machine instructions (code).

• .data: Initialized global and static variables.

• .bss: Uninitialized data (Block Started by Symbol), which occupies no space in the file but re-
serves memory at runtime.

• .symtab and .strtab: Symbol and string tables used for debugging, which map human-
readable function names to virtual memory addresses.

In the context of this research, the ELF file serves as the "Ground Truth" for analysis. It contains the sym-
bolic information necessary to correlate high-entropy memory regions with specific software functions
[45].

3.2.2 Flat Binary Format (.bin)

The Flat Binary file represents the raw machine code image exactly as it is intended to reside in the
target device’s non-volatile memory (Flash). Unlike the ELF format, the binary format contains no
metadata, headers, section information, or symbol tables [54, 45]. Technically, a flat binary is a direct
memory dump of the allocatable sections (e.g., .text and .data) extracted from the ELF file [45]. The
file is a continuous stream of bytes where the file offset corresponds linearly to the physical memory
offset on the device. Any gaps in memory (padding) must be filled with dummy data (often 0xFF or
0x00) to maintain alignment. For entropy analysis and compression detection, the flat binary is the
primary subject of interest because it represents the "black box" firmware that an external observer or
attacker would extract from a physical chip [7].

3.2.3 Linker Map File (.map)

The Map File is a diagnostic text artifact generated by the linker (e.g., ld) during the final build stage
[55]. It provides a comprehensive spatial layout of the firmware’s utilization of the target microcon-
troller’s memory address space [45].

The map file details the precise memory address and size of every symbol (function, variable, and
constant) within the binary image. It explicitly documents how the linker has resolved symbols and
discarded unused code (dead code elimination) [55]. Academic literature on embedded optimization
utilizes map files to audit memory footprint and verify the placement of critical interrupt vector tables
[57, 55]. In this study, the map file functions as a validation tool, allowing for the cross-referencing of
detected compressed regions against the known memory layout defined by the developer.

3.3 File Headers and Metadata

In the context of binary analysis and data recovery, a header is a structured block of supplemental data
placed at the beginning of a file or data stream [6]. It serves as the primary metadata layer, providing
the necessary instructions for a software interpreter or decompressor to decode the subsequent payload
correctly [47].

A header typically fulfills three primary functions:
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• Identification: It contains "Magic Numbers" (unique byte sequences) that identify the file type to
the operating system (e.g., 0x1F 0x8B for Gzip or 0x7F 0x45 0x4C 0x46 for ELF) [6].

• Structural Mapping: It defines the boundaries of the data, including the total file size, compressed
block sizes, or specific memory offsets required for loading [47].

• Parameter Configuration: For compression algorithms, the header specifies critical variables such
as the dictionary size, the algorithm version, and whether optional features like header checksums
are enabled [47].

The Header as a Single Point of Failure

The structural reliance on headers creates a significant challenge in firmware forensics [30]. In standard
Byte-by-Byte processing, the header is a critical dependency; if even a single bit within a 10-byte header
is corrupted, a standard decompressor will fail to recognize the entire multi-megabyte payload. This
vulnerability is the primary motivation for the Bit-by-Bit recovery method discussed in Section 3.7. By
understanding that the header is merely a "map" and not the "terrain," bit-level analysis can bypass
corrupted metadata to target the raw entropy of the compressed payload itself [30].

3.4 Anatomy of router firmware

The firmware analyzed is the European version of the TP-Link Archer C60 v3 router software, specifi-
cally release 201231, which was packaged for distribution in April 2022 [31]. This binary image serves
as the complete operating system and instruction set for the MIPS-based hardware, consolidated into a
single file of approximately 7.9 megabytes [41]. Structurally, it is a multi-layered archive comprising a
U-Boot bootloader, a compressed Linux Kernel version 3.3.8, and a Squashfs filesystem that stores the
router’s web management interface and core networking utilities [41, 38].

This particular firmware release was primarily focused on security and stability improvements, no-
tably modifying the default wireless encryption to WPA2/AES and resolving issues within the parental
control functions regarding daylight saving time delays [31]. From a systems architecture perspective,
the binary demonstrates a classic embedded design where disparate components are concatenated and
compressed using varying algorithms like LZMA and XZ to maximize the efficiency of the limited on-
board flash memory [38]. By analyzing this specific version, we gain a comprehensive view of how
consumer-grade network appliances manage the transition from raw hardware initialization to a func-
tional, high-level user environment.
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3.4. Anatomy of router firmware

3.4.1 Binwalk analysis

Scanning for compression

Searching for signatures
DECIMAL HEXADECIMAL DESCRIPTION
--------------------------------------------------------------------------------
21796 0x5524 U-Boot version string, "U-Boot 1.1.4-g402e8420-dirty"
21860 0x5564 CRC32 polynomial table, big endian
23156 0x5A74 uImage header, image name: "u-boot image",

OS: Linux, CPU: MIPS, compression: lzma
23220 0x5AB4 LZMA compressed data, uncompressed size: 92964 bytes
62571 0xF46B uImage header, image name: "MIPS OpenWrt Linux

-3.3.8",
OS: Linux, CPU: MIPS, compression: lzma

62643 0xF4B3 LZMA compressed data, uncompressed size: 2793252
bytes

1008847 0xF64CF Squashfs filesystem, little endian, version 4.0,
compression: xz, size: 6833108 bytes

7842533 0x77AAE5 XML document, version: "1.0"
7854526 0x77D9BE gzip compressed data, from Unix
--------------------------------------------------------------------------------

Listing 3.1: Binwalk analysis of ArcherC60v3 firmware binary.
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3.4. Anatomy of router firmware

Start of File (Bootloader)

uImage Header (For U-Boot)

uImage Header (For Linux Kernel)

SQUASHFS START (Dec: 1008847)

END METADATA

0x000000

0x005A74

0x00F46B

0x0F64CF

0x77AAE5

Figure 3.1: Main overview of the Binwalk analysis of the ArcherC60v3 firmware binary.

Extraction
DIRECTORY CONTENTS: _ArcherC60v3_eu-up-ver1-2-0-P1.bin.extracted/

FILE NAME TYPE / DESCRIPTION
--------------------------------------------------------------------------------
5AB4 Raw carved chunk (U-Boot segment)
5AB4.7z Decompressed LZMA archive (U-Boot binaries)
F4B3 Raw carved chunk (Kernel segment)
F4B3.7z Decompressed LZMA archive (Linux Kernel)
F64CF.squashfs Carved Squashfs filesystem image
squashfs-root/ EXTRACTED ROOT FILESYSTEM (OS directory tree)
77D9BE Raw carved chunk (Metadata segment)
77D9BE.gz Decompressed Gzip archive (Configuration data)
--------------------------------------------------------------------------------

Listing 3.2: Contents of the extraction directory after processing with binwalk.

The Role of Intermediate Artifacts in Firmware Extraction

During the automated extraction of the ArcherC60v3 firmware, several files are generated that act as
intermediate artifacts [39]. These files represent the discrete stages of the reverse engineering pipeline,
moving from a monolithic binary to an organized filesystem [14].

• Carved Raw Blobs (e.g., 5AB4, F4B3): These are the primary results of the "carving" phase. They
are bit-for-bit copies of segments located at specific offsets within the original binary. They remain
compressed and are named after their starting hexadecimal offset.

• Labeled Archives (e.g., 5AB4.7z, 77D9BE.gz): These artifacts represent the "identification"
phase [39]. Once a tool like unblob determines the compression algorithm (e.g., LZMA or Gzip),
it appends the appropriate extension. These files are essential for manual verification if the auto-
mated extraction fails.

• Filesystem Images (e.g., F64CF.squashfs): This is a critical intermediate state. It is a stan-
dalone, compressed disk image. While it can be mounted as a loop device in Linux, it must be
further processed by unsquashfs to reach the final anatomy stage.
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3.4. Anatomy of router firmware

In the context of this anatomy, these artifacts prove the recursive nature of firmware: the binary contains
a container, which contains an archive, which finally contains the files [14].

squashfs-root/
|-- bin/
| |-- busybox <-- The monolithic binary executable
| |-- ash -> busybox <-- Symlink: System Shell
| |-- ls -> busybox <-- Symlink: File listing utility
| |-- login.sh <-- Custom TP-Link login wrapper
| ‘-- ... (45 others)
|
|-- etc/
| |-- config/ <-- UCI configuration files (network, wireless)
| |-- init.d/ <-- System boot sequence scripts
| |-- dropbear/ <-- SSH server configuration
| |-- passwd <-- User accounts table
| |-- shadow <-- Encrypted password hashes
| ‘-- openwrt_release <-- Distro version (OpenWrt base)
|
|-- lib/
| |-- firmware/ <-- Binary blobs for WiFi hardware
| |-- ld-uClibc.so.0 <-- C Standard Library (uClibc)
| |-- libcrypt.so.0 <-- Encryption library
| ‘-- modules/ <-- Kernel drivers (KO files)
|
‘-- www/ <-- Web Server Root (Admin Interface)

Listing 3.3: Abbreviated directory structure of the extracted SquashFS filesystem.

3.4.2 The Boot Execution Flow: From Artifacts to Operation

While the previous sections analyzed the firmware as a static collection of files, the router views these
components as a sequential execution list. By mapping the extracted artifacts to the device’s boot pro-
cess, we can reconstruct the live anatomy of the Archer C60v3.

1. Stage 1: Hardware Initialization (Offset 0x0)
Artifact: 0-23220.unknown
Upon power delivery, the MIPS processor is hardwired to fetch instructions from the physical
address corresponding to offset 0x0 of the flash chip. This "Unknown" segment contains the
Primary Bootloader. Its sole responsibility is to initialize the DDR RAM and CPU clocks, creating
a volatile workspace for the more complex stages that follow.[35]

2. Stage 2: Kernel Loading (Offset 0x5AB4 & 0xF4B3)
Artifacts: 5AB4.7z, F4B3.7z
Once the RAM is active, the bootloader parses the uImage headers identified at offsets 0x5A74
and 0xF46B. These headers act as a table of contents, instructing the bootloader to read the subse-
quent LZMA-compressed data chunks. The router decompresses these chunks directly into RAM
effectively constructing the running Linux Kernel in volatile memory. [2]

3. Stage 3: Filesystem Mounting (Offset 0xF64CF)
Artifact: F64CF.squashfs
Unlike the kernel, the root filesystem is too large (6.52 MB) to be fully decompressed into the
router’s limited RAM. Instead, the Linux kernel mounts the raw F64CF.squashfs data di-
rectly from the flash chip as a read-only block device. This utilizes the "Loop Device" method-
ology described previously; the system decompresses individual binaries (like /bin/busybox
or /bin/httpd) on-the-fly only when they are executed. [51]

4. Stage 4: Configuration Application (Offset 0x77AAE5)
Artifacts: 77D9BE.gz, XML Metadata
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The final phase involves the "User Space" initialization. The system reads the trailing XML and
Gzip artifacts to determine the device’s specific model identity and default configuration. These
settings are overlaid onto the volatile filesystem, applying the unique SSIDs, passwords, and re-
gion codes that define the user’s experience. [33]

Operational Context: Live Mount vs. Static Extraction

It is critical to distinguish between the researcher’s view and the router’s view of the filesystem.

• The Router (Live View): Interacts with F64CF.squashfs. It sees a compressed container and
uses CPU cycles to "peek" inside it dynamically via the kernel’s Squashfs implementation, which
decompresses data into the page cache only as needed [32].

• The Researcher (Static View): Interacts with squashfs-root/. We use unsquashfs to per-
manently decompress the entire structure into a standard folder tree, allowing for global searches
and static analysis that the router’s hardware limitations—specifically its limited RAM and CPU
overhead—would never permit [43].

3.5 Data Compression

Data compression is the process of generating a "compressed" representation of an object—referred to
as a message—that occupies fewer bits than the original source [48]. This task consists of an encoding
algorithm that generates the compressed representation and a decoding algorithm that reconstructs the
original message or an approximation thereof [47].

3.5.1 The Model-Coder Framework

Modern compression algorithms are conceptually divided into two distinct components: the model
and the coder [48].

• The Model: This component captures the probability distribution of the input by identifying
structure or patterns, such as repeated characters in text or spatial correlations in images. It effec-
tively provides the "bias" or unbalanced probability distribution upon which compression relies.

• The Coder: The coder takes the probability biases generated by the model and produces actual
bitstrings. It achieves reduction by shortening high-probability messages and lengthening low-
probability ones.

As established by Shannon (see Section 2.1.1), information theory acts as the glue between these compo-
nents, relating probabilities to information content and code length. The theoretical limit of compression
is governed by Entropy (H), defined for a set of messages S with probabilities p(s) as:

H(S) =
ÿ

sPS

p(s) log2
1

p(s)
(3.1)

3.5.2 Operational Mechanics

Compression is fundamentally about probability; if an algorithm could shorten every possible bit se-
quence, it would violate simple counting arguments. In practice, algorithms like Huffman coding gener-
ate optimal prefix codes where no bit-string is a prefix of another one [24]. More advanced techniques,
such as Arithmetic coding, allow the information from a sequence of messages to be combined into a
single interval on the number line, asymptotically approaching the self-information of the messages
[56].

14



3.6. Decompression

3.6 Decompression

Decompression is the inverse operation of reconstructing the original message—or an approximation in
lossy systems—from the compressed representation. Because the encoder and decoder are "intricately
tied together," they must both utilize the same shared model and representation [48].

The decoding process typically mirrors the encoding logic:

• Prefix Decoding: For codes like Huffman (see Section 3.9.1), the decoder traverses a binary tree
based on incoming bits until a leaf node is reached, at which point it outputs the message and
returns to the root [24].

• Arithmetic Decoding: The decoder identifies the message value by determining which message
interval contains the received bitstream value, then narrows the sequence interval accordingly
[56].

A critical requirement for successful decompression, particularly in integer-based implementations, is
that all rounding and expansion rules must be identical in both the encoder and decoder. This ensures
that the decoder’s internal state exactly follows the bounds established during the compression phase
[4].

3.7 Bit-by-Bit Processing for Data Recovery

The bit-by-bit processing method is an innovative approach designed to recover damaged compressed
files when header blocks are corrupted or missing [8]. While traditional tools rely on file signatures and
headers to locate raw data blocks, this method operates at the bit level to bypass such dependencies
[20].

This methodology is specifically applicable to the DEFLATE algorithm’s “Mode 2,” which utilizes LZ77
and a fixed Huffman coding scheme [17]. Because the Huffman table in Mode 2 (technically defined
as BTYPE 1 in the standard) is hardcoded into the algorithm rather than the file itself, it is possible to
recover the data even if the file’s original header is destroyed [17, 8].

3.7.1 The Iterative Decompression Algorithm

The process follows an automated, iterative loop to find a valid decompression starting point. The steps
are executed as follows:

• The algorithm takes the damaged raw compressed data as input.

• It attempts to decompress the block; if successful, the output is saved as a data chunk.

• If decompression fails, the algorithm removes the first Least Significant Bit (LSB) and repeats the
attempt [8].

• This cycle continues bit-by-bit until a block is successfully decompressed or the End of Block
(EOB) string is reached [17].

3.7.2 Bit Removal and Shifting Mechanism

DEFLATE blocks are packed into bytes starting with the LSB [17]. To find the correct alignment, the
algorithm treats the data stream like a shift register, discarding one bit at a time to re-align the stream
with the expected fixed Huffman code tree [8].

The mechanism involves:

• Removing the 8th bit from the first byte of the data stream.
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Figure 3.2: Bit-by-bit shifting algorithm.

• Shifting the remaining data stream toward the MSB, similar to a register shift.

• Repeating this process as many times as necessary to check every possible bit alignment until the
block is decompressed or the end is reached.

By automating this granular extraction, the bit-by-bit method can recover segments of data from live
memory dumps or heavily corrupted archives that traditional forensics tools would ignore. [44]

3.8 Byte-by-Byte Processing and its Limitations

In contrast to bit-level extraction, the byte-by-byte approach represents the standard mechanism uti-
lized by most current data recovery utilities [6]. This method relies on the identification of specific file
signatures and headers that are expected to reside at standard byte boundaries within a storage medium
or memory dump [20].

3.8.1 Standard Recovery Mechanism

Traditional recovery tools function by scanning a data stream for known signatures or "magic numbers"
that define the start of a file or container member [6]. Once a signature is detected, the algorithm reads
the offset provided in the header to locate the raw compressed data blocks. The tool then attempts to
reorganize and decompress the archive based on this structural information. Examples of such identifi-
cation headers discussed previously include:

• Gzip Identification: The first 10 bytes of every Gzip member, starting with the identification bytes
ID1 (0x1f) and ID2 (0x8b), which must be aligned at the byte level for standard decoders [18].

• LZ4 Magic Numbers: Frame formats that begin with a distinct 4-byte Magic Number, such as
0x184C2102 for legacy frames [10].

• XZ Stream Headers: A 12-byte header starting with a fixed 6-byte magic sequence: 0xFD 0x37
0x7A 0x58 0x5A 0x00 [12].

The limitation of this approach is its absolute dependency on metadata integrity; because standard
decoders treat the data as a sequence of bytes, a single bit-flip in the header or an unexpected bit-offset
in the compressed stream will render the entire payload unrecoverable by these tools [20].

3.8.2 Comparison with Bit-by-Bit Processing

The limitations of the byte-by-byte approach become evident when dealing with heavily corrupted
data. Because the DEFLATE algorithm packs data into bits rather than whole bytes, any corruption that
causes a bit-shift in the data stream renders the byte-by-byte method ineffective [17, 5].

The primary differences include:
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• Alignment Dependency: Byte-by-byte tools require data to be aligned with the 8-bit byte struc-
ture of the file system [20]. Conversely, bit-by-bit processing treats the file as a continuous stream
of bits, allowing for recovery regardless of physical byte boundaries.

• Header Reliance: These tools are generally incapable of recovering data if the signature or header
block is missing or damaged, as they cannot identify the start or calculate the necessary offset to
the raw data blocks. Bit-level analysis bypasses this by seeking the first valid Huffman sequence
within the entropy of the payload [8].

• Search Specificity: While byte-by-byte scanning is computationally efficient for healthy files, it
lacks the granularity required to salvage data from scenarios like live memory dumps where com-
pressed fragments may begin at arbitrary bit offsets [30, 5].

While byte-by-byte processing is sufficient for recovering deleted files with intact headers, the bit-by-bit
method remains a critical solution for forensic scenarios involving raw, unaligned, or severely damaged
compressed streams where the header is completely lost [8].

3.9 The DEFLATE Compression Pipeline

The DEFLATE algorithm, formally standardized in RFC 1951 [17], is a lossless data compression engine
that forms the core of many container formats, including Gzip. It achieves compression by passing data
through a two-stage pipeline: redundancy elimination via LZ77, followed by bit-level reduction using
Huffman coding.

3.9.1 Different Modes

A DEFLATE stream is divided into a series of blocks. Every block begins with a 3-bit header containing
one final-block flag (BFINAL) and two block-type bits (BTYPE). The BTYPE bits dictate the specific
compression mode applied to that block’s payload [17].

Mode 1: Fixed Huffman Codes

When the BTYPE bits are set to 01, the block is compressed using Fixed Huffman codes. From a forensic
recovery standpoint, this mode is highly recoverable. Because the "dictionary" (the specific Huffman
tree structure) is hardcoded directly into the DEFLATE standard, a decompressor does not need a local-
ized header to decode the symbols. As long as the correct bit-alignment is established, the data can be
reliably unpacked.

Mode 2: Dynamic Huffman Codes

When the BTYPE bits are set to 10, the block is compressed using Dynamic Huffman codes. This mode
provides superior compression but is extremely difficult to blindly recover. In this mode, a custom-
built Huffman table is generated specifically for the block’s content and stored immediately following
the block header. If this internal, custom dictionary is damaged, or if the analyst cannot locate its exact
bit-aligned starting position, the remainder of the block is mathematically undecodable [17].

Input Text
Data

Step 1: LZ77
(Find Repeats)

Step 2: Huffman
Coding

(Bit Shrinking)

Raw DEFLATE
Stream

Figure 3.3: The DEFLATE compression pipeline, illustrating the two-stage reduction of data via LZ77
and Huffman coding.
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3.9.2 Phase One: Finding Repeated Patterns with LZ77

The first step of the DEFLATE process is to search for redundancy using the LZ77 algorithm [42]. This
method assumes that in most files, certain sequences of characters appear more than once. Instead of
storing a repeated phrase again, the compressor looks back at what it has already processed within a 32
KB sliding window (see Figure 3.4).

As illustrated, the algorithm compares a "Lookahead Buffer" of upcoming data against a "Search Buffer"
of historical data. When it finds a match, it replaces the duplicate text with a small pointer. This pointer
contains two values: the distance, which tells the decompressor how far back to look, and the length,
which tells it how many characters to copy forward. If a character is unique and has no match, it is
kept as a literal byte. This stage effectively reduces the number of characters in the file by turning long
strings of text into short numerical references.

A B R A C A D A B R A X

Search Buffer (History) Lookahead Buffer

Match found: x Distance=7, Length=4 y

Figure 3.4: The LZ77 sliding window algorithm compressing the string "ABRACADABRAX". The com-
pressor finds the repeated "ABRA" pattern 7 bytes back in the history buffer.

3.9.3 Phase Two: Bit Reduction via Huffman Coding

Once the data is converted into a mix of literals and pointers, it undergoes Huffman coding to shrink
the size of those symbols at the bit level [17]. Standard data storage uses a fixed number of bits for
every character, which is inefficient because some characters appear much more frequently than others.
Huffman coding solves this by creating a mathematical tree where the most common symbols are given
very short bit codes, such as two or three bits, while rare symbols are given longer codes. In a DEFLATE
stream, the literals and length codes are combined into one Huffman tree (see Figure 3.5), while a
separate tree is often used for distances. This ensures that the bulk of the data is represented by the
smallest possible amount of digital "weight," leading to a significantly smaller final file size.

B
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A 00
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Figure 3.5: Huffman Tree and corresponding variable-length codes [17].

3.9.4 Phase Three: The Raw DEFLATE Block Structure

The final phase involves organizing the compressed bits into a structured format called a Raw DE-
FLATE Stream (see Figure 3.6). According to RFC 1951 [17], the data is divided into blocks so that the
compressor can change its strategy depending on the content.
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3.10. Gzip Format Structure

As shown in the figure, each block begins with an unaligned 3-bit header that includes one bit to signal
if it is the last block in the file (BFINAL) and two bits to define the type of compression used (BTYPE).
This allows the algorithm to use different Huffman trees for different parts of a file, optimizing the
compression for each specific section. The block concludes with a specific "End of Block" marker, which
tells the decompressor that it has reached the end of the current compressed sequence and should
prepare for the next header or the final termination of the stream.

BFINAL
(1 bit)

BTYPE
(2 bits)

Huffman Table
(If Mode 2)

Compressed Payload
(Literals & Pointers)

EOB
(Marker)

Block Header (3 bits) Block Data (Variable Length)

Figure 3.6: The raw DEFLATE block structure showing the unaligned 3-bit header preceding the com-
pressed payload.

3.10 Gzip Format Structure

The Gzip (GNU zip) format, defined in RFC 1952 [18], is a lossless data compression format. It is
important to distinguish Gzip as a container format from the underlying compression algorithm it typ-
ically employs, which is the DEFLATE algorithm [17]. A Gzip file consists of a series of "members"
(compressed data sets). Each member is composed of a header, a compressed data block, and a footer
(trailer).

3.10.1 Header and Metadata

As specified by RFC 1952 [18], the first 10 bytes of every Gzip member are mandatory and establish the
file’s identity and processing parameters. This fixed header consists of the following sequential fields
(see Figure 3.7):

• ID1 (0x1F) & ID2 (0x8B): The identification bytes, or "magic numbers," used by parsers to reli-
ably recognize the Gzip format.

• CM (Compression Method): Specifies the underlying algorithm. A value of 8 explicitly denotes
the DEFLATE algorithm [17].

• FLG (Flags): A crucial bitmask byte that indicates the presence of optional metadata fields (de-
tailed below).

• MTIME (Modification Time): A 4-byte Unix timestamp recording when the original file was last
modified.

• XFL (Extra Flags): Indicates the compression effort used (e.g., maximum compression versus
fastest algorithm).

• OS (Operating System): Identifies the filesystem type of the original host (e.g., Unix, FAT).

ID1 MTIMEID2 CM FLG XFL OS

Byte:

0x1F 0x8B 0x08 Bits <—- 4-byte timestamp —->flags origin

0 1 2 3 4-7 8 9

Figure 3.7: The Gzip member format illustrating the fixed 10-byte header.
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3.10. Gzip Format Structure

The FLG byte acts as a set of toggles for variable-length optional fields that immediately follow the
fixed 10-byte header. If specific bits in the FLG byte are set to 1, the decompressor expects to parse the
corresponding extensions [18]:

• FTEXT: A hint that the payload consists of ASCII text rather than binary data.

• FHCRC: A 2-byte CRC16 header checksum.

• FEXTRA: A field reserved for application-specific metadata.

• FNAME: The original, null-terminated filename.

• FCOMMENT: A null-terminated string containing human-readable notes.

The FHCRC (Header Checksum) is particularly important for metadata integrity. When enabled, it al-
lows the decompressor to verify that critical metadata—such as filenames or timestamps—has not been
corrupted before attempting to process the compressed payload.

3.10.2 Compressed Payload and Integrity Trailer

The core of the Gzip member is the compressed payload, which consists of one or more blocks generated
via the DEFLATE algorithm [17]. As specified in RFC 1951, these blocks utilize a combination of LZ77
for redundancy elimination and Huffman coding for bit-level reduction. Each block is self-contained
and can be stored without compression, or compressed using either fixed or dynamic Huffman codes
defined within the block’s own header.

Following the compressed data, an 8-byte trailer provides the final verification for the decompressor
(see Figure 3.8). This mandatory trailer consists of two distinct 4-byte fields:

• CRC32 (Cyclic Redundancy Check): Calculated against the uncompressed original data to verify
integrity.

• ISIZE (Input Size): Represents the exact size of the original uncompressed input data modulo
232.

Unlike the optional header checksum, the trailing CRC32 is mandatory. It utilizes the ISO 3309 standard
generator polynomial:

G(x) = x32 + x26 + x23 + x22 + x16 + x12 + x11 + x10 + x8 + x7 + x5 + x4 + x2 + x + 1

During decompression, the receiver recalculates the CRC32 of its output stream. If this newly calculated
value does not perfectly match the stored CRC32 in the trailer, the decompressor alerts the user to data
corruption or a logic error within the decompression process.

Byte:

CRC32 ISIZE

<———— 0-3 ————> <———— 4-7 ————>

<—- 4-byte Data Checksum —-> <—— 4-byte Original Size ——>

Figure 3.8: The Gzip member format illustrating the fixed 8-byte trailer.
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FIXED HEADER
(10 Bytes) PAYLOADOPTIONAL FIELDS

(if FLG bit is set)
TRAILER
(8 Bytes)

Figure 3.9: The Gzip member format illustrating the relationship between the fixed 10-byte header, the
conditional optional fields (governed by the FLG byte), and the trailing integrity checks.

3.11 LZ4 Header Variants and Integrity

The LZ4 specification allows for different frame types to accommodate various environments, ranging
from modern high-performance systems to legacy kernel implementations.

3.11.1 Modern Header Checksum (HC)

In the modern LZ4 frame, a specific HC (Header Checksum) byte is mandatory. This is a significant
departure from the Gzip format, which lacks a default header integrity check. The HC is a truncated
version of an XXHash32 [11] calculation performed over the FLG and BD bytes. If the calculated hash
does not match the stored HC byte, the decoder will abort the process to prevent the allocation of mem-
ory based on potentially corrupted BD (Block Descriptor) values [9].

3.11.2 Legacy Frame Format

During forensic analysis or recovery of older Linux kernel images, the Legacy Frame format may be
encountered. This format uses a distinct Magic Number (0x184C2102) and omits the FLG, BD, and
HC fields entirely (see Figure 3.10). In this mode, the data blocks begin immediately after the 4-byte
Magic Number. This format lacks the safety features of the modern frame but offers lower overhead for
restricted environments [52].

3.11.3 The EndMark and Content Checksum

Every LZ4 frame is terminated by an EndMark, a 4-byte field set to 0x00000000 see fugure 3.11. This
serves as a sentinel value, distinguishing the end of the data stream from a valid BlockSize field
(which would never be zero in a valid block). Following the EndMark, an optional 4-byte Content
Checksum provides a final verification of the uncompressed data using the XXHash32 algorithm [9].

Byte:

0x04 0x22 0x4D 0x18

0 1 2 3

Magic Number FLG BD HC

bits size hash

4 5 6

Legacy Frame

0x02 0x21 0x4C 0x18

Magic Number

Standard Frame

Figure 3.10: The Lz4 format illustrating the fixed 7-byte standard head and legacy frame.
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3.12. LZMA2 and the XZ Container Format

Byte: 0 1 2 3 4 5 7

EndMark

<—— 4-byte XXHash32 ——>

Content Checksum

6

0x00 0x00 0x00 0x00

Figure 3.11: The Lz4 format illustrating the fixed 8-byte trailer

3.12 LZMA2 and the XZ Container Format

While LZMA2 is a raw compression algorithm, it is rarely used in isolation. Instead, it is typically en-
capsulated within the XZ container format. This container provides essential features such as integrity
checking (CRC), random access, and file type identification. The XZ format is defined by a 12-byte
Stream Header 3.12 at the beginning and a 12-byte Stream Footer 3.13 at the end [13].

3.12.1 The Stream Header

The XZ file signature ensures that the file is correctly identified by the operating system and decom-
pression utilities [13]. The header is strictly 12 bytes long and consists of three parts (see Figure 3.12):

1. Magic Bytes (6 Bytes): A fixed signature sequence: 0xFD 0x37 0x7A 0x58 0x5A 0x00.

2. Stream Flags (2 Bytes): Indicates the type of integrity check used for the data blocks (e.g., CRC32,
CRC64, or SHA-256).

3. Header CRC32 (4 Bytes): A checksum calculated over the Stream Flags to ensure the header itself
is not corrupt.

3.12.2 The Stream Footer

The footer (see Figure 3.13) is critical for the XZ format’s random-access capabilities. It allows a decoder
to parse the file backwards, locating the Stream Index without reading the entire file from the start. Like
the header, it is exactly 12 bytes long [13]:

1. Footer CRC32 (4 Bytes): A checksum of the Footer’s contents.

2. Backward Size (4 Bytes): A stored integer indicating the size of the Index field, allowing the
decoder to jump backwards to the file’s Table of Contents.

3. Stream Flags (2 Bytes): A copy of the flags from the header. These must match, or the file is
considered corrupt.

4. Magic Bytes (2 Bytes): The file ending signature 0x59 0x5A (ASCII "YZ").

Byte:

0xFD

Magic Bytes

0x37 0x7A 0x58 0x5A 0x00

Stream
Flags

<---6-7--->

CRC32

<---------------- 0-5 ----------------> <--------- 8-11 --------->

0x00 CheckType <---- 4-byte Data Checksum ---->

Figure 3.12: The LZMA2 format illustrating the fixed 12-byte head.
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Byte:

CRC32

<----------- 0-3 ----------->

Footer Checksum

Backward Size

<----------- 4-7 ----------->

Stream
Flags

<---8-9--->

Copy of Head

Magic

<---10-11--->

0x59   0x5AIndex Size 

Figure 3.13: The LZMA2 format illustrating the fixed 12-byte footer.
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4 Method

4.1 Dataset Generation

To evaluate the efficacy of the proposed compression detection techniques, a diverse dataset of firmware
images was required. The dataset needed to represent real-world embedded systems scenarios, rang-
ing from simple bare-metal control loops to complex real-time operating systems (RTOS). This section
details the acquisition, compilation, and validation of the firmware dataset used in this study.

4.1.1 Dataset Selection and Toolchain

We utilized the Open Firmware Dataset Builder [15] framework to automate the generation of repro-
ducible firmware binaries.

The dataset comprises nine distinct firmware categories, ensuring a high degree of entropy variance
and structural diversity:

• Robotics & Drones: Quadcopter flight controllers, inverted pendulum robots, and RC car con-
trollers. These applications typically contain dense mathematical operations and control loops.

• Industrial Automation: GRBL (CNC/3D printer control), reflow oven controllers, and industrial
heat press logic. These represent state-machine-driven logic.

• IoT & Operating Systems: RIOT OS (a full embedded operating system), Modbus slave nodes,
and Standard Firmata protocols.

4.1.2 Data Acquisition and Integrity Challenges

Significant challenges were encountered regarding the availability of historical source code and depen-
dencies ("link rot"). To ensure reproducibility, a manual mirroring strategy was employed.

Dependencies that were no longer available via the original automated scripts were manually retrieved
from archival storage (e.g., Azure Blob Storage, Internet Archive, and specific GitHub commit snap-
shots). A critical integrity verification step was introduced to detect corrupted archives (e.g., "double-
header" gzip corruption) that occurred during partial downloads. We validated each archive using
checksum verification and tar integrity checks before integration into the build pipeline.
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4.1. Dataset Generation

Furthermore, several source repositories required full Git history reconstruction rather than simple
snapshots. The build system relied on specific Git commit hashes to check out exact historical versions
of libraries (e.g., MAX31855, LiquidCrystal). We manually cloned these repositories and repackaged
them with their .git directories to satisfy the build system’s version control requirements.

4.1.3 Compilation and Output Generation

The compilation process utilized make to drive the cross-compilation of source code into three distinct
file formats for each project, serving different analytical purposes:

• Raw Binary (.bin): The flat machine code image. This serves as the primary input for the com-
pression detection analysis, simulating the raw firmware extracted from a physical device’s flash
memory.

• Executable and Linkable Format (.elf): The compiled binary containing symbol tables and
debugging information. This serves as the "Ground Truth" for validation, allowing the mapping
of high-entropy regions to specific functions or data structures.

• Memory Map (.map): A text-based layout of the memory usage, providing a quick reference for
the location of code (.text), initialized data (.data), and zero-initialized data (.bss) segments.

The final dataset consists of nine verified firmware images, categorized by device type, establishing a
robust baseline for testing entropy analysis and compression detection algorithms.

4.1.4 The LZ4 Detection Challenge

A critical observation in the entropy analysis is the difficulty of establishing a universal threshold that
captures LZ4 compression without incurring excessive false positives. As illustrated in Figure 5.4 and
the CDF analysis in Figure 5.6, LZ4 exhibits a significantly broader distribution and lower average
entropy compared to formats like SQUASHFS or LZMA.

This behavior is directly tied to the compression efficiency of the algorithm. As shown in the compar-
ative analysis of compression reduction (Figure 4.6), different algorithms yield varying degrees of data
density:

• LZMA: Achieves a 45.5% reduction, resulting in a near-maximum entropy spike (typically ą 7.15)
due to the high degree of data decorrelation.

• Deflate: Achieves a 26.7% reduction, consistently crossing standard detection thresholds like the
Binwalk default of 0.85 (approx. 6.8 bits).

• LZ4: Yields only a 16.7% reduction in the test sample.

Because LZ4 is optimized for speed rather than density, the compressed output often retains residual
patterns from the original uncompressed binary. Consequently, the Shannon entropy for LZ4 blocks
frequently fails to cross high-confidence thresholds (e.g., 7.1). As demonstrated in the sliding win-
dow analysis (Figure 4.5), while LZMA and Deflate produce clear spikes to 0.95+, LZ4 may remain
at a "moderate" entropy level that is indistinguishable from high-density uncompressed machine code,
leading to it being "missed" by standard automated scanners.
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Figure 4.1: Ground Truth Configuration vs. Sliding Window (-K 512) Entropy Detection

Block Name Start (Dec) End (Dec) Size (Bytes) Expected Outcome Actual Binwalk Result (-K 512)

Uncompressed_1 0 2047 2048 Baseline Entropy Flat (~0.75)
Raw_Deflate_2 2048 2931 884 High Entropy Spike Detected (Spikes to 0.95)
Uncompressed_3 2932 4979 2048 Baseline Entropy Returns to Baseline
Raw_LZ4_4 4980 6619 1640 Moderate Entropy Missed (Fails to cross 0.85 threshold)
Uncompressed_5 6620 8667 2048 Baseline Entropy Flat (~0.75)
Raw_LZMA_6 8668 9993 1326 Maximum Entropy Detected (Spikes to 0.96)

Figure 4.2: Compression Efficiency (Reduction %) by Block and Source Firmware

Block Name Uncompressed Compressed Reduction (%) Source File

Uncompressed_1 86 KB – – default.bin (RIOT_OS_SHELL)
Raw_Deflate_2 86 KB 63 KB 26.7% default.bin (RIOT_OS_SHELL)
Uncompressed_3 29 KB – – reflowOvenController.ino.bin (Reflow_Oven)
Raw_LZ4_4 24 KB 20 KB 16.7% inverted_pendulum.bin (Balancing Robot)
Uncompressed_5 33 KB – – Firmware_V101-103C8.bin (Quadcopter_Drone)
Raw_LZMA_6 33 KB 18 KB 45.5% Firmware_V101-103C8.bin (Quadcopter_Drone)

4.2 Workflow

Part 1: Initial Triage (Stages 1 & 2)

Before writing the code, we needed to establish an overview based on our initial testing of how we
would tackle the automatic detection and unpacking. The first step was analyzing the .bin file with a
signature scan, which was done with already existing tools such as Binwalk. This was later exchanged
in Binsift where we would scan for magic bytes and compare it to our own signature detection table.

If a signature is found, it means that it is intact or a false-positive and will be extracted. As noted in the
limitations, we will not account for false-positives. At first we used Binwalk to analyze for entropy, but
this was later changed to our own entropy calculation.Our script provides a mathematically precise im-
plementation of Shannon entropy in bits, which accurately measures the average missing information
per byte for discrete datasets. However, the code lacks the normalized scaling, computational efficiency,
and sophisticated edge-detection logic used by industry-standard tools like binwalk to identify payload
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4.2. Workflow

boundaries effectively. This is an area of improvement, something that has yet to be added, which is
why we chose this route.

Start: Input .bin Stage 1:
Signature Scan 

Sig
Found

Extract (End)

Yes

No Stage 2: 
Entropy

High
Entropy

Manual/Encrypted
(End)

Yes

No

Proceed to
Part two

Figure 4.3: Workflow part one.

Part 2: Advanced Extraction (Stages 3A, 3B, & 4)

We intended Stage 3A: Header Injection to function as a heuristic recovery mechanism for high-entropy
data segments that likely lost their metadata during file carving or transmission. The workflow began
with a determination of the Algorithm Type based on the statistical unevenness of the probability dis-
tribution within the data chunk. If the segment’s entropy signature matched known formats like Gzip
or LZMA, we attempted to "repair" the file by prepending a standard header to the raw data stream.
For chunks categorized as "Other or unidentifiable," the system initiated a brute-force search, testing
various standard headers to see if the resulting compound became extractable. This later proved to be
ineffective since it wasn’t as of a general solution like the streaming method proved to be.

Part Two Stage 3A: 
Header Injection

Algorithm 
Type

Prepend Gzip/LZMA 
header

Looks like 
Gzip/LZMA

Other or 
unidentifiable

Bruteforce different 
headers

Extractable

Yes

Extract (End)

Proceed to Stage 
3B: Stream Search

No

Figure 4.4: Workflow part 2A.

Our initial idea was to use streaming when header injection fails, but would later be our main method
of extraction. The initial idea was to use the following steps to outline the approach:

• Signature Search: The system performs a broad scan to identify any internal markers or signa-
tures indicating the start of a compressed stream.

• Byte-by-Byte Analysis: Once a potential signature is found, the system evaluates the data at a
byte-level resolution.

• Multi-Algorithm Filtering: The system tests the data against a suite of raw compression families,
including Raw Deflate, Raw LZMA, LZO, LZ4, and Zstd.
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4.3. Implementation of the BinSift Framework

• Bit-by-Bit Refinement: For non-standard or shifted streams, the system performs a high-
resolution bit-level scan to find the exact alignment of the payload. Since it is computational
heavy and can provide additional false-positives, we made this an alternative.

• Stream Validation:

– If Yes (Valid Stream): The data is extracted, and the process ends. As described earlier in
limitations, as of yet we do not have the ability to conduct data validation but it is the subject
of future improvement.

– If No: The data is marked for Manual Forensics, as it may be truly incompressible or en-
crypted.

Part Two

Extractable?

Stage 3B: 
Stream Search

No

3A: Header injection

Sig Found If yes, choose one
Otherwise, run all 

Raw Deflate

Raw LZMA

LZO

LZ4LZ4LZ4LZ4LZ4LZ4LZ4LZ4LZ4LZ4LZ4LZ4LZ4LZ4LZ4LZ4LZ4LZ4LZ4LZ4LZ4LZ4LZ4LZ4LZ4LZ4LZ4LZ4LZ4LZ4LZ4LZ4LZ4LZ4LZ4LZ4LZ4LZ4LZ4LZ4LZ4LZ4LZ4LZ4LZ4LZ4LZ4LZ4LZ4LZ4LZ4LZ4LZ4LZ4LZ4LZ4LZ4LZ4LZ4LZ4LZ4LZ4LZ4

Zstd

Byte-by-byte

Bit-by-bit

Valid
Stream

Manual
 Forensics (End)

Extract (End)

No

Yes

Returning and 
did not work

Figure 4.5: Workflow part 2B, which later proved to be our main extraction method

4.3 Implementation of the BinSift Framework

To address the extraction challenges associated with untagged and obfuscated binary data, the Bin-
Sift framework was developed. As illustrated in the project directory tree (see Figure 4.6), BinSift is a
modular Python-based firmware analysis and extraction framework. Its core purpose is to systemati-
cally analyze binary data, detect embedded files or compressed streams, and extract them without prior
knowledge of the file structure.

4.3.1 Framework Architecture and Orchestration

The framework operates as a multi-stage pipeline, managed entirely by the Orchestrator class lo-
cated in binsift/core/orchestrator.py. Execution begins through the command-line interfaces
provided by main.py and run.py, which parse user arguments (such as input_file, output_dir,
and advanced flags like enable_bitshifting).

Once initialized, the Orchestrator guides the binary data through a sequential pipeline that moves
from high-confidence structured formats down to low-confidence heuristics:

1. Step 0: Container Scan (External Tools)

2. Step 1: Signature Scan (Standard Payloads)

3. Step 2: Entropy Analysis (Statistical Profiling)

4. Step 3: Brute-Force Extraction (Raw Streams and Bit-shifting)

28



4.3. Implementation of the BinSift Framework

To prevent redundant extractions and infinite loops, the orchestrator tracks the offsets of suc-
cessfully extracted data using a masked_ranges mechanism. Data contracts and communica-
tion between these stages are strictly defined using Python @dataclass structures located in
binsift/core/data_types.py.

4.3.2 Analysis Engines

Before extraction can occur, the binary must be profiled. BinSift divides this responsibility between two
distinct modules in the binsift/analysis/ directory:

• Signature Scanner (signature.py): This module linearly scans the binary data for known
magic numbers (e.g., \x1f\x8b\x08 for GZIP). Matches found here are fed directly to the Stan-
dard Extractor.

• Entropy Analyzer (entropy.py): This module calculates the Shannon entropy on chunks of
data, using a default block size of 1024 bytes. A high entropy score (typically ě 7.5 out of 8.0)
strongly implies the presence of compressed or encrypted data, successfully flagging regions for
the brute-force engine even when signatures are missing.

4.3.3 Extraction Engines

Depending on the results of the analysis engines, the Orchestrator deploys one of three specialized
extraction modules located in binsift/extractors/:

Container Extraction (containers.py)

Executing Step 0 of the pipeline, the ContainerExtractor scans for complex filesystems such as
SquashFS, CRAMFS, and UBI. Because interpreting these filesystems is computationally complex, this
module relies on sub-processing external C-binaries (e.g., unsquashfs, sasquatch, 7z). It carves the
suspected regions into temporary files and delegates the extraction to these optimized tools, preserving
the directory tree.

Standard Extraction (standard.py)

Executing Step 1, the StandardExtractor handles clean, known compression streams based on hints
provided by the Signature Scanner. It utilizes native Python bindings (zlib, lzma, bz2, zip) to safely
inflate the data and verify checksums.

Brute-Force Extraction (brute_force.py)

Acting as the fallback engine in Step 3, the BruteForceExtractor is deployed on high-entropy
blocks that lack known signatures. It blindly attempts structured decompression and raw/headerless
extraction (such as raw LZ4 blocks or raw Deflate streams).

4.3.4 Advanced Recovery Mechanisms

To tackle intentional obfuscation and undocumented firmware formats, BinSift implements three ad-
vanced heuristic mechanisms:

Sliding Window Scan

If an initial raw extraction attempt fails, the BruteForceExtractor employs a sliding window that
scans byte-by-byte up to an offset of 256 bytes from the block origin. This allows the framework to
detect and extract compressed streams that are buried deep inside firmware.
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4.3. Implementation of the BinSift Framework

Bit-Shifting Recovery

In proprietary firmware architectures, data may be intentionally misaligned (shifted by 1 to 7 bits)
to thwart standard forensic tools. If the enable_bitshifting flag is triggered, BinSift generates
bit-shifted variants of the data block in memory and passes them iteratively through the brute-forcer,
successfully recovering mangled data.

Stream Storm Heuristic

During orchestration, the framework monitors the frequency of extractions within a given spatial area.
If an excessive number of valid streams are extracted in close proximity (e.g., 5 successful zlib ex-
tractions within a 1MB window), the system triggers a "Stream Storm" warning. This heuristic smartly
detects the symptoms of an undocumented filesystem that is shredding its data chunks without recog-
nizable headers, providing vital context to the reverse engineer.

binsift

binsift_input

binsift_output

binsift

analysis

classifier.py
entropy.py

signature.py

__init__.py

core

data_types.py

orchestrator.py

__init__.py

extractors

brute_force.py

bit_stream.py

containers.py

standard.py

__init__.py

utils

file_io.py

logging_setup.py

__init__.py

config.py

__init__.py

main.py
run.py

README.md
.gitignore v

Figure 4.6: Project structure of the BinSift framework
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4.4 Methodology: Large-Scale Entropy Profiling and Dataset Analysis

To establish empirical entropy thresholds for the BinSift tool, a large-scale statistical analysis was
conducted on the FirmSec dataset. [58] This dataset comprises approximately 11,086 public and 23,050
private firmware images, totaling over 200 GB of heterogeneous binary data. The following section
details the automated pipeline developed to process this data, extract signatures, and profile entropy
distributions.

4.4.1 Data Acquisition and Extraction Pipeline

Given the scale of the dataset and the prevalence of nested archives (e.g., .zip and .rar containers), a
robust “Extract-Process-Delete” pipeline was engineered to manage storage constraints and computa-
tional see figure 4.7.

• Recursive Unpacking: Archives were extracted into a volatile temporary directory. The pipeline
utilized a recursive search to identify nested binaries, ensuring that firmware images buried
within multiple layers of compression were processed.

• Fault Tolerance and State Preservation: To account for the multi-day processing time, a check-
pointing system was implemented. A persistent log of processed archive hashes was maintained,
allowing the pipeline to resume seamlessly following any hardware or software interruptions.

• Atomic Data Logging: Data markers were flushed to the output stream immediately following
each file analysis, ensuring data integrity in the event of a terminal signal or system crash.

4.4.2 Signature Identification and Data Carving

To isolate compressed streams for analysis, the pipeline utilized a signature-based scanning layer. While
BinSift is designed for signature-less detection, established signatures provided the “ground truth”
necessary for calibration.

Standardized Binwalk instances were executed against the extracted binaries. To avoid inconsistencies
in structured output formats across different environments, a regular expression (Regex) parser was de-
veloped to extract decimal offsets and metadata from the standard output. The parser targeted several
specific compression algorithms: LZMA, LZ4, XZ, Zlib, Gzip, and SquashFS file systems.

4.4.3 Limitations of the Profiling Phase

A deliberate limitation of this data gathering phase is the exclusive reliance on signature-based identi-
fication. While the ultimate objective of BinSift is to detect headerless and non-standard compressed
streams, the calibration of entropy thresholds requires a confirmed positive dataset.

Consequently, this profiling phase does not attempt to identify headerless compression. Instead, it
utilizes established file signatures as an anchor to ensure that the entropy measurements are derived
from mathematically verified compression streams. By focusing solely on signature-verified data, we
minimize the risk of including uncompressed high-entropy noise (such as encrypted blocks or random
padding) into the calibration metrics for LZMA, LZ4, and other targeted algorithms.

4.4.4 Statistical Noise Reduction

Preliminary testing revealed significant statistical noise introduced by non-firmware files (e.g., PDF
documentation and text-based release notes) bundled within the archives. These files often triggered
false positive Zlib signatures but exhibited entropy profiles irrelevant to binary reverse engineering.
To mitigate this, a filename-based whitelist filter was applied. Entropy profiling was strictly limited to
file extensions associated with raw binaries, such as .bin, .img, and .elf, or files with no extension,
ensuring a clean dataset for the “Entropy Floor” calculation.
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4.4.5 Sliding-Window Entropy Profiling

For every confirmed signature found, the pipeline performed a targeted carve of the first 64 KB of the
stream. This data was then subjected to a sliding-window Shannon entropy analysis, defined by the
following parameters:

H(X) = ´

n
ÿ

i=1

P(xi) log2 P(xi) (4.1)

A window size of 256 bytes was selected to simulate the local detection sensitivity of the BinSift
engine, with a step size of 32 bytes to ensure high granularity. For each identified stream, three primary
metrics were recorded: the Minimum Entropy (the lowest dip within the window), the Maximum
Entropy, and the Mean Entropy.
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Figure 4.7: Visual representation of the automated “Extract-Process-Delete” data profiling pipeline used
to analyze the FirmSec dataset.

4.4.6 Research Objectives of the Profiling Phase

The resulting dataset, stored in a comprehensive markers database, serves two primary research objec-
tives:

33



4.5. Extraction and Analysis Pipeline

1. Algorithm Frequency Mapping: Identifying which compression techniques are most prevalent
in modern firmware to prioritize engine development.

2. Threshold Calibration: Determining the “Entropy Floor” for each algorithm—the minimum
threshold required to trigger extraction without omitting valid but low-density compressed
streams.

4.5 Extraction and Analysis Pipeline

4.5.1 BinSift Extraction Process

Machine code to readable C code: Single application in depth

When we run BinSift to evaluate the precision of BinSift, we performed an analysis on the
frankenstein.bin file, the ground truth for which is established in Figure 4.1. In this test scenario,
LZ4 extraction was manually disabled to verify the tool’s performance on the remaining compression
formats.

Terminal

...
Saved 2048 bytes to binsift_output/frankenstein.bin/

offset_0x00000800_raw_deflate_[MacBinary__inited__b]/extra
cted.bin
Masked region 0x800-0xb74 (884 bytes, method=raw_deflate)
Raw format scan: raw_lzma at 0x21dc (consumed=1326, decompressed=2049)
Saved 2049 bytes to binsift_output/frankenstein.bin/offset_0x000021dc_raw_lzma_[

ARM_Cortex_M_firmwar]/extracted.bin
Masked region 0x21dc-0x270a (1326 bytes, method=raw_lzma)
Step 2: Entropy Analysis (brute-force fallback)
High entropy block at 0x2000 (7.70). Trying brute force...
Analysis complete.

4.5.2 Automated ARM Cortex-M Architecture Identification

Because these raw binary files (.bin) lack standardized headers or magic bytes, identifying their ar-
chitecture requires a deep analysis of their entry logic. Our tool utilizes a heuristic classification engine
designed to identify firmware such as ARM Cortex-M firmware by reconstructing its Interrupt Vector
Table.

1. The Identification Mechanism

Since raw firmware lacks metadata, the classifier assumes the initial bytes of the file represent the In-
terrupt Vector Table, a standardized hardware blueprint defined by ARM Holdings. This table serves
as the primary map for the CPU during the boot sequence.

2. Byte Extraction and Endianness

Our tool processes the binary in 32-bit (4-byte) chunks. Given that ARM processors typically utilize
Little-Endian formatting, the engine reverses the byte order of each chunk to reconstruct the true mem-
ory addresses. For example, the byte sequence b1 51 00 08 is mathematically converted to the 32-bit
hexadecimal address 0x080051b1.

3. Heuristic Validation

To confirm the binary is indeed ARM Cortex-M firmware, our tool validates that the reconstructed
addresses conform to standard physical microcontroller memory maps:
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• Slot 0 (Bytes 0–3): Analyzed as the Initial Stack Pointer (SP). The tool verifies this points to a
valid SRAM address range (typically starting with 0x20...).

• Slot 1 (Bytes 4–7): Analyzed as the Reset Vector. The tool verifies it points to a physical Flash
memory address (typically 0x08... or 0x00...).

4. Thumb-Mode Bit Masking

In the ARM architecture, execution pointers such as the Reset, NMI, and HardFault vectors must have
their Least Significant Bit (LSB) set to 1 to indicate Thumb-mode instruction execution. The tool val-
idates these odd-numbered addresses and subsequently subtracts 1 to record the actual, aligned code
address. For instance, the raw pointer 0x080051b1 is correctly logged in the final output as the aligned
address 0x080051b0.

5. Mapping the Vector Table

Once the binary is validated as a Cortex-M image, the tool iterates through the predefined, unchange-
able hardware slots to extract the remaining metadata:

• Slot 2 (Bytes 8–11): NMI (Non-Maskable Interrupt)

• Slot 3 (Bytes 12–15): HardFault

• Slot 11 (Bytes 44–47): SVCall

• Slot 14 (Bytes 56–59): PendSV

This extracted data is concatenated into the file_type_description string. This allows a reverse
engineer to immediately identify where the boot sequence begins and where critical memory bounds
lie without manual binary inspection.

4.5.3 Determining the Base Address via the BinSift Pipeline

The determination of the base address is a direct result of the binsift extraction process. When the
raw_lzma chunk was extracted, the newly decompressed bytes were analyzed by classifier.py.
This script utilizes a heuristic database to identify the underlying architecture of headerless binary data.

Heuristic Signature Analysis

The classifier inspects the first eight bytes of the decompressed file: 00 50 00 20 b1 51 00 08.
This specific sequence reveals a mathematical pattern unique to ARM Cortex-M microcontrollers:

• Initial Stack Pointer (Bytes 0–3): 0x20005000 points precisely to the standardized SRAM range
(beginning with 0x20...) for STM32 and similar chips.

• Reset Vector (Bytes 4–7): 0x080051b1 is an odd-numbered address, indicating Thumb-mode
execution, and resides within the standard Flash memory range (beginning with 0x08...).

Because the program’s primary entry point was compiled to reside at an address starting with 0x08...,
it serves as a definitive indicator that the entire file must be mapped into Ghidra starting at a base
address of 0x08000000.
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Figure 4.8: Ghidra Base Address Selection.

The Necessity of Base Addressing in Bare-Metal Analysis

Unlike software designed for high-level Operating Systems (Windows, Linux, macOS), which utilize
"Virtual Memory" to load programs at arbitrary addresses, bare-metal microcontrollers operate on phys-
ical memory maps hardwired into the silicon.

In an ARM Cortex-M/STM32 environment, the CPU triggers literal physical wires connected to specific
hardware components based on the address line:

Table 4.1: ARM Cortex-M Hardware Memory Map

Address Range Component Function

0x00000000 – 0x07FFFFFF Boot Block Factory ROM / Mirroring logic.
0x08000000 – 0x0FFFFFFF Internal Flash Permanent storage for firmware code.
0x20000000 – 0x3FFFFFFF SRAM Volatile working memory for the Stack.
0x40000000 – 0x5FFFFFFF Peripherals Hardware switches for LEDs, sensors, etc.

The Reset Vector: 0x080051b0

The Reset Vector serves as the specific instruction pointer where the CPU begins execution upon receiv-
ing power. During a cold boot, the CPU is hardwired to look at the first 8 bytes of the file to answer two
questions:

1. Where is my stack? (Answer: 0x20005000)

2. Where is the first line of code? (Answer: 0x080051b0)
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Summary

Setting the Base Address to 0x08000000 is mandatory because the compiler has baked 0x08XXXXXX
into every jump command and function call. If the file were mapped incorrectly, the CPU (and Ghidra’s
decompiler) would attempt to reference memory lines that do not physically exist in the silicon.

4.5.4 Reverse Engineering the Extracted Firmware using Ghidra

Figure 4.9: Ghidra Language and Compiler Specification dialog.

With the extraction process complete and the architecture validated as ARM Cortex-M, the binary blobs
can be imported into Ghidra for static analysis. The “Language and Compiler Specification” dialog is
the most critical step of the import process, as it defines how Ghidra’s SLEIGH engine will interpret
the raw bytes.

Selecting the correct specification—in this case, ARM Cortex, 32-bit, Little Endian—provides Ghidra
with the following necessary frameworks:

• Instruction Set Architecture (ISA): Ghidra maps the hex values to Thumb-mode mnemonics.
Without the correct Cortex-M variant, the decompiler might misinterpret specific 16-bit instruc-
tions or fail to recognize extended ARMv7-M instructions.

• Register Definitions: This tells Ghidra that the processor uses specific registers like R13 for the
Stack Pointer (SP) and R14 for the Link Register (LR). This is essential for the decompiler to re-
construct function calls and local variables.

• Memory Map Defaults: Ghidra uses this to define standard I/O and peripheral memory regions
associated with the selected chip architecture.

• Calling Convention: By selecting the APCS (ARM Procedure Call Standard) or the default com-
piler spec, we inform Ghidra how parameters are passed between functions (typically via R0–R3).
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Based on our previous analysis of the info.json, we know that the binary uses Little-Endian format-
ting and targets an ARM Cortex-M core. Correctly matching these settings ensures that the initial Stack
Pointer at 0x20005000 and the Reset Vector at 0x080051b1 are treated as valid addresses rather than
random data.

4.5.5 Auto-analysis settings

Standard auto-analysis in Ghidra typically employs a Recursive Descent approach, meaning it only dis-
assembles code that is explicitly referenced by a known entry point, such as the Reset Vector. However,
in raw, headerless firmware, this often leaves significant "dark" regions where functions exist but aren’t
yet linked to the main execution flow.

To achieve maximum code coverage, we enabled the ARM Aggressive Instruction Finder (Prototype).
This analyzer provides several critical advantages for ARM Cortex-M analysis:

• Heuristic Function Discovery: It performs a Linear Sweep of the binary, looking for common AR-
M/Thumb function prologues (e.g., push {r4, r5, r7, lr}). This allows it to identify "or-
phaned" functions that would otherwise be ignored as undefined data.

• Thumb-2 Synchronization: Because Cortex-M uses the Thumb-2 instruction set—which features
a mix of 16-bit and 32-bit instructions—the disassembler can easily lose alignment. AGIF uses
pattern matching to ensure the disassembler maintains the correct instruction boundaries.

• Enhanced Decompiler Fidelity: By forcing Ghidra to treat suspected data regions as code, the
decompiler can reconstruct a more complete logic flow, reducing the number of undefined bytes
that often break the structural analysis of complex subroutines.

By utilizing AGIF, we transition from a limited view of the boot sequence to a comprehensive map
of the entire firmware image, ensuring that interrupt handlers and specialized subroutines are fully
disassembled.

Transitioning from Methodology to Findings:
Having established our analytical framework—from the initial binary extraction and heuristic classifi-
cation to precise base address calculation and aggressive static analysis configuration in Ghidra—we
now apply these methods to evaluate the tool’s efficacy. The following section details the concrete
results yielded by this pipeline. We will explore the ground truth validation of the extracted compo-
nents, the rich metadata generated during classification, and the fully decompiled logic revealing the
firmware’s core operations.

4.6 Automated Firmware Evaluation Pipeline

This section details the automated methodology used to evaluate the BinSift Framework 4.7 against the
Firmsec-dataset 4.4. The evaluation was designed to test the standalone effectiveness of the program as
a primary forensic tool, independent of external metadata or assistance. The outcomes of this pipeline,
particularly regarding fidelity and recovery ratios, are analyzed in detail in Section 5.2.

4.6.1 Objective: The “True Blind” Baseline

Evaluating headerless (blind) extraction presents a unique challenge: modern industrial firmware is
rarely a single continuous stream. Instead, it typically consists of multiple nested compressed compo-
nents such as independent kernels, bootloaders, and filesystems—each with its own header.

To evaluate a real-world scenario, we implemented a comparative “Ground Truth” pipeline. By using
the Full Mode (metadata-assisted) as a baseline, we established a gold standard for what data should be
recoverable. This allowed us to quantify the “Fidelity Retention” of the Blind Mode, where the engine
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is forced to find these multiple compressed parts relying solely on internal mathematical probability
(refer to Table 5.2 for the resulting performance delta).

4.7 System Implementation and Experimental Logic

To evaluate the standalone efficacy of the BinSift engine, the system was implemented using a dual-
mode comparative architecture. This design allows for a direct comparison between standard signature-
based extraction and a “true blind” forensic recovery process, following the theoretical principles of
entropy-based carving established in Section 3.5.

4.7.1 Full Mode: The Signature-Based Control Group

The Full Mode serves as the baseline control group. In this configuration, the system utilizes its internal
SignatureScanner to identify magic byte sequences (e.g., 0xFD 0x37 0x7A for XZ). This mode estab-
lishes the ground-truth baseline, defining the maximum volume of data that can be identified when all
headers and signatures are visible and known.

4.7.2 Blind Mode: The Headerless Experimental Group

The Blind Mode is the core experimental setting designed to test the framework’s ability to recover data
from obfuscated, proprietary, or corrupted binaries. In this mode, we explicitly enforce a “Handcuff”
logic by disabling the SignatureScanner and the StandardExtractor, forcing the engine to rely on raw
mathematical probes.

• Entropy-Based Probing: Instead of searching for headers, the engine reads the binary file in 128-
byte segments (the Stride). When a sudden jump in local entropy is detected, the engine identifies
the region as a potential compressed payload, utilizing the Shannon entropy principles defined in
Equation 3.5.1.

• Brute-Force Decompression: Once a high-entropy region is identified, the engine attempts “Raw
Decompression” using Raw Deflate, Raw LZMA, and Raw LZ4. This leverages the bit-by-bit recov-
ery logic discussed in Section 3.7 to ensure that the engine can identify the start of a stream even
if the magic bytes are missing or encrypted.

By enforcing these constraints, the Blind Mode proves the tool’s forensic efficacy: even if headers are
encrypted or proprietary, the framework can still identify and extract the primary binary payloads
purely by analyzing raw data patterns, as evidenced by the results in Figure 5.7.

4.8 Experimental Setup and Failure Analysis

This section outlines the hardware parameters and the specific diagnostic workflow used to analyze
failures and validate the “False Failure” hypothesis.

4.8.1 Diagnostic Analysis of Extraction Failures

To ensure the integrity of the success metrics, a secondary diagnostic test is conducted on all samples
that fail to yield data during the initial extraction baseline. This deep-dive is designed to distinguish
between failures inherent to the carving engine’s current logic and those caused by mathematically
unrecoverable data. The diagnostic workflow involves three key stages:

1. Binary Isolation: The original binaries from failed extraction attempts are isolated for manual
and automated structural inspection.

2. Entropy Analysis: Global structural entropy (H) is calculated for each failed binary. This metric
serves as the primary indicator for the statistical state of the data (e.g., compressed vs. encrypted),
based on the mathematical thresholds discussed in Section 3.5.
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3. Categorization of Results:

• Encrypted (False Failures): Binaries with high entropy (typically H ą 7.9) are categorized as
encrypted. These are identified as “False Failures” because the lack of recognizable statistical
distributions makes them mathematically unrecoverable by any signature-less carving tool
without appropriate decryption keys.

• Complex/Obfuscated: Binaries with entropy levels below this threshold (H ă 7.9) are cat-
egorized as complex. These represent true challenges for the BinSift engine, where payload
data is potentially present but requires more advanced heuristic or stateful analysis for suc-
cessful recovery.

4.8.2 Forensic Probing Parameters

We configured the engine with a 128-Byte Stride, probing the binary stream every 128 bytes. This stride
was chosen to provide a balance between:

1. Thoroughness: Ensuring that the starting offsets of small, nested kernels or filesystem parts are
not skipped.

2. Efficiency: Maintaining the throughput levels required to process the dataset within the 9-hour
time window described in the results of Table 5.3.

4.8.3 Validation Metrics

Success is measured by the Recovery Ratio, defined as the amount of successfully extracted data com-
pared to the original binary size. By performing a 1:1 comparative join between the Full Mode (Ground
Truth) and the Blind Mode, we can quantify exactly how much data a forensic investigator can expect
to recover when signatures are unavailable.
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5 Result

5.1 Entropy Distribution Analysis

To determine a data-driven threshold for identifying compressed or encrypted firmware components,
we analyzed the average Shannon entropy across a dataset of over 34,136 firmware files. Utilizing the
mass profiling script detailed in Appendix A, we successfully carved and validated 43,259 individual
file segments witch can be seen in figure 5.2. As illustrated in Figure 5.4, the Kernel Density Estimate
(KDE) displays the average entropy categorized by the compression algorithm identified by binwalk.
The composition and specific counts of these 43,259 files are further broken down by algorithm in Fig-
ure 5.2.

5.1.1 Average Entropy By Compression

The statistical distribution of average entropy across the dataset reveals the efficiency and consistency
of various compression algorithms used in the firmware samples. As shown in Figure 5.1, the dataset
is characterized by high-entropy signatures, typically clustering between 7.10 and 7.18 bits per byte.

• LZMA and XZ Consistency: Both LZMA and XZ demonstrate remarkably tight Interquartile
Ranges (IQR) with medians positioned near 7.17 bits per byte. This indicates a highly consistent
compression density across thousands of different firmware files, confirming these algorithms as
the industry standard for high-density storage in modern embedded systems.

• GZIP Variability: GZIP exhibits the highest degree of variance in the dataset. While its median
remains high at approximately 7.12, the extended lower whisker reaching down to nearly 6.92
suggests that GZIP-compressed streams often contain less dense internal structures or varying
compression levels compared to modern LZMA/XZ counterparts.

• ZLIB and SQUASHFS Profiles: ZLIB shows a distinct profile with a lower median entropy of
approximately 7.13 and a relatively wide distribution, reflecting its application across a diverse
range of file types. Conversely, SQUASHFS displays a very stable and high entropy profile, nearly
mirroring the consistency of LZMA. This is expected, as SQUASHFS often utilizes LZMA or XZ
as its underlying compression engine.

• LZ4 Performance: Despite a smaller sample size within the dataset see figure 5.2, LZ4 maintains
a very high and stable entropy median, sitting tightly at approximately 7.17.
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Figure 5.1: View of entropy distributions.

5.1.2 Density Analysis of Minimum Entropy

To evaluate the reliability of localized entropy drops, we generated a Kernel Density Estimate (KDE) for
the minimum entropy observed within each analyzed block. As illustrated in Figure 5.3, the minimum
entropy metric exhibits significantly higher variance and a distinct downward shift in its distribution
peaks compared to average entropy metrics.
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Figure 5.2: Distribution and absolute count of identified compression types.

Compression Type Total Identified Blocks

LZMA 21,648
ZLIB 11,326
XZ 6,416
GZIP 2,852
SQUASHFS 1,012
LZ4 5

Total 43,259

Table 5.1: Numerical Distribution of Verified Compression Types.
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Figure 5.3: Kernel Density Estimation (KDE) of Minimum Entropy

High Variance and Multi-modal Distributions

Unlike the sharp, singular peaks observed in average entropy analysis, the minimum entropy distribu-
tions are characterized by broad, often multi-modal profiles. This is particularly evident in the LZMA
(blue) and XZ (red) categories, where the primary peaks have shifted to approximately 6.8 and 5.9 bits,
respectively. The increased spread across the x-axis suggests that minimum entropy is an unstable
predictor for identifying compressed streams in firmware.

Sensitivity to Structural Artifacts

The significant shift toward lower entropy values is primarily attributed to the sensitivity of the mini-
mum metric to local "dips" in data density. In firmware binaries, these dips frequently occur due to:

• Alignment Padding: Large sequences of null bytes (0x00) or 0xFF used to align data structures
to memory boundaries.

• Protocol Headers: Uncompressed metadata tables or headers embedded within otherwise high-
entropy compressed streams.

• Small-Window Noise: Because the calculation captures the lowest entropy found in any 256-byte
window, a single block of padding can redefine the statistical profile of a 64KB "signal" block as
"noise."

Impact on Threshold Reliability

The high degree of overlap between different compression types in the 5.0 to 6.5 range makes the mini-
mum entropy metric unsuitable for establishing a firm detection threshold. Utilizing this metric would
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likely result in a high rate of false negatives, as valid compressed files would be classified as uncom-
pressed data due to these localized artifacts. Consequently, while minimum entropy provides insight
into the presence of internal structures, it is a poor candidate for automated classification compared to
average entropy.

5.1.3 Average Entropy Characteristics

The distribution reveals a high degree of clustering for modern compression formats. Specifically, for-
mats such as LZMA, XZ, and ZLIB exhibit narrow peaks concentrated between 7.0 and 7.5. This indi-
cates that these algorithms produce a highly consistent statistical profile regardless of the underlying
data being compressed.

Figure 5.4: Kernel Density Estimation (KDE) of Average Entropy

The most notable feature of Figure 5.4 is the extreme density spike associated with the SQUASHFS
(orange) category, which reaches a peak density exceeding 40. This phenomenon can be attributed to
several factors:

• Algorithmic Uniformity: SquashFS is a structured, read-only filesystem that often utilizes stan-
dardized compression parameters (e.g., fixed 64KB block sizes and XZ compression). This unifor-
mity results in an extremely narrow entropy range, centered at approximately 7.18.

• Sample Frequency: Given the prevalence of SquashFS in modern embedded Linux distributions
(routers, IP cameras), the sheer volume of identical blocks across thousands of archives causes the
KDE to converge on this specific value.
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• Statistical Confidence: Mathematically, because the area under a KDE curve must equal 1, the
extreme verticality of the SquashFS peak suggests that the average entropy of this format is a
near-perfect predictor of its presence within this dataset.

In contrast, GZIP (green) and LZ4 (brown) show a broader "tail" extending toward lower entropy values
(ă 6.5). This suggests that these formats are either used for smaller data segments where headers sig-
nificantly influence the average entropy, or they are utilized in configurations with lower compression
ratios.

5.1.4 Threshold Implications

The overlap between categories becomes negligible above an entropy value of 7.0. Below this point, the
density of known compressed formats drops significantly, while the density of uncompressed binary
code (the "other" category) typically increases. Based on the average entropy distribution, a minimum
threshold of 7.1 appears to be the optimal balance for capturing the majority of compressed filesystem
signatures while minimizing false positives from high-density uncompressed data.

5.1.5 Metric Sensitivity and Local Minima

The disparity between the average and minimum entropy metrics arises from the sensitivity of the
latter to local fluctuations in data density. In firmware analysis, "dips" in entropy are rarely indicative
of the primary payload; rather, they typically represent protocol headers, alignment padding (such as
null-byte strings), or metadata tables embedded within an otherwise compressed stream.

By utilizing the minimum entropy value, a single 256-byte window of "noise" can effectively redefine
the statistical profile of an entire 64KB block of "signal." This high sensitivity to localized, low-entropy
structures explains why the Minimum Entropy distributions appear significantly more chaotic and dis-
persed than the Average Entropy metrics, which provide a more representative measure of the overall
data density.

5.1.6 Cumulative Distribution of Minimum Entropy

The Cumulative Distribution Function (CDF) for minimum entropy, as illustrated in Figure 5.5, pro-
vides a statistical overview of how localized entropy "dips" are distributed across various compression
formats. This metric is particularly useful for identifying the lower bounds of data density within 64KB
carved blocks.
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Figure 5.5: Cumulative Distribution Function (CDF) of Minimum Entropy

The distribution profiles for minimum entropy demonstrate significant instability across different algo-
rithms:

• GZIP and LZ4 Sensitivity: The GZIP (green) and LZ4 (brown) curves show an immediate and
gradual ascent starting from an entropy of 5.0. Specifically, the GZIP curve indicates that approx-
imately 60% of the samples contain a local window with entropy lower than 6.0.

• Step Functions in LZ4 and XZ: The LZ4 curve displays a prominent horizontal "plateau" between
entropy values of 5.0 and 7.0. This indicates a binary behavior where many samples either contain
extreme low-entropy padding or high-entropy data, with very few instances falling in between.
Similarly, XZ (red) shows a sharp vertical "step" at approximately 5.9.

• Threshold Unreliability: The slow, non-vertical climb of these curves suggests that using a min-
imum entropy threshold would lead to significant data loss. For instance, setting a threshold at
6.5 would exclude nearly 80% of GZIP samples and 50% of SquashFS samples, as their localized
"minima" fall below this line.

5.1.7 Cumulative Distribution of Average Entropy

In contrast to the minimum entropy results, the CDF of average entropy (Figure 5.6) presents a much
more robust and stable metric for defining a universal threshold. This visualization confirms that while
local windows may experience entropy drops, the overall average of a 64KB block remains consistently
high for compressed payloads.
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Figure 5.6: Cumulative Distribution Function (CDF) of Average Entropy

The average entropy CDF is characterized by its sharp, "wall-like" verticality:

• High-Efficiency Convergence: The curves for LZMA (blue), SquashFS (orange), and XZ (red)
stay near zero until they reach the 7.1 to 7.2 range, where they ascend nearly vertically to 1.0. This
signifies that the vast majority of these files have an average entropy clustered in an extremely
narrow band.

• Quantifiable Capture Rates: The vertical nature of the average entropy CDF allows for precise
threshold selection. At a value of 7.1, the CDF shows that nearly 95% of all modern compression
types (SQUASHFS, LZMA, XZ) are captured.

• Stability Over Noise: Unlike Figure 5.5, the average entropy CDF effectively filters out the "dips"
caused by padding and headers. The lack of early-stage growth in these curves (below 6.5) sug-
gests that average entropy is highly resistant to the structural noise that plagues the minimum
entropy metric.

5.2 Results and Performance Evaluation

This section presents a quantitative evaluation of the BinSift framework across 105 industrial firmware
samples, categorized into IP cameras (n = 49) and routers (n = 56). We evaluate the performance of
the Full Mode against the Blind Mode to quantify the framework’s efficacy in metadata-absent scenarios,
as defined in the methodology in Section 4.6.
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5.2.1 Extraction Success Rate and Fidelity

The comparative performance metrics, summarized in Table 5.2, demonstrate the robustness of the
dual-mode approach described in Section 4.7. The signature-based Full Mode achieved an overall suc-
cess rate of 72.4% (76/105). Notably, the Blind Mode maintained a 59.0% (62/105) success rate without
any prior knowledge of file headers. This indicates a “Fidelity Retention” of 81.5% compared to the
metadata-assisted baseline, proving that entropy-based stream identification (Section 4.7) is a viable
fallback for standard IoT firmware payloads.

Figure 5.7: Comparison of Extraction Success Rates between Full Mode and Blind Mode across device
categories.

5.2.2 Forensic Failure Mode Analysis

To distinguish between architectural limitations and hard cryptographic barriers, we performed a post-
mortem Shannon entropy (H) analysis on the 29 samples that failed extraction in Full Mode. This
audit, following the diagnostic workflow established in Section 4.8 and supported by the cumulative
distribution data in Figure 5.6, revealed two primary failure signatures:

1. Encryption-Gated Failures (51.7%): 15 samples exhibited a near-perfect global entropy (H ą

7.99). As established by our theoretical entropy baseline (Section 3.5), while high-efficiency com-
pression clusters around H « 7.2, any value exceeding H ą 7.8 represents encrypted data. These
represent a hard forensic ceiling for non-keyed recovery.

2. Complexity-Gated Failures (48.3%): 14 samples exhibited high but structured entropy (H ă 7.8).
These represent legitimate architectural gaps where proprietary formats bypassed the engine’s
probes.

5.2.3 Effective Success Rate: Accounting for Encryption

By applying the H ą 7.8 threshold identified in the diagnostic failure analysis (Section 4.8), we can
distinguish between recoverable and unrecoverable data. Removing the 15 encrypted “False Failures”
from the dataset reveals an Effective Success Rate of 84.4% in Full Mode (see Table 5.2). This confirms
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that BinSift’s core logic is highly effective at capturing structured compressed streams, and that a sig-
nificant portion of remaining failures are due to industrial-grade encryption rather than a failure of the
carving engine itself.

Figure 5.8: Post analysis of failure modes (n = 29), categorizing samples into encryption "False Failures"
and Complex/Obfuscated.

5.2.4 Forensic Efficiency and Dataset Volume

The framework processed a total raw dataset volume of 910.9 MB. As detailed in Table 5.3, the recovery
process generated 1,051.6 MB of data in Full Mode compared to 317.4 MB in Blind Mode.

By leveraging the parallel processing on a 12-core system described in Section 4.8, the total execution
time was 540 minutes (9 hours). As shown in Table 5.3, Blind Mode analysis required significantly more
time than Full Mode due to the computational intensity of raw stream probing. The efficiency metric
confirms that Blind recovery requires approximately 25.3 seconds of processing per MB, compared to
11.4 seconds for Full Mode. This overhead is a direct consequence of the brute-force alignment logic
implemented in Section 4.7 to bypass missing headers.

50



5.3. Extraction Outcomes and Static Analysis Findings

Figure 5.9: Distribution of processing time by category, showing the baseline Full Mode duration and
the overhead introduced by Blind Mode analysis.

Table 5.2: Consolidated Performance Metrics: Full Mode vs. Blind Mode

Success Rate (%) Recovery Ratio Time (min)

Category Samples Full Blind
Fidelity

Retention* Full Blind Full Blind

IPcamera 49 79.6% 73.5% 92.3% 0.817 0.605 103.9 201.0
Router 56 66.1% 46.4% 70.2% 1.576 0.112 67.9 163.0

Raw Total 105 72.4% 59.0% 81.5% 1.196 0.370 171.8 364.0

Effective Total** 90 84.4% 68.9% 81.6% 1.395 0.431 – –
*Fidelity Retention represents the Blind Mode success rate relative to the Full Mode baseline.
**Excludes 15 encrypted "False Failures" identified by entropy analysis (H ą 7.99).

Table 5.3: Forensic Volume and Processing Efficiency Summary

Metric Full Mode Blind Mode

Total Raw Data 910.9 MB 868.2 MB
Total Recovered 1,051.6 MB 317.4 MB
Total Execution Time 173.8 min (« 2.9 h) 366.2 min (« 6.1 h)
Forensic Efficiency (s/MB) 11.4 s/MB 25.3 s/MB

Total Test Duration 540.0 min (9.0 h)

5.3 Extraction Outcomes and Static Analysis Findings

5.3.1 Ground Truth Validation

The accuracy of the tool is confirmed by comparing the detected offsets and sizes against the ground
truth configuration. As noted in Table 5.4, the tool achieved bit-perfect identification for both the start
offsets and the total stream lengths.
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Table 5.4: Comparison of Ground Truth (Figure 4.1) vs. BinSift Detection

Block Name Ground Truth BinSift Result

Offset (Hex) Size (Bytes) Offset (Hex) Size (Bytes)

Raw_Deflate_2 0x800 884 0x800 884
Raw_LZMA_6 0x21DC 1326 0x21DC 1326

The tool correctly mapped the start of Raw_Deflate_2 at decimal 2048 (0x800) and the start of
Raw_LZMA_6 at decimal 8668 (0x21DC). Despite the high entropy fallback triggers observed in the
logs, the signature-based scanning correctly masked these regions without overlap, providing a high-
fidelity reconstruction of the original firmware components.

frankenstein.bin

offset_0x00000800_raw_deflate_[MacBinary__inited__b]

extracted.bin
info.json

offset_0x000021dc_raw_lzma_[ARM_Cortex_M_firmwar]

extracted.bin
info.json

Figure 5.10: Output file structure after processing frankenstein.bin.

5.3.2 Metadata Extraction and Firmware Classification

Upon successful extraction of the raw_lzma stream, the tool generates an info.json file. This file
contains cryptographic hashes, extraction offsets, and a detailed heuristic architectural analysis.

Extracted Metadata (info.json)

The following JSON snippet demonstrates the output for the identified ARM Cortex-M firmware seg-
ment:

{
"offset": 8668,
"offset_hex": "0x21dc",
"method": "raw_lzma",
"size": 2049,
"sha256": "df84a0605c6da4e01bd301b5fbc94dbb4ea67a2439d562725f314532b371768e",
"file_type_description": "ARM Cortex-M firmware, initial SP at 0x20005000,

reset at 0x080051b0, NMI at 0x08003634,
HardFault at 0x08003636, SVCall at 0x0800363e,
PendSV at 0x08003642",

"file_type_mime": "application/octet-stream"
}

Listing 5.1: Contents of info.json for the raw_lzma stream

5.3.3 Static Analysis: From Reset Vector to Application Superloop

By navigating to the Reset Vector address identified in the previous heuristic analysis (0x080051b0),
we can observe how Ghidra’s decompiler utilizes the SLEIGH engine and our language selection to
translate raw machine instructions into readable C code.
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Figure 5.11: Ghidra UI showing the synchronized Assembly Listing (center) and the Decompiled C
code (right) at the Reset Vector.

The Challenge of Stripped Binaries

Upon first inspection, the code is filled with generic labels such as FUN_080051b0 or DAT_080051f0.
This is because we are analyzing a Stripped Binary.

During compilation, names of functions and variables exist only for the developer’s benefit. To mini-
mize the footprint in the limited Flash memory of a microcontroller, the compiler removes these “sym-
bols,” as the CPU only requires the physical memory addresses to execute logic. Consequently:

• FUN_[Address] represents a function located at that specific memory offset.

• DAT_[Address] represents a global data variable or constant.

• param_[N] represents the nth parameter passed to a function (typically via registers R0–R3).

The goal of our reverse engineering is to showcase how one can “re-label” these points of interest by
analyzing their logical behavior.

Analyzing the Boot Sequence (Reset Vector)

The function located at 0x080051b0 is the hardware’s “Entry Point.” Before the main application can
run, the environment must be initialized through two standard C-runtime loops:

void UndefinedFunction_080051b0(void)
{

int iVar1;
undefined4 *puVar2;

// Loop 1: Initializing the .data section
for (iVar1 = 0; puVar2 = DAT_080051f0, (uint)(DAT_080051e8 + iVar1) <
DAT_080051ec;

iVar1 = iVar1 + 4) {

*(undefined4 *)(DAT_080051e8 + iVar1) = *(undefined4 *)(DAT_080051e4 + iVar1);
}

// Loop 2: Zeroing the .bss section
for (; puVar2 < DAT_080051f4; puVar2 = puVar2 + 1) {

*puVar2 = 0;
}
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FUN_08003e10(); // SystemInit()
FUN_080051fc(); // LibC Setup
FUN_08003e02(); // main() entry
return;

}

Listing 5.2: Decompiled Reset Vector logic (C-Runtime Initialization)

Data Copying and Memory Scrubbing

1. Copying .data: The first loop copies initialized global variables (e.g., a hardcoded constant like
int gravity = 9;) from the permanent Flash memory (0x08...) into the fast SRAM (0x20...).

2. Zeroing .bss: The second loop identifies uninitialized global variables. According to C stan-
dards, these must be set to zero. The loop “scrubs” a specific segment of SRAM to ensure a clean
state.

Identifying the Main Superloop

Following the initialization, the code calls FUN_08003e02. In embedded systems, the main() function
is typically characterized by a “Superloop”, an infinite loop that prevents the CPU from reaching the
end of the code.

void FUN_08003e02(void)
{

FUN_08003de8(); // Peripheral hardware initialization
do {
FUN_08003d88(); // The Main Superloop

} while( true );
}

Listing 5.3: Identification of the main() function and Superloop

The Task Scheduler and Protocol Parsing

Inside the superloop (FUN_08003d88), we uncovered two of the most significant patterns in flight
controller firmware: a primitive task scheduler and a serial communication state machine.

1. Software Task Scheduling The firmware uses timing logic to simulate multitasking. By calling a
function (likely millis() or micros()), the code checks how much time has elapsed to determine
which tasks to run:

iVar5 = thunk_FUN_0800193c(); // millis()
if (1 < (uint)(iVar5 - *DAT_08003ddc)) { ... } // 1ms task (e.g., Gyroscope)
if (2 < (uint)(iVar5 - *DAT_08003de0)) { ... } // 2ms task (e.g., PID loop)
if (100 < (uint)(iVar5 - *DAT_08003de4)) { ... } // 100ms task (e.g., LED blink)

2. MultiWii Serial Protocol (MSP) State Machine The most critical discovery was a switch state-
ment that parses incoming serial data byte-by-byte. By analyzing the expected hex characters, we iden-
tified the protocol:

• Case 0: Checks for 0x24 (ASCII: $)

• Case 1: Checks for 0x4d (ASCII: M)

• Case 2: Checks for 0x3c (ASCII: <)
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The sequence $M< is the signature for the MultiWii Serial Protocol (MSP), a standard used by open-
source drone platforms like Cleanflight and Betaflight to receive commands from a remote controller.
This confirms that FUN_08003d88 is the “brain” of the flight controller, responsible for processing
telemetry and pilot inputs.
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6 Conclusion

The development and evaluation of the BinSift framework demonstrate that while automated,
metadata-less decompression of binary blobs is achievable, it remains an iterative challenge. This thesis
investigated the feasibility of using statistical analysis to bypass the need for file headers in firmware
forensics. By shifting the focus from "Magic Numbers" to the mathematical properties of the data
stream, this research established a new baseline for forensic recovery in obfuscated environments.

Answers to Research Questions

RQ1: To what extent can average Shannon entropy alone be used to reliably isolate firmware data
streams in the absence of ’Magic Numbers,’ and how does this metric perform when attempting to
distinguish between varying compressions (LZMA, Deflate), encryption, and high-density machine
code?

Analysis of the FirmSec dataset indicates that average Shannon entropy is a robust and sta-
ble predictor for detecting compressed streams. A threshold of 7.1 bits per byte was found to
capture nearly 95% of modern compression types. However, distinguishing between com-
pressed data, encrypted payloads, and randomized machine code remains difficult because
these distributions frequently mimic one another. While byte-frequency patterns allow for
mapping signatures to decompression families like LZMA (the most prevalent) and LZ4
(rare), the reliance on these signatures requires highly granular analysis to overcome the
lack of "Magic Numbers."

RQ2: How can a modular framework be designed to facilitate "blind" decompression of untagged
binary blobs, and what mechanisms are required to address the technical challenges of bit-level
boundary precision and stream-based alignment without metadata assistance?

The BinSift framework was designed as a modular Python-based solution for "blind" de-
compression. The research identified that the primary technical obstacle in this design is
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boundary precision. Identifying the exact starting bit and termination point is critical; with-
out headers, a single-bit misalignment can render a multi-megabyte payload undecodable.
Ultimately, the results suggest that a streaming-based, "global" extraction method is superior
to localized header-injection fixes for handling these alignment edge cases.

RQ3: What is the forensic effectiveness of an entropy-based extraction approach, measured by suc-
cess rate and "Fidelity Retention" against metadata-assisted baselines, when evaluated against large-
scale real-world firmware datasets containing both recoverable compressed payloads and unrecov-
erable encrypted segments?

The system achieved a "True Blind" success rate of 59.0%, representing an 81.5% fidelity
retention compared to metadata-assisted baselines. When excluding mathematically unre-
coverable encrypted payloads, the effective success rate rose to 84.4%. However, a critical
performance gap was identified in extraction depth: while the Full Mode achieved a Recov-
ery Ratio of 1.196, the Blind Mode reached only 0.370 (Table 5.2). This indicates that while
entropy-based probing is highly effective at finding the start of a stream, the lack of metadata
makes it difficult to maintain stream continuity, often leading to fragmented or incomplete
payloads.

Limitations and Future Work

A primary limitation identified is the reliance on a predefined architecture database; if a target’s archi-
tecture is not documented, BinSift defaults to a generic "data" label. This underscores that identifying
the target architecture is the primary prerequisite for the reverse engineering process. While BinSift
simplifies initial discovery, human intervention is still required to utilize tools like Ghidra to transform
raw machine code into readable code.

Future improvements should focus on refining the streaming approach to handle diverse edge cases and
automate semantic verification to mitigate false positives—incidental high-entropy noise that currently
requires manual masking. The accuracy of the tool remains highly dependent on the nature of the
dataset, suggesting that further refinement is necessary to move toward a truly autonomous forensic
solution.
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A Mass Firmware Profiler Script

The following Python script was used to perform mass entropy profiling on the firmware dataset. It
utilizes multiprocessing for parallel execution, incorporates a 60-second timeout for binwalk and
7z extraction to prevent stalls.

1 import os
2 import csv
3 import math
4 import subprocess
5 import zipfile
6 import shutil
7 import tempfile
8 import re
9 import multiprocessing as mp

10 from collections import Counter
11

12 # --- CONFIGURATION ---
13 DATASET_DIR = "./firmsec_dataset"
14 OUTPUT_CSV = "entropy_markers.csv"
15 CHECKPOINT_FILE = "processed_archives.txt"
16 ERROR_LOG_FILE = "errors.log"
17 CARVE_SIZE = 65536
18 WINDOW_SIZE = 256
19 STEP_SIZE = 32
20

21 TEMP_EXTRACT_DIR = "./temp_extraction" # Temporary workspace
22

23 # Ensure temp dir exists
24 os.makedirs(TEMP_EXTRACT_DIR, exist_ok=True)
25

26 def calculate_shannon_entropy(data):
27 if not data: return 0
28 total_len = len(data)
29 counts = Counter(data)
30 entropy = 0
31 for count in counts.values():
32 p_x = count / total_len
33 entropy += - p_x * math.log2(p_x)
34 return entropy
35

36 def get_sliding_window_stats(data, window_size, step):
37 if len(data) < window_size:
38 ent = calculate_shannon_entropy(data)
39 return ent, ent, ent

62



40 min_ent, max_ent, total_ent, count = 8.0, 0.0, 0.0, 0
41 for i in range(0, len(data) - window_size + 1, step):
42 window = data[i : i + window_size]
43 ent = calculate_shannon_entropy(window)
44 if ent < min_ent: min_ent = ent
45 if ent > max_ent: max_ent = ent
46 total_ent += ent
47 count += 1
48 return min_ent, max_ent, (total_ent / count if count > 0 else 0)
49

50 # Global Lock for thread-safe output writing
51 write_lock = None
52

53 def init_worker(lock):
54 global write_lock
55 write_lock = lock
56

57 def log_error(archive_path, message):
58 if write_lock:
59 with write_lock:
60 with open(ERROR_LOG_FILE, ’a’) as f:
61 f.write(f"[{archive_path}] {message}\n")
62

63 def scan_with_binwalk(filepath, original_archive):
64 found_streams = []
65 try:
66 # Run standard binwalk without -c (CSV mode), added timeout
67 result = subprocess.run([’binwalk’, filepath],
68 capture_output=True, text=True, check=True, timeout=60)
69

70 pattern = re.compile(r’^(\d+)\s+(0x[0-9a-fA-F]+)\s+(.*)’)
71

72 for line in result.stdout.splitlines():
73 line = line.strip()
74 match = pattern.match(line)
75 if match:
76 offset = int(match.group(1))
77 desc = match.group(3).lower()
78 label = None
79 for k in [’lzma’, ’lz4’, ’xz’, ’zlib’, ’gzip’, ’squashfs’]:
80 if k in desc:
81 label = k.upper()
82 break
83 if label: found_streams.append((offset, label))
84 except subprocess.TimeoutExpired:
85 log_error(original_archive, f"Binwalk timeout on {filepath}")
86 except subprocess.CalledProcessError as e:
87 log_error(original_archive, f"Binwalk error on {filepath}: process failed")
88 except Exception as e:
89 log_error(original_archive, f"Binwalk error on {filepath}: {str(e)}")
90 return found_streams
91

92 def get_category_from_path(path):
93 lower_path = path.lower()
94 if ’ipcamera’ in lower_path: return ’IPcamera’
95 if ’router’ in lower_path: return ’router’
96 if ’switch’ in lower_path: return ’switch’
97 return ’other’
98

99 def process_binary(file_path, archive_name, internal_file, category):
100 """Core analysis logic moved to a helper to handle extracted files."""
101 ext = os.path.splitext(internal_file)[1].lower()
102 if ext not in [’.bin’, ’.img’, ’.elf’, ’’]:
103 return []
104

105 results = []
106 streams = scan_with_binwalk(file_path, archive_name)
107 if streams:
108 with open(file_path, ’rb’) as f:
109 for offset, label in streams:
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110 f.seek(offset)
111 carved_data = f.read(CARVE_SIZE)
112 if carved_data:
113 min_ent, max_ent, avg_ent = get_sliding_window_stats(carved_data,

WINDOW_SIZE, STEP_SIZE)
114 results.append({
115 ’archive_name’: archive_name,
116 ’internal_file’: internal_file,
117 ’category’: category,
118 ’type’: label,
119 ’offset’: offset,
120 ’min_ent’: round(min_ent, 4),
121 ’max_ent’: round(max_ent, 4),
122 ’avg_ent’: round(avg_ent, 4)
123 })
124 return results
125

126 def extract_archive_safe(archive_path, output_dir):
127 """Extracts an archive safely with timeout. Uses 7z for all archives to handle unsupported

compression and avoid unrar bugs."""
128 env = os.environ.copy()
129 env[’LC_ALL’] = ’C.UTF-8’
130

131 # 7z handles zip, rar, tar, gzip, bzip2, etc. remarkably well and safely.
132 try:
133 subprocess.run(
134 [’7z’, ’x’, f’-o{output_dir}’, ’-y’, archive_path],
135 stdout=subprocess.DEVNULL,
136 stderr=subprocess.PIPE,
137 env=env,
138 timeout=60,
139 check=True
140 )
141 return True, ""
142 except subprocess.TimeoutExpired:
143 return False, "7z extraction timeout"
144 except subprocess.CalledProcessError as e:
145 err_msg = e.stderr.decode(’utf-8’, errors=’ignore’).strip() if e.stderr else "Unknown

error"
146 return False, f"7z extraction failed: {err_msg}"
147 except Exception as e:
148 return False, f"7z execution error: {str(e)}"
149

150

151 def process_archive_task(args):
152 archive_path, file_name, category = args
153

154 # 1. Create a clean temp folder for this archive (isolated per worker)
155 file_temp_dir = tempfile.mkdtemp(dir=TEMP_EXTRACT_DIR)
156

157 all_results = []
158

159 try:
160 # 2. Extract
161 if file_name.lower().endswith((’.zip’, ’.rar’)):
162 success, err_msg = extract_archive_safe(archive_path, file_temp_dir)
163 if not success:
164 log_error(archive_path, err_msg)
165 return False
166

167 # 3. Process every file found inside the archive
168 for ext_root, _, ext_files in os.walk(file_temp_dir):
169 for ext_file in ext_files:
170 ext_path = os.path.join(ext_root, ext_file)
171 # Analyze extracted file
172 results = process_binary(ext_path, archive_path, ext_file, category)
173 all_results.extend(results)
174

175 # 4. Cleanup extracted file immediately after scanning
176 try:
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177 os.remove(ext_path)
178 except Exception:
179 pass
180 else:
181 # If it’s already a .bin or other format, just process it directly
182 all_results.extend(process_binary(archive_path, archive_path, file_name, category)

)
183

184 # Write results and checkpoint file safely
185 _flush_results(all_results, archive_path)
186 return True
187

188 except Exception as e:
189 log_error(archive_path, f"Unexpected task error: {str(e)}")
190 return False
191 finally:
192 # Cleanup the temp directory structure
193 shutil.rmtree(file_temp_dir, ignore_errors=True)
194

195 def _flush_results(results, archive_path):
196 if write_lock:
197 with write_lock:
198 with open(OUTPUT_CSV, ’a’, newline=’’) as csvfile:
199 fieldnames = [’archive_name’, ’internal_file’, ’category’, ’type’, ’offset’, ’

min_ent’, ’max_ent’, ’avg_ent’]
200 writer = csv.DictWriter(csvfile, fieldnames=fieldnames)
201 for row in results:
202 writer.writerow(row)
203 with open(CHECKPOINT_FILE, ’a’) as f:
204 f.write(f"{archive_path}\n")
205

206 def main():
207 processed_files = set()
208 if os.path.exists(CHECKPOINT_FILE):
209 with open(CHECKPOINT_FILE, ’r’) as f:
210 processed_files = set(f.read().splitlines())
211

212 write_header = not os.path.exists(OUTPUT_CSV)
213

214 if write_header:
215 with open(OUTPUT_CSV, ’w’, newline=’’) as csvfile:
216 fieldnames = [’archive_name’, ’internal_file’, ’category’, ’type’, ’offset’, ’

min_ent’, ’max_ent’, ’avg_ent’]
217 writer = csv.DictWriter(csvfile, fieldnames=fieldnames)
218 writer.writeheader()
219

220 all_archives = []
221 for root, _, files in os.walk(DATASET_DIR):
222 for file in files:
223 archive_path = os.path.join(root, file)
224 if archive_path not in processed_files and file != ".DS_Store":
225 category = get_category_from_path(archive_path)
226 all_archives.append((archive_path, file, category))
227

228 total_archives = len(all_archives)
229 print(f"[*] Found {total_archives} unprocessed archives.")
230

231 if total_archives == 0:
232 return
233

234 m = mp.Manager()
235 l = m.Lock()
236 pool = mp.Pool(processes=os.cpu_count(), initializer=init_worker, initargs=(l,))
237

238 completed = 0
239 try:
240 for _ in pool.imap_unordered(process_archive_task, all_archives):
241 completed += 1
242 print(f"\r[*] Progress: {completed}/{total_archives} archives processed.", end=’’,

flush=True)
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243 except KeyboardInterrupt:
244 print("\n\n[!] Interrupted by user. Terminating processes...")
245 pool.terminate()
246 pool.join()
247 shutil.rmtree(TEMP_EXTRACT_DIR, ignore_errors=True)
248 os.makedirs(TEMP_EXTRACT_DIR, exist_ok=True)
249 return
250

251 pool.close()
252 pool.join()
253

254 print(f"\n[+] Done. Cleaned up {TEMP_EXTRACT_DIR}")
255 shutil.rmtree(TEMP_EXTRACT_DIR, ignore_errors=True)
256

257 if __name__ == "__main__":
258 main()
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