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Abstract

Security testing is performed to find security bugs, which are harder to find since se-
curity bugs cannot be connected to functional requirements. That makes it much harder to
find security bugs. To make security testing easier, a technique known as fuzzing is used
to generate random or semi-valid data to test the program’s ability to handle malformed
or malicious input. By catching security bugs before the program is released, the num-
ber of potential exploits that could be used by an attacker is decreased. To increase the
efficiency of these fuzzers there have been works to create benchmark suites to evaluate
fuzzer performance on different types of security bugs. These suites evaluate fuzzers in
different ways, and the results are usually not comparable. Some benchmark suites gen-
erate synthetic bugs while others manually reintroduce bugs or write intentionally buggy
programs. The most difficult metric to evaluate fuzzers on is how many unique bugs were
found by a fuzzer. A crash in the program from a fuzzer might be caused by a single bug
or a set of bugs in the program, and it is very hard to know which bug caused the crash
without manual inspection.

The aim of this thesis was to develop a benchmark test suite that could automatically
generate test suites for fuzzers that could automatically determine which bug caused the
program to crash. This was done by reintroducing fixed known vulnerabilities into the
latest stable version of a program. A diff of the code for each vulnerability from before it
was fixed to the latest version was used and reduced with the use of a genetic algorithm.
The genetic algorithm managed to reduce 99,6% of 250 000 lines of code changes to 974
lines of code changes from 25 diffs from five different projects in an average time of 4
hours per project. From the 25 reduced diffs, only 19 could be used in the generated test
suites, with 4 of the selected bugs included on average for each project, with a yield of
76% on average. However, more research is needed to investigate how the yield changes
when more vulnerabilities are added and how well these reintroduced bugs are found by
different fuzzers.
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1 Introduction

1.1 Background

In the secure software development process, security testing is done to check the code for
security bugs. This is often more difficult than regular software testing because most security
bugs are not caught by the requirements of the software. They are most often the side ef-
fects of the coded application [1]. The application might perform the expected actions under
testing, but it might also perform additional actions that were not caught by the tests or the
tester.

A complement to make security testing easier is to automatically generate random or
semi-valid data as input for the program and monitor the outcome. This concept is known
as Fuzzing [2]. Fuzzing is used to check if an invalid or badly formatted input crashes a
program. The most common security bugs fuzzing finds are memory corruption bugs, like
buffer overflows [3]. An effect of fuzzing is that potential exploits are already caught in the
testing phase, which can thus decrease the number of exploits available to an attacker.

Furthermore, due to its automation and scalability, fuzzing has become a popular ap-
proach in the industry [4]. This has led to the research and development of better and more
efficient fuzzing techniques to generate better input to catch more bugs, which is currently a
hot topic in the security testing community.

1.2 Motivation

A common approach to evaluate fuzzers is to use old programs with known bugs [5] to see if
the fuzzers can find them. However, the evaluation of different fuzzers is not always done in
the same way. Most tests are done on real-world programs, but their size and quantity vary
greatly between fuzzing evaluations [5]. This makes it hard to draw any conclusions about
the performance of one fuzzer compared to another.

Therefore, it is of great interest to develop a benchmark suite to evaluate the fuzzers on
programs with several known real-world vulnerabilities to compare performance between
fuzzers. However, when a fuzzed input crashes a program, it is not easy to know which
bug caused the program to crash. Thus, a fuzzer might crash the program for 100 unique
inputs, and there might be several different bugs causing the crashes. This makes it almost
impossible to know how many bugs a fuzzer has found based on the number of crashes.

1



1.3. Aim

This problem with fuzzers makes it very tedious to find out which bugs the fuzzer triggered
by executing the inputs again manually. This manual work is not needed if the benchmark
suite has access to ground truth, an automatic way of determining which bugs the fuzzer
triggered. Therefore, it is of great interest to develop a benchmark suite with ground truth to
automatically determine which bugs the fuzzer actually triggered.

Although there has been work in reintroducing old bugs into newer versions of a pro-
gram to evaluate a fuzzer’s performance, the bugs were either reintroduced manually [6] or
made use of synthetically generated bugs, which do not correctly represent real-world per-
formance [7]. If the bugs were injected manually, it would be both tedious and drastically
limit the number of bugs to support, and would be hard to extend and maintain. Also, if the
fuzzers were to be evaluated on synthetic tests, advancements in fuzzers might make them
good at detecting synthetic bugs instead of real-world bugs. In order to get a better real-
world evaluation of fuzzers, real-world vulnerable code needs to be used instead. Therefore,
the focus of this thesis is to develop a method to automatically generate fuzzing benchmark
suites with ground truth.

1.3 Aim

The goal of this thesis is to, in a controlled way, automatically reintroduce old known vulnera-
bilities into the latest version of a target program. This is done by generating several versions
of the target program with only one unique vulnerability reintroduced in each version. All
the versions are then merged into one program with the known vulnerabilities. Whenever
an input causes a crash in the merged program, the versions with only one vulnerability can
be run with the same input to determine which vulnerability caused the crash by looking at
which version crashes. For this purpose, Google’s OSS-Fuzz will be used to select a set of
bugs for a few programs from Google’s OSS-Fuzz database [8]. OSS-Fuzz includes an input
that triggers the bug and a date for every bug, which helps to find the latest version before the
bug was fixed. OSS-Fuzz was originally intended for security testing of Chrome Components
but is now offered as a Continuous Integration (CI) fuzzing service for open-source projects
that are critical global IT-infrastructures or have a large user base [9].

Furthermore, the thesis will make use of techniques inspired by automatic program repair,
more specifically, a genetic algorithm (GA). A GA is a type of algorithm that finds solutions
through an evolutionary process [10]. In contrast to these techniques for automatic program
repair, which need to synthetically generate code [11, 12], this thesis will reintroduce old code
into the latest version of a program. To achieve this, a diff is used between the version before
the fix and the latest stable version of the program. By using diffs, the search space for rein-
troducing the bug becomes much smaller since no code needs to be generated. Concretely,
the purpose is to establish a method that can minimize this diff in such a way that the bug is
reintroduced, but the rest of the program runs correctly. To solve this problem, the following
research questions need to be answered.

1.4 Research questions

1. How can GAs be used to minimize a diff?

a. How can a diff be represented for use in a GA?

b. How can diffs be evaluated to drive a GA towards better diffs?

2. How can several vulnerable versions of a program with only one known vulnerability
be merged into one program with the same vulnerabilities?

2



1.5. Delimitations

1.5 Delimitations

The scope of this thesis is limited to developing the GA to minimize a diff. The collection
of projects, versions, and diffs to be used will be done manually. Automation of this is not
central to the project.

3



2 Theory

2.1 Fuzzing

Fuzzing is testing a program through the use of fuzzed inputs to test for unintended behav-
ior. A fuzzed input is a semi-randomly generated input intended to supply the program
with inputs outside the program’s expected input space [13]. Fuzz testing uses fuzzing to
find security bugs in a program. A bug oracle is used with the fuzzer to determine if a bug
was triggered. Bug oracles usually come in the form of sanitizers, which work by applying
program transformations to catch unwanted behaviors that do not normally terminate the
program with a fatal signal. These sanitizers range from handling manipulation of memory
addresses to undefined behaviors to control flow integrity to input validations [13].

When a fuzzer tests a program, it can make use of different amounts of semantic infor-
mation from the program. Depending on the amount of information that is used, a fuzzer
is divided into one of three categories of fuzzers; White-box-, Grey-box-, and Black-box
fuzzer [13]. White-box fuzzers make use of very detailed information from the program,
such as branches and execution information, to systemically test the program. Black-box
fuzzers, on the other hand, barely use any information from the program except the output,
treating the program as a black box. Gray-box fuzzers are in the middle and also make use of
semantic information, but not to the same extent as White-box fuzzers, with more emphasis
on approximated information to increase speed [13].

Furthermore, for complex programs, there might be long waits when initializing the pro-
gram before the program can accept any input. If this initialization phase needs to be ex-
ecuted every time the fuzzer tests the program, there would be a lot of wasted time spent
on initializing the program rather than actually testing. To circumvent this problem, some
fuzzers take a snapshot of the memory when the program reaches a state where it accepts in-
puts and then uses this snapshot to reset the program after each execution on a fuzzed input
to a state where it can accept inputs again, skipping the initialization phase. This approach is
called In-Memory Fuzzing and can also be used to test a single part of a program (for example,
an interface or an API) [13].

4



2.2. Fuzzing Evaluation

2.2 Fuzzing Evaluation

Fuzz testing has become a very popular choice for testing programs and has sparked much
interest in researchers in how to improve fuzzers [5]. Due to the randomness of fuzzers, they
are evaluated experimentally to account for different results between runs. Several bench-
mark test suites have been developed with different approaches in order to evaluate fuzzers
on sample programs. These programs can be divided into four groups: programs with syn-
thetically generated bugs, programs written with intentional bugs, real-world programs with
reintroduced bugs, and old real-world programs with known bugs [14]. Currently, programs
with synthetically generated bugs are the popular and preferred approach due to it being
easier to automate the bug injection process. The most well-known benchmark test suites
currently are LAVA-M [7], DARPA CGC [15], and MAGMA [6].

However, since these test suites use either synthetically generated bugs, intentional bugs,
or manually reintroduced bugs, the fuzzers are evaluated on different performance aspects,
which may change the way the fuzzers are optimized. For example, with a test suite with
synthetically generated bugs, it could lead to fuzzers becoming optimized for synthetic bugs
instead of real-world bugs. Synthetically generated bugs are bugs that, given a pattern of
code, introduce bugs in a deterministic manner, resulting in very similar bugs for the same
type of vulnerability, which is not always the case in real-world code [7]. Intentional bugs
are small programs manually created with intentional vulnerabilities, which may also result
in similar-looking bugs for a given class of vulnerabilities, because of human bias [15]. Man-
ually reintroduced bugs are based on real-world bugs, which are reintroduced into the code
manually, requiring much work to support many types of bugs, and are not that scalable [6].

When it comes to evaluating fuzzers on real-world programs, the programs are few and
handpicked, which are then used to manually evaluate the fuzzers’ performance to find
bugs [5]. This approach is more tedious and requires more manual work than synthetic pro-
grams, which also limits the number of fuzzer runs and unique programs that can be used in
the evaluation due to the amount of work required per fuzzer evaluation. These are also not
complete test suites, such as the likes of LAVA-M and MAGMA, but merely known buggy
real-world programs. A more automated approach for fuzzer evaluation on real-world pro-
grams would be a test suite similar to MAGMA, but without the need to manually introduce
and verify bugs. A test suite to automatically construct a deliberately vulnerable program
with old known, fixed bugs, which could automatically give ground-truth about which bugs
were triggered during the evaluation. Ground-truth means that a bug can be uniquely iden-
tified and is the strongest metric compared to other metrics like Coverage Profiles and Stack
hashes when evaluating a fuzzer [5]. The problem with other metrics is the uncertainty of
what a unique bug is and how many unique bugs were triggered. Since this can not be de-
termined precisely without ground-truth through manual or automatic inspection of code,
these metrics use approximation based on the inputs and the program’s response.

2.3 OSS-Fuzz

OSS-Fuzz is a Continuous Integration (CI) fuzzing service for select open-source programs
that have a large user base or are important for the global IT infrastructure. To use OSS-Fuzz
for the project, OSS-Fuzz must know where to test and how to build the project. To specify
where OSS-Fuzz should test the project, a fuzz target must be implemented in the source code
for every place OSS-Fuzz should fuzz test. A fuzz target is a function in the source code
used to allow fuzzers to inject input bytes into the program at a specific point in the code.
Furthermore, OSS-Fuzz needs a .yaml-file with metadata for the project, a Dockerfile with
project dependencies, and a build.sh-file to build the project and link it to the fuzzer [9].

However, for the project to be added to the list of projects associated with OSS-Fuzz,
the owner of the project needs to create a pull request with the .yaml file to the OSS-Fuzz
repository. Now, whenever a pull request is done, OSS-Fuzz will build and run the fuzz

5



2.4. Genetic Algorithms

targets, and report found bugs to the OSS-Fuzz issue tracker and to the owner of the project.
After the bug is fixed, or if it is not fixed within 90 days, the report becomes public. In every
report, the project name, fuzz target, and fuzzer engine used are included. Additionally, each
report also includes information on which state the program crashed and a test case with the
input bytes that caused the crash if the crash was reproducible. The fuzzer engines used by
OSS-Fuzz are three gray-box fuzzer engines; libFuzzer, AFL++, and Hongfuzz [9].

2.4 Genetic Algorithms

Genetic algorithms (GAs) are used to find a solution to optimization problems by searching
through the search space by simulating an evolutionary process. This means that current
solutions influence the new solutions in the same way natural selection does in evolution.
This evolution of solutions is repeated until a solution to a problem is found. To achieve
this, a balance between the exploitation of current solutions and the exploration of the search
space is essential [10]. At the start of a GA implementation, an initial population is usually
generated in the form of strings with a fixed length, but other representations exist. Each
iteration in a GA is called a generation and consists of a set of individuals, strings, which
are potential solutions to the problem. The best individuals are modified each generation to
produce better individuals for the next generation. Each generation cycle consists of three
kinds of functions; the selection, crossover, and mutation functions. The selection function
determines which individuals to use for creating the next generation. The crossover function
uses the individuals selected by the selection function to create new individuals for the next
generation. The mutation is responsible for adding a little diversity to the new generation by
applying small changes to the generation generated by the crossover function [10].

Representation of Individuals

Most problems have a representation that is hard to model in GAs. In order to alleviate
this translation problem, some common encoding schemes are used to represent the problem
domain in the GA. The most common encoding schemes are binary-, permutation-, value-,
and tree-representations [16]. In the binary, permutation and value representations individ-
uals are represented as strings of symbols where binary is by far the most popular encoding
scheme. Obviously, the binary representation consists of 1’s and 0’s, while the value represen-

Figure 2.1: Different types of representations.
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tation consists of numbers and characters. Value representations are usually used in problem
domains that require a more complex representation than a binary representation [16]. The
permutation representation is similar to the value representation in that it uses numbers to in-
dicate positions in a sequence. This representation is mostly used in ordering problems. Tree
representations are constructed with commands and functions in the form of an Abstract Syn-
tax Tree (AST), see Figure 2.1, a semantic representation of a program, and are usually used
when representing program code or expressions for altering programs [16].

Objective Function

The objective function is used to evaluate how good an individual is, i.e., how close the indi-
vidual is to the optimal individual. This function is used in the selection function to determine
the best individuals in a generation [10].

Fitness Function

The fitness function is used to determine how good an individual is compared to other indi-
viduals in the population. This function is usually calculated with the help of the objective
function and is sometimes used instead of the objective function in the selection function [10].

Selection Function

The GA needs to preserve the good qualities among the population and discard the bad in a
fixed population size in order to converge to an optimal or near-optimal solution. This pro-
cess is done through the selection method of a GA and determines the parents for the next
generation [17]. There are several selection methods; the common methods are Proportion-
ate Roulette Wheel Selection, Ranking Selection, Stochastic Remainder Selection, Stochastic
Universal Selection, Tournament Selection [17, 18, 19].

Proportionate Roulette Wheel Selection

Proportionate Roulette Wheel Selection (PRWS) is based on simulating a roulette wheel with
each section’s size proportional to an individual’s fitness value, which is determined by divid-
ing an individual’s objective-function value by the sum of all individuals’ objective-function
values. The "wheel" is "rotated" n times, see Figure 2.2, where n is the population size, and
thus selects the parents for the new generation [17]. Depending on implementation strategies,
this selection method varies in time complexity. When linear search for the chosen individ-
ual is used, the time complexity is O(n2) since, on average, half of the list will be searched n
times. The time complexity can be reduced to O(n log n) if binary search is used instead of
linear search [18].

Figure 2.2: Proportionate Roulette Wheel Selection with population size n.
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Stochastic Remainder Selection

Stochastic Remainder Selection (SRS) is done through the same fitness calculation as done
in PRWS, where the integer value of the fitness value corresponds to the number of copies
that are selected of an individual. The decimal remainder is used to indicate the chance of
an additional copy of an individual being selected to fill out the parent population [10, 18].
Filling out the remaining parent population can be done by picking an individual with or
without replacement. In the event replacement is used, the individuals are chosen through
PRWS, and thus, the time complexity is determined by the time complexity of the PRWS
implementation. Without replacements, a single search through the list is enough, with a
biased coin flip determined by the individual’s probability. The complexity of this variation
is in O(n) [18].

Stochastic Universal Selection

Stochastic Universal Selection (SUS) is related to PRWS, where the "wheel" is created in the
same way. But instead of one pointer, there are as many pointers as the size of the popula-
tion spaced evenly around the wheel. Instead of several spins as done in PRWS, one spin is
enough to determine the parent population by counting the number of pointers landing in a
specific section of the wheel, see Figure 2.3. Since this corresponds to a single search through
the list, the time complexity is in O(n) [10, 18, 20].

Figure 2.3: Stochastic Universal Selection with population size n.

Ranking Selection

Ranking Selection (RS) assigns the ranks N to 1 from the best to the worst individual in the
population, where N is the population size. RS consists of a sorting phase followed by a
ranking phase. The sorting phase sorts the individuals based on their fitness value. The
ranking phase assigns the ranks to the sorted list. The individuals are then selected in the
same way as in PRWS, with the ranks determining the sizes on the wheel, where a higher
rank gives a larger size on the wheel. Due to the best known sorting algorithm, the time
complexity of RS has a lower bound in O(n log n) [18, 17, 20]

Tournament Selection

Tournament Selection (TS) places m randomly selected individuals in a tournament where
the individual with the best fitness value gets placed in the parent population, see Figure 2.4.
The number m determines the size of the tournament, where the most popular size is m = 2.
Since each tournament can be completed in constant time and n tournaments are needed to
fill the parent population, the time complexity of TS is in O(n) [17, 18, 21]
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Figure 2.4: Tournament Selection with size m = 2 and population size n.

Comparison of Selection Functions

Depending on the performance constraints and desirable features for the genetic algorithm,
different selection functions work better than others. One important feature that is almost
essential for a good GA is a steady pressure towards convergence. This feature is present in
almost all selection functions except the ones where variety and randomness play a bigger
part. The selection functions TS and RS have good steady convergence pressure [17] while
the other selection functions have a little weaker or more unstable convergence pressure.

Another important aspect of a GA is how good it is at selecting the individuals for the next
generation in order to reach the maximum fitness in the minimum number of generations.
The selection functions that are best at this are TS and PRWS (and SRS and SUS) [17]. When it
comes to time complexity, most selection functions are either in O(n) or O(n log n) [17] since
the entire next population needs to be selected, and some selection functions do some sorting
or some other process on the list of individuals.

Additionally, diversity among the individuals is important in order for the GA to achieve
good fitness values. Without diversity, where only the best individuals are kept for the next
generation, they might not have some feature that some individuals with a worse fitness
value have. With these features now missing from the population, the only way to intro-
duce them again is through the mutation function. The selection functions that are good at
preserving diversity are TS and RS, where RS, along with PRWS, are free from bias for the
better-fit individuals. However, TS also suffers from loss of diversity in larger tournament
sizes, and PRWS has a greater risk of premature convergence [16].

Crossover Function

The crossover function creates the new generation from the parent population picked by
the selection function. The main idea of the crossover function is the recombination of two
individuals to create two new individuals. The most common crossover functions are K-
point crossover, Reduced Surrogate Crossover, Uniform Crossover, Shuffle Crossover, and
Partially Mapped Crossover [16]. The crossover function may be utilized with a crossover
rate to determine if the crossover function will be used on a particular pair of offspring. The
optimal value of the crossover rate lies between 60% and 100%. [22].

K-point Crossover

The K-point Crossover function randomly selects k points in the parent individuals to be
used when mixing the parents. The most common value is k = 1, where one random point is
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selected, and the parents switch the substring after the selected point, see Figure 2.5. When
k ą 1 points are chosen randomly the switching of substrings are alternated between the
crossover points, see Figure 2.6. Due to its simple implementation and concept, it is used
with most representations and smaller problems, which it can be applied to [16].

Figure 2.5: K-point Crossover with K = 1.

Figure 2.6: K-point Crossover with K = 2.

Uniform Crossover

Uniform Crossover is related to the K-point Crossover function, but instead treats each sym-
bol in the parent individual as a separate segment. When creating the offspring, a coin flip is
used to determine if a symbol will be swapped, see Figure 2.7, with the other parent individ-
ual or not [23]. The Uniform Crossover function is applicable to most representations and is
mostly used for large sets of data [16].

Figure 2.7: Uniform Crossover with 4 successful coin flips.

Reduced Surrogate Crossover

Reduced Surrogate Crossover only applies recombination between two parent individuals if
the number of different symbols is more than 1, otherwise no operation is performed, and the
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parent individuals live on till the next generation. When there are two parents with differing
symbols, it applies 1-point Crossover randomly at one of the points on the individuals where
the symbols differ [24]. This function is best when the two parent individuals are different,
since it would keep diversity in the population and increase possible pivot points. However,
if they are almost the same, the offsprings will be very similar to the parent individuals and
could therefore very easily prematurely converge to a sub-optimal solution. This function
is usually used with any representation except tree and is recommended for use on small
optimization problems [16].

Shuffle Crossover

The Shuffle Crossover function shuffles the symbols in the two parent individuals before
an arbitrary Crossover function, often the 1-point Crossover function, is applied to create
the offsprings. After the crossover function, the two offsprings are shuffled in the opposite
direction the parents were shuffled [24]. For example, if parent 1 had symbol 2 shuffled with
symbol 3, then offspring 1 will have symbol 3 shuffled with symbol 2 after the crossover
function. The use of this function is similar to the K-point Crossover function, but it has been
quite limited in recent years [16].

Partially Mapped Crossover

Partially Mapped Crossover randomly selects a range in the individual where the two parents
exchange a substring. These substrings are then used to map symbols between the first parent
and the second parent. These mappings are then applied to all symbols that lie outside this
substring range when copied to the offspring. If a symbol is not present in the mapping
substring, it is simply copied without any modification [24]. For example, given the two
parent individuals (3 9 1 5 6) and (2 7 6 4 5) with the range [3,4] would form the map 1 ðñ 6
and 5 ðñ 4 from the substrings (1 5) and (6 4). This would create the offsprings (3 9 6 4 1)
and (2 7 1 5 4), see Figure 2.8. The Partially Mapped Crossover function is mostly used with
the permutation representation for task ordering problems [16].

Figure 2.8: Partially Mapped Crossover with 2 mappings.

Comparison of Crossover Functions

The crossover function is an integral part of a GA in order to reach good solutions. However,
some crossover functions are representation and problem-dependent, and other crossover
functions could cause worse performance if not configured properly. The most common
crossover function, the K-point crossover function, is easy to implement but could lead to
less diverse offspring due to its simple recombination concept [16]. Additionally, a study by
Kora and Yadlapalli [25] has shown that more pivot points than 2 actually have diminishing
returns regarding offspring diversity because the extra pivot points do not add much more
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mixing when recombining the parents. It instead may provide a more consistent start and
end among the offsprings [25].

Another crossover function that also suffers from less diverse offsprings is the Uniform
crossover function. But it instead has an unbiased exploration since each symbol has an equal
chance to exchange with the other parent, which offers a better recombination potential than
the k-point crossover function [16]. On the other hand, the Reduced Surrogate crossover
function suffers from premature convergence due to it not being able to alter very similar
individuals and thus risking converging to a sub-optimal solution. It is, however, good for
small optimization problems where the risk of premature convergence is minimal [16].

One crossover function that stands out from the rest is the Partially Mapped crossover
function, which, unlike the rest, does not have any drawbacks. It generally performs better
than any other crossover function and has a better convergence rate. One inconvenience with
the Partially Mapped crossover function is that it is mostly limited to the permutation rep-
resentation of individuals [16]. Lastly, the Shuffle crossover function is just a shuffle applied
before an arbitrary crossover function, and thus its goal is to reduce the introduced bias from
the other crossover functions [16].

Mutation Function

As a final touch, a mutation function can be applied to the offsprings after the crossover oper-
ation to introduce some diversity in the population [10]. This would ensure that there would
be a large enough diversity to prevent the GA from converging to a sub-optimal solution.
The mutation function is always accompanied by a mutation rate to determine if the muta-
tion function will be used on a particular offspring in order to reduce the risk that the GA
becomes a random search algorithm. The optimal values for the mutation rate are typically
low, around 0.1% to 5% [22].

Simple Inversion Mutation

The most common and widely used mutation function is the Bit-flip Mutation function,
where each symbol in an offspring is inverted with a low probability pm [10], see Figure 2.9.
This function is, however, limited only to the binary representation. A more general inver-

Figure 2.9: Bit-flip Mutation with 3 successful weighted coin flips.

Figure 2.10: Simple Inversion Mutation with a selected segment of length 4 inserted at posi-
tion 2.

12



2.4. Genetic Algorithms

sion function is the Simple Inversion Mutation function, where a randomly selected segment
of the offspring is reversed in order and inserted at a random place in the offspring [16], see
Figure 2.10.

Displacement Mutation/Scramble Mutation

The Displacement Mutation function selects a random segment of the offspring and either
inserts the segment at a new place in the offspring, see Figure 2.11, or exchanges the segment
with an equally long segment at the place in the offspring, see Figure 2.12. The Scramble
Mutation function instead scrambles the selected segment without displacing it [16], see Fig-
ure 2.13.

Figure 2.11: Displacement Mutation with a selected segment of length 4 inserted at position
8.

Figure 2.12: Displacement Mutation with an exchange of segments of length 3.

Figure 2.13: Scramble Mutation with a selected segment of length 4.

Comparison of Mutation Functions

The mutation functions do not mostly depend on the representations of the individuals, ex-
cept for the Bit-flip Mutation function, which requires the binary representation. There are,
however, certain representations where the different mutation functions perform the best.
For the Simple Inversion Mutation function, binary and permutation representations work
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the best, while the Displacement Mutation function works best with the value representation.
When it comes to the Scramble Mutation function, the tree representation is preferred [16].

Furthermore, these mutation functions also have a small impact on the performance of the
GA. The Simple Inversion Mutation function might cause premature convergence due to the
simple nature of the mutation, but it is very easy to implement. The Displacement Mutation
function also has a risk of premature convergence, but it is much better suited to smaller
problems where the problem of premature convergence is less of a problem [16]. Lastly,
the Scramble Mutation function is better on larger problems but might cause disturbance in
the population. This is because the GA could have been close to a global optimum but the
mutation function scrambled the better offsprings and now it will take more generations to
reach the optimum [16].

Variants

The GA has some general variations where the fundamental algorithm cycle is altered to
change the convergence speed and diversity in the population [26].

Elitist Recombination GA

The elitist recombination GA differs from the standard GA since it combines the selection
function and the crossover function into a single operation with no mutation function after
the combined function [26]. Similar to the other selection functions, the elitist recombination
GA uses two parent individuals to create two offsprings. However, instead of discarding the
parents for the offsprings, this is only done if the offspring have a better fitness score than
the parent. Otherwise, the parent lives on till the next generation [26]. This ensures that the
best possible individual is never discarded and that the fitness value in the next generation is
better than or equal to that of the previous generation. This speeds up the convergence of the
GA and increases the risk for premature convergence. To lower this risk, elitist recombination
is done with a Tournament Selection of size 2 [26]. This approach preserves some diversity in
the population since the best of the worst individuals are kept instead of being discarded.

Adaptive GA

The adaptive GA is very similar to the standard GA except for its ability to change its pa-
rameters based on the state of the population. A common problem with the standard GA is
the slow convergence when the population is close to an optimum due to the concentrated
distribution of fitness values [27]. The adaptive GA mitigates this by keeping the popula-
tion’s diversity relatively sparse. This is done by changing the probabilities as well as the
order of the crossover and mutation functions based on whether the population is close to an
optimum or not [27]. By increasing the probability that an individual’s symbols are mutated
and exchanged, the convergence rate can be increased, since more exploration is done near
an optimum. This exploration would then be exploited in the crossover function to pull the
population closer to the optimum.

Hybrid GA

The hybrid GA is almost identical to the adaptive GA since it also focuses on speeding up
convergence around an optimum. The difference for the hybrid is the help of application-
specific local search algorithms to help guide the population towards the optimum [28].
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Convergence of Genetic Algorithms

Several parameters determine how a GA will behave when executing, and if it will converge
at all or keep going forever. The GA needs to be finely tuned to be able to achieve the desired
outcome.

Selection Intensity

The selection intensity of a GA determines how much emphasis is put on selecting the best
offsprings from a population. The selection intensity naturally decreases when the popula-
tion is closing in on an optimum since the variance of the fitness value distribution is decreas-
ing [19].

Premature Convergence

Premature convergence in GAs is more likely when the selection intensity is too high, thus
limiting the diversity in the population, causing the convergence to a sub-optimal solution.
To reduce the risk of premature convergence, the selection intensity of the selection function
needs to be balanced to preserve some diversity in the population to give the GA an opportu-
nity to "jump" out of a sub-optimal solution. The mutation function also helps to ensure some
diversity in the population [19]. Another parameter which could cause the GA to converge
prematurely is a too small population used during execution, since the population would be
too small to have a big enough diversity [26].

Stopping Criteria

Due to the stochastic nature of GAs, convergence to a global optimum is not guaranteed. To
make sure the GA does not run forever, a common method is to limit the execution time to
a specific number of generations [29]. This limit varies depending on the hardness of the
problem and the chosen selection, crossover, and mutation functions for the GA. Another
approach to establish a stopping criteria is to monitor the change in fitness value between
generations [29]. When this change is below a certain threshold, the GA is halted.

2.5 Automatic Program Repair

Automatic Program Repair (APR) is the generation of code changes to fix bugs while main-
taining the same functionality of the original program. This has become a very interesting
research area in recent years due to the immense amount of resources being spent on fix-
ing bugs in shipped software [11]. The use of APR patches for fixing these bugs could be
generated automatically to reduce the time developers spend on debugging.

Fault Localization

Fault Localization is a technique used to find the code that is causing the bug, to limit the
search space for the potential changes the algorithm might try. The main idea is to mark the
lines which has potential of being the root cause of the bug and focus the algorithm on these
lines [11].

2.6 Version Control

Version control is a way to keep track of changes in a file. Git [30] is a well-known distributed
version control system used to track changes to source code for software development.
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Commits

A commit is a record of changes made to one or several files [31] used to track versions of
files. A commit contains changes made to the files since their last version, as well as who
made the changes, along with a date.

Diffs

A diff shows the changes between two versions of a file. Added lines starts with a "+" and re-
moved lines starts with a "-". The changes in the file are divided into hunks instead of showing
the entire file, since changes can occur at many places in the file. The start of a hunk is in-
dicated by the line @@ -{old-start}, {old-lines} +{new-start}, {new-lines}
@@ [label]where "label" is optional, indicating the context of the lines [32], see Figure 2.14.
Many Linux operating system distribution come installed with the GNU diffutils module

Figure 2.14: Example output from git -diff showing the file main.c starting at line 6 in the
function factorial with 7 lines from the old version and 9 lines from the new version.

which contains a local command line tool to see differences between two files on the system.
This tool can be invoked with the command diff followed by some optional arguments and
the two files for comparison [33]. This tool outputs in the same format as Git’s own difftool.
What makes Git more useful and convenient is the support for differences between more than
two versions of a file, as well as between two commits in the repository invoked directly in
the project’s Git directory. Git’s difftool also supports tracking changes between two versions
of a file even if the file name has changed [32]. In GNU diffutils, this would not be possible
since it does not track the files but only looks at the difference when invoked. Therefore, the
file with the changed name would be shown in the output as an entirely new file with only
added lines, while it only changed name [33].

Patches

A git patch is a diff output between two commits, which can be used to automatically ap-
ply the changes between the commits to the source tree. A patch file can be applied to the
source code with the command git apply {patch-file} and the changes can be re-
verted with the command git apply -R {patch-file} [34]. A patch-file can be cre-
ated with the command git diff {commit1} {commit2} > {patch-file}.patch
which will contain the changes from commit1 to commit2. The patch file can be modified
to only contain changes in certain files with the flag ’:{file}’ and exclude changes in certain
files with the flag ’:!{file}’. These flags can also take a regular expression to include/exclude
changes in files matching the regular expression [34].

16



3 Previous Work

3.1 Fuzzing Evaluations with reintroduced Bugs

Work previously done in this area relied on either synthetically generated bugs or manual
insertion and verification of bugs to determine if the test suite had ground truth or not. The
work done by Hazimeh, Herrera, and Payer, MAGMA, used real bugs from popular open
source projects, which were manually inspected and introduced into the latest version of a
program [6]. Also, after each bug, a so-called canary was inserted to collect information to
evaluate if the bug was reached, triggered, or detected by the fuzzer. Out of the 118 unique bugs
in MAGMA, the authors managed to verify 74 as reachable and 43 as triggerable [6]. Since
the search and injection of bugs is done manually, it would require much work to extend
MAGMA to support more bugs.

Another but related approach was done by Dolan-Gavitt et al. [7] with LAVA, which was
more automated than MAGMA but instead used synthetic bugs instead of real bugs. These
bugs were injected after places in the code where the input does not affect the execution
flow and where the input has not been altered much. LAVA supported around 2 million
bugs in total for four open-source programs, but due to the time taken to find a target to
inject a bug and potentially re-compile, only a subset were evaluated. LAVA’s ability to inject
bugs was evaluated by injecting around 2 000 bugs in total on the four supported programs,
which were later run by a fuzzer and symbolic execution with SAT solving. The highest
success rate of finding bugs was around 25% for the fuzzer and around 20% for the symbolic
execution with SAT solving. The lowest success rate was 0% for both techniques on the four
programs [7]. This result for the fuzzer was probably related to the size of the program and
how the mutation of the input bytes did not trigger many bugs. The result of the symbolic
execution with SAT solving depended on at what depth in the program the bugs resided and
the control flow of the program.

3.2 Automatic Program Repair

Clair Le Goues et al. used genetic programming on the AST in the work GenProg [11] to
automatically repair programs with the help of both passing and failing test cases. Due to the
very large search space of potential code statements, GenProg limited the code generation
to only use code statements already present in the program to limit the search space. No
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new code was ever generated, only copied from other places in the code, moved around, or
deleted [11]. GenProg used a fitness function constructed of a weighted average of passing
and failing test cases of both functional requirements and vulnerability-specific tests. This
was used to help localize the faults and guide the genetic operators to modify the statements
that triggered bad behaviour. The parameters used by GenProg were a population size of
40, run for a maximum of 10 generations with a maximum mutation probability of 6% for a
given statement. Convergence time for GenProg took on average 356 s with a worst case over
2 000 s to automatically repair 8 unique types of bugs successfully 77% of the time over 1.2
million lines of code [11]. GenProg’s convergence time and success rate were quite resistant
to modification of the parameters, except for the mutation probability, which, when above
12%, worsened the success rate.

Another work done by Eric Schulte et al. [35] automatically modified assembly code to
fix bugs with a genetic algorithm to be able to fix programs regardless of the original pro-
gramming language of the source code. The individuals were represented as strings of x86
assembly codes or Java bytecode, where the codes were then copied, deleted, swapped, and
recombined to regenerate new individuals [35]. The individuals used in the crossover-and
mutation function were selected by tournament selection of size 3. The fitness function was
a weighted sum of positive and negative tests, where the negative tests were weighted more.
An individual that failed to compile or link was assigned a fitness value of 0 [35]. A popula-
tion size of 40 with a maximum of 10 generations was used, but the authors recommended
a much larger population size and number of generations to maximize the effectiveness of
repairs on the assembly level. With the population size of 40, the success rate was on average
34% but with a larger population, the success rate became much better. One test rose from
1% success to 21% with the larger population size and more generations [35].

3.3 Genetic Algorithms

Congrui Yang et al. [27] proposed an improved adaptive genetic algorithm, which did more
than only switch the order of operators and alter the crossover and mutation probabilities
based on the state of the population. The proposed algorithm also employed an elitist strat-
egy to keep the best individual between generations. Without the elitist strategy, the in-
creased crossover and mutation probabilities would destroy the good individuals and de-
crease the probability of convergence [27]. The proposed algorithm was tested against 3 other
genetic algorithms in terms of convergence times, number of generations, and stability. All
the GAs used the PRWS selection method, the 1-point crossover method, and the bit-flip
mutation function. The 3 GAs used as comparison were the standard GA with no adaptive
features and two adaptive GAs. The population size used was 100, the maximum number
of generations was 450, with a crossover probability of 60% and a mutation probability of
1% [27].

The test was run 50 times on different continuous variable functions in one dimension,
where the proposed algorithm outperformed the rest of the GAs with a convergence in 36, re-
spectively 30 generations in the two tests, with a 100% convergence rate on both tests. It was
also the only GA to find the theoretical optimal value of both tested functions. Furthermore,
the standard GA with no adaptive features converged in 197, respectively 135 generations,
with only a 62%, respectively 52% convergence rate. Additionally, the first adaptive GA con-
verged in 95, respectively 83 generations with a 68%, respectively 82% convergence rate. The
second adaptive GA converged in 52, respectively 48 generations with a 92%, respectively
100% convergence rate [27]. From these tests, it is clear that even tweaking the crossover and
mutation probabilities or changing the order of operations adaptively can greatly reduce the
number of generations needed to converge and increase the convergence rate. By preserving
the best individual found so far between generations can also further greatly decrease the
number of needed generations and increase the convergence rate.
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4 Method

4.1 Overview

The method was divided into a pre-study, a design and implementation phase, and an eval-
uation phase. In the Pre-study, relevant previous research was gathered, and relevant vul-
nerabilities and projects were chosen to be used during the implementation. In the design
and implementation phase, code to parse the projects’ test suites’ results was developed to be
used in the evaluation of the diffs in the GA implementation. The design of the GA was also
established. To get the best performance possible from the GA, a few key parameters were
adjusted in a parameter test. In the evaluation phase, a few other projects were used to test
that the implementation was not biased towards the vulnerabilities used to develop the GA.

4.2 Pre-study

The pre-study consisted of searching on OSS-Fuzz’s Database of security vulnerabilities in
open-source projects [8] for projects that were suitable to use for reintroducing bugs. Five
projects were picked for this study to be used in the design and implementation phase as well
as in the evaluation phase. The selected projects for this study were nDPI, a deep-packet in-
spector [36], mruby, a lightweight Ruby implementation [37], LibXML2, an XML toolkit [38],
Libdwarf, a library for handling DWARF debugging data formats [39], and hunspell, a fast,
high-quality spell checker [40]. The project nDPI was used to guide the design and imple-
mentation of the GA, while the remaining 4 were used to determine that the GA was not
biased towards the first project. The project nDPI was picked to guide the development since
the hunks included some dependencies between each other, but were also, in some cases,
mutually exclusive. This made it great to test with for different approaches. The sizes of the
diffs were also of moderate size, which reduced the time between test runs. For each project,
5 vulnerabilities with reproducible test cases were chosen from OSS-Fuzz’s database. These
vulnerabilities were then used to create diffs between the latest stable version of the project
and the commit just before the specific vulnerability was fixed for that project.
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Project & Vulnerability Selection Criteria

The projects were picked based on the criteria that the bugs reported were fixed, that the
project had a reproducible test case generated by OSS-Fuzz, that the combined time taken
to compile and test the project was less than 1 minute, and that the time taken to build the
project’s fuzzers on one core was less than 1 minute. Projects with a total time over 1 minute
taken to compile and test or build fuzzers were not considered, to reduce the time to compile
and test and build fuzzers for every individual during the execution of the GA. Furthermore,
if the bugs were not reproducible, they would be impossible to re-implement since it would
be impossible to reliably check them. Finally, the criteria that the bugs must have been fixed
was important. If a bug was not fixed and present in the latest stable release of the source
code, it would not be possible to use it with the GA, because to find the minimal amount of
code required to re-implement the bug, a fix for the bug had to be found first, which the GA
was not designed to do. Additionally, due to OSS-Fuzz’s bug retention policy, it would not
have been possible to access the reproducible test case of the bug unless it was reported more
than 90 days ago. If the bug was fixed within 90 days after it was reported, the reproducible
test case would be accessible to the public 30 days after it was fixed, but at the latest after 90
days since it was reported.

The bugs listed on OSS-Fuzz’s issue tracker were sorted based on the issue number in de-
scending order and traversed in descending order from 30 days earlier (1 May 2023) to find
projects with recent bugs. Only bugs of medium to high security severity were considered
to focus on bugs that may cause more harm when exploited. To reduce the size of the initial
diffs, the projects with vulnerabilities close to the 30-day reproducible test case disclosure
and projects’ disk space with less than 300 MB were prioritized. However, it was not always
the case that all the different types of fixed vulnerabilities were close to 30 days old. Due to
the many potential changes that can happen in the repository over time, all selected vulner-
abilities were less than 12 months old. This was done to keep the diffs to manageable sizes
and reduce the time taken to run the GA. All projects that did not have at least 5 bugs re-
ported and fixed within 12 months and had a source code directory larger than 300 MB were
discarded.

4.3 Design and Implementation

After the projects were collected, scripts for parsing the test suites for these projects were set
up locally in order to collect the number of passed tests. A script for parsing the result of
OSS-Fuzz was also set up to check that the vulnerabilities were successfully reintroduced.
The number of passed tests, compilation results, and the length of the diff were used in the
GA to evaluate the diff to produce as close to an optimal diff as possible. Additionally, some
scripts to apply the diff to the source code, compile it, run the test suite, run OSS-Fuzz, and
revert the diff were set up. These scripts were used in the GA, which was designed and
performance-tuned, then run on the collected vulnerabilities one project at a time. When the
reduced diffs for the vulnerabilities were found, they were merged into the latest version of
the vulnerabilities’ project. Additionally, in order to verify ground truth, every reduced diff
was tested to make sure it did not introduce more than one known vulnerability before it was
merged.

Genetic Algorithm

The most important part was the use of a good representation of the problem, which could
be used with the GA. For this GA, diffs were used instead of operating directly on the code,
as methods like GenProg [11] needed approximations and some tricks to have an accept-
able search space. Operating directly on diffs limited the search space drastically, and no
approximations on the diffs were needed. Using Git diffs was convenient, since all projects
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on OSS-Fuzz have a Git repository and Git diffs were more expressive than GNU diffs. The
diffs were created manually for each project and were used as templates for the GA during
the initialization of the population. The diffs were used to apply changes to the project so
each modification of the source code could be evaluated, run, and tested.

However, since the GA is a probabilistic selective optimization algorithm, it was not guar-
anteed that the GA had found a solution when it had stopped. In order to increase the prob-
ability of reaching an optimum, the GA had to have a steady pressure towards convergence,
but also had to keep the population diverse to prevent premature convergence. The use of a
good combination of the selection function and crossover function ensured a steady pressure
towards convergence.

Collection of Initial Diffs

The GA developed, made use of git diff to get a diff between two commits and cre-
ated a patch file with git diff {latestStableCommit} {commitBeforeBugFix}
’:!{binaryFiles}’ ’:!{tests}’ > {patch-file}.patch from the diff. All
changes in binary files, e.g. .pdf or .pcap, were removed from the patch file since git was
unable to apply changes to these files when the patch was applied. The changes in the tests
were also excluded in order to find reduced diffs where the diff passed all the latest tests.
Changes in the projects’ build systems and fuzzer configurations were kept in order to in-
crease the number of compiled individuals and reduce the chance of premature convergence.
If the changes in the projects’ build systems were excluded, very few individuals compiled,
and made it impossible to find any good individuals to use in the GA, and resulted in a
random search.

The OSS-Fuzz issue tracker [41] was used to search for fixed vulnerabilities found by OSS-
Fuzz. It was possible to deduce the time the vulnerability was reported as fixed through the
comments on the issue tracker. Based on the time mentioned in the commits and the time the
vulnerability was reported as fixed in the issue tracker, it was possible to reduce the number
of relevant commits. The commits were checked out, compiled, and reproduced with OSS-
Fuzz, and their associated reproducible test case to find the latest commit containing the bug.
The GA would, of course, work with any diff that was guaranteed to have the bug present.
This was done to minimize the potential overhead of source code that was not needed to re-
implement the bug and to reduce execution time. Some commits made this process very easy
by mentioning the OSS-Fuzz Issue number in the commit message.

However, the majority of commits did not mention the OSS-Fuzz Issue number in the
commit message. The approach to find the latest commit containing the bug was then to
checkout a commit just after it was reported and a commit around the time it was reported
to be fixed, and apply a binary search to get the commit responsible for fixing the bug. For
some projects, the reported dates on the OSS-Fuzz Issue Tracker had an offset of a few hours
to a few days later compared to when the commit was published. This was remedied by
checking out commits some time before the reported dates on OSS-Fuzz Issue Tracker when
no commits during the reported date range resulted in a found bug. If no commits could be
found to re-implement the bug, it was replaced with another bug from the OSS-Fuzz Issue
Tracker. This meant that the bug report most likely was a result of a bug in a third-party
library used by the project, or that the bug could not be reproduced reliably locally.

Limitations on Diffs

The Diffs used in the GA had to be able to compile and reintroduce the bug when the whole
diff was applied in order for the GA to function properly.
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Representation of Individuals

Each diff was used to create a patch file. The patch file was then represented as a boolean
array representation (or bit-vector) for use in the GA, which was a recommended represen-
tation for GAs [10], so it could be modified on a file-by-file, hunk-by-hunk, or line-by-line
basis. This meant that if a symbol in the bit-vector was a "1", then that specific line, hunk, or
file was included in the generated diff, otherwise it was not. The representation was divided
into three categories; file, coarse, and fine-grained. The file version was a boolean array rep-
resentation of the files in the diff in order to find the necessary files to re-implement the bug.
The coarse version was also a boolean array representation of the hunks in the diff found by
the file version in order to find the hunks that were needed to re-implement the bug. The

Figure 4.1: A parsed diff with 3 files and 4 hunks and 17 changed lines, resulting in the file
bit-vector 111, hunk bit-vector 1111, and line bit-vector 11111111111111111.
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Figure 4.2: A generated diff with 2 files generated from the file bit-vector 011 applied on the
diff in Figure 4.1.

fine-grained version was also a boolean array representation of each line in the diff found
with the coarse version to further optimize the final diff. The search space for this approach
was 2n where n is the number of files, hunks, or lines. Each version helped reduce the search
space further and refine the necessary source code changes to re-implement the bug. To sim-
ply try to search for the necessary lines with the initial diff would result in a very low compile
percentage, and consequently, a very low convergence rate for the GA due to the large search
space.

Figure 4.3: A generated diff with 2 files and 2 hunks generated from the hunk bit-vector 0101
applied on the diff in Figure 4.1.
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Parsing and Generation of Diffs

The diffs used in the GA had to be parsed to both generate the bit-vectors for the GA and
to generate new diffs from the generated bit-vectors. The diffs were first divided into the
different files present in the diff. Whenever a file was found, the bit-vector was extended
by one element, see Figure 4.1. If the GA was run in coarse-grained mode, the diff was also
divided into the different hunks for each file. Whenever a hunk was found, the bit-vector
was extended by one element, see Figure 4.1. Each file also kept track of how many bits of
the bit-vector corresponded to which file. This was necessary when going from a bit-vector of
hunks to a diff in order to know if a file should be included in the generated diff or not. When
the GA was run in fine-grained mode, the diff was also divided on the lines in each hunk, see
Figure 4.1. This meant that each hunk also returned to its file which lines were used in each
hunk. If the hunk did not introduce any changes to the source code, the returned hunk was
empty. If all hunks in a file were empty, the file was not included in the generated diff. The
generated diff from the bit-vector, therefore, only included files and hunks which introduced
a change in the source code, see Figure 4.2, Figure 4.3, and Figure 4.4.

When a diff was modified by removing hunks, an offset of {old-lines} - {new-lines} was
applied to the rest of the hunk-headers in the file to keep it a valid patch. This offset was
modified with which lines were kept or not in the fine-grained version. If a line in the diff
that removed a line in the source code(i.e., starting with ’-’) was removed from the patch, the

Figure 4.4: A generated diff with 2 files, 3 hunks, and 8 changed lines generated from the line
bit-vector 00110101001001110 applied on the diff in Figure 4.1.
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offset was adjusted by adding 1 to the new-lines. To realize this change in the generated patch,
the ’-’ was replaced with a space, making the line effectively a context line in the patch, see
Figure 4.5. If a line in the diff that added a line in the source code(i.e., starting with ’+’) was
removed from the patch, the offset was adjusted by subtracting 1 from new-lines. To realize
this change in the generated patch, the entire line was removed from the patch, see Figure
4.6.

Figure 4.5: A diff applied with a bit-vector to transform a removed line into a context line,
causing a line increase in the source code.

Figure 4.6: A diff applied with a bit-vector to remove an added line, causing a line decrease
in the source code.

Directory Structure Used by The GA

The GA assumed a specific structure of folders and files associated with a project to function
properly, see Figure 4.7.

• diffs/temp: The directory used to store the individuals during the execution of the GA.

• diffs/out/file: The directory used to store the individuals returned from the GA run in
file mode.

• diffs/out/coarse: The directory used to store the individuals returned from the GA run
in coarse-grained mode.
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Figure 4.7: The directory structure.

• diffs/out/fine: The directory used to store the individuals returned from the GA run in
fine-grained mode.

• diffs/out/done: The directory used to store the merged diff containing several of the
returned individuals from the execution of the GA.

• <git-repository-project>: A git repository of the project used for creating copies of the
repository, used for testing and fuzzing for the GA.

• build.sh: A shell script used to build the project, parse the compilation log, and echo
the compilation percentage to standard output.

• test.sh: A shell script used to run the project’s test suite, parse the result, and echo the
result to standard output.

Parsing of The Compilation Log

In order to prioritize individuals which were closer to compiling, the projects’ build systems
had to be parsed to get an estimated compilation percentage. These scripts were based on the
build instructions presented on the project’s GitHub page. Some projects printed the exact
compilation percentage, but most did not. To get a compilation percentage estimate, in this
case, the compilation log had to be parsed based on the different directories compiled. If a
project, for example, compiled the directories /src, /tests, and /docs, the compilation percentage
would be increased by 33% whenever these directories appeared in the compilation log, see
Figure 4.8. This compilation estimate was only used if the project’s build system returned a
non-zero exit code.

Parsing of Test Suites

Due to the different types of output formats from the test suites used by the projects, separate
simple shell scripts had to be written to parse each test suite to echo back the result to the
GA. The source code was first compiled with the script build.sh. If the compilation was
successful, the script test.sh was called to start the test suite and parse the result. This parsing
was done with pattern matching using grep on the output. This script had to be written
manually for all of the different test suites. These scripts were small and hard-coded to only
support a specific test suite output. Not much knowledge of shell scripting was required to
make these scripts. Basic knowledge of running commands in the terminal in a Unix-based
operating system should be sufficient. The time taken to create a shell script to parse a test
suite was around 5 to 10 minutes. Most test suites returned the number of run, passed, and
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Figure 4.8: Example of a script to parse a compilation log.

failed tests on the last line in the log. A script to parse this could be to read the last line and
get the number of run, passed and failed tests, and return the number of passed tests to the
GA with the number of failed tests as the exit code, see Figure 4.9. This made the GA aware if
all tests passed or not. The GA did not build the fuzzers if a non-zero exit code was returned,
since it could lead to the fuzzers finding a crash that also caused the failed tests. This would
lead to GA following a false positive vulnerability. The GA assumed this script was present
due to the required file structure.

Figure 4.9: Example of a script to parse a test suite.

Building Fuzzers with OSS-Fuzz

Each project’s source code was cloned to the desktop computer, and then OSS-Fuzz’s fuzzers
were pointed to the local source code directory. This was done with the command python
infra/helper.py build_fuzzers -sanitizer {address/memory/undefined}
project_name {path_to_source_code}, which built the fuzzers for the fuzz targets
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associated with the project and pointed the fuzzers’ execution to the source code location.
OSS-Fuzz started a Docker image and copied a build script for the project into the Docker
image. This build script described how to build the project, build the fuzzers, and link the
fuzzers to the source code. OSS-Fuzz defaulted to compile the fuzzers to its own out directory
associated with the project. This was changed to place the fuzzer binaries into the project’s
local source code directory instead. This Docker image had to be run every time there were
any changes to the diffs to get the updated fuzzer binaries with the changed source code.

Furthermore, due to OSS-Fuzz having to be run in its own Docker image, the location
of the binaries of the source code after compilation for the projects was different than the
binaries compiled outside of the Docker image. This caused the build systems of the projects
to be unable to compile through OSS-Fuzz if they had already been compiled outside the
Docker image. The same happened if the projects were first compiled through OSS-Fuzz and
then tried to compile through their build systems. Running the projects’ test suites inside
OSS-Fuzz’s Docker image did not work since the library dependencies for the projects did not
support the compiler flags used to build and link the fuzzers. This resulted in either a crash
or failed test cases, which otherwise passed outside the Docker image. This was remedied
with the use of two copies of the same project, one for OSS-Fuzz and one for outside OSS-
Fuzz. This, however, obviously doubled the compilation time since the same project had to
be compiled twice to test the same source code.

Parsing of OSS-Fuzz Results

To actually check if a bug was reintroduced, the reproducible test case associated with the
project and the bug was used. The command python infra/helper.py reproduce
{path_to_source_code_fuzz_binaries} {fuzz_target} {path_to_testcase}
ran the fuzzer on the project at the fuzz target with the input bytes that triggered the bug.
If the fuzzer aborted execution after running the input, this meant that the bug was reintro-
duced. However, the address sanitizer was also bundled with a memory leak sanitizer, which
could also abort the execution. Since memory leaks were not an indicator of a successful re-
implementation of the bug, these crashes were ignored by the GA. If the fuzzer, however,
reported that only a small number of test cases were run before exiting, this indicated that
the bug had not been reintroduced.

Specifying Vulnerabilities to the GA

The GA got the desired vulnerabilities from the command line argument –bugs parsed by the
program with a set of vulnerabilities with their corresponding test case, diff, fuzz target, and
sanitizer.

Initialization of Individuals

The patch file to be reduced by the GA was parsed and divided into the files, hunks, and lines
present in the patch file. The GA first evaluated the whole patch file without any changes
applied, to at least have an individual that re-implemented the bug. The individuals were
then initialized in the GA through a divide-and-conquer approach, where the set of included
code elements was spread out evenly over the whole population. Since the initialization size
may vary between projects, the initialization size could be increased when the GA failed
to find any individuals that compiled in the first few generations. However, with a larger
initialization size, the individuals at the end of the population would be smaller than the
desired initialization size due to the end of the patch file. This was remedied by allowing
individuals at the end of the population to wrap around to the beginning of the patch file for
the parts of the individuals which would otherwise be cut off by the end of the patch file,
see Figure 4.10. The initialized individuals were immediately evaluated in order for a chance
to quickly determine which parts of the patch were relevant to the bug. From generation
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1, the population of individuals was passed through the selection, crossover, and mutation
functions to find better patch files.

Figure 4.10: Initialization of individuals with standard initialization size and double initial-
ization size.

Selection Function

The selection function was an important part of the GA. It determined which individuals to
discard and which to use in the next generation. However, some important features in the
individuals did not always reside in the individuals with the best fitness values. Because of
this, the selection had to include some low-scoring individuals into the next generation to
keep these features present in the population to preserve diversity. On the other hand, there
might be an individual with a much higher fitness score than others in the population. This
individual could be destroyed in the crossover function and the mutation function. One ap-
proach to remedy this and also greatly reduce the number of required generations was to use
an elitist strategy on the GA [27]. This meant saving a number of the best individuals between
generations and swap them out when better individuals were discovered. The currently best
individuals were always present in the population, and offsprings from these individuals had
a higher chance of replacing the currently best individuals than the other individuals in the
population and thus a higher potential to get closer to the optimum. Finally, given the desired
diversity and the ability to select the better individuals, the considered selection functions for
the parameter test were the Tournament Selection (TS) function with a tournament size of 2,
4, and 8, and the Proportional Roulette Wheel Selection.

Crossover Function

The crossover function was the heart of the GA and therefore needed to progress the popu-
lation towards the optimum at a good pace. If the crossover function were to produce fewer
diverse offsprings, the probability of premature convergence for the GA would increase. The
crossover function that did not have a risk of less diverse offsprings was the Partially Mapped
Crossover function. However, it was only compatible with the permutation problem repre-
sentation. If it were applied to the binary problem representation, the mapping between the
symbols on the selected substring would be ambiguous. A 1 would map to both 0 and 1 and
would cause a contradiction in the mapping, and Partially Mapped Crossover was therefore
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Figure 4.11: A contradicting example of the Partially Mapped Crossover function with a pop-
ulation in the binary representation.

not applicable to this GA, see Figure 4.11. Additionally, since the selection of code changes in
a diff was not an ordering problem, the permutation problem representation was not a great
fit. The crossover function, which was next considered, was the Uniform Crossover function.
It did have the risk of producing less diversity, but to a lesser extent compared to the K-point
Crossover function due to its higher reproduction potential. Since all symbols were treated
individually to determine which would switch individuals, the Uniform Crossover function
could mix the parents more than the K-point Crossover function. To determine how much
mixing was required to create good solutions, a parameter test had to be conducted by com-
paring the Uniform Crossover, 1-point Crossover, 2-point Crossover, and 4-point Crossover.

Mutation Function

The mutation function adds a little diversity to the population after the crossover function
has produced the new generation. It was also in some situations the only way to find an im-
portant feature for the optimal solution. However, the mutation function could also destroy a
good individual by mutating an important symbol or cause the GA to prematurely converge.
The performance of the mutation function depended on the representation of the individuals
and the problem size. The mutation functions considered were the most common mutation
function for the binary problem representation, the Bit-flip Mutation function [10], and its
more general case, the Simple Inversion Mutation function [16]. The two mutation functions
were tested in a parameter test to determine which would fit the GA best.

Evaluation of Individuals

After the population had been mutated, the individuals were evaluated, and
the status of an individual after the evaluation was one of six possible values;
BUG_REINTRODUCED, BUG_NOT_REINTRODUCED, FAILED_TO_PASS_ALL_TESTS,
FAILED_TO_BUILD_FUZZERS, FAILED_TO_COMPILE and FAILED_TO_APPLY_PATCH.
The individuals’ bit-vectors were used to generate the diffs associated with each individual
in the current population. These diffs were then one by one applied to the source code,
followed by compilation, testing, building the fuzzers, and reproducing the bug’s test case.
These results were then used in the fitness function to calculate a score for each individual in
the population. Building the fuzzers and reproducing the bug’s test case was only performed
if all tests in the project’s test suite passed in order to avoid false positives caused by failing
test cases unrelated to the actual bug.
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Fitness Function

The results from the tests and compilation of the current diff were used to evaluate the diffs
in the GA in order to get a vulnerable compiling diff. The length of the diff was also used in
the evaluation to get as small a diff as possible. The fitness function for a diff d for the GA
was

max( f (d)), where

f (d) =

$

’

’
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’
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dcompilepercent, if d did not compile

|t i P p | d passes iu | ¨
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|d|
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|d|
¨ (|dinit| + 1), otherwise

The factors dcompilepercent and |dinit| were the compile percentage for a diff and the length of
the initial diff, respectively, while |d| was the length of the current diff. The function was
designed to promote diffs that passed the project’s test suite with the most passed tests, as
well as reintroduced the bug. Then the fitness-function value was divided by the length of the
diff to give diffs with the same number of passed tests and verification result, but shorter in
length, an advantage. Diffs that reintroduced bugs had to always have a higher fitness value
than any other diff of any length for the GA to work properly. To achieve this, the fitness
value was multiplied by the length of the initial length +1 (|dinit| + 1). This made sure that a
diff of length 1, which passed all tests, did not outperform a diff of length |dinit|, which also
passed all tests, but also re-implemented the bug. To make the GA focus more on compiling
the diffs, all the diffs that did not compile used the compile percentage dcompilepercent as the
fitness-function value. Diffs of length 0 were not evaluated since they did not apply any
changes to the source code and were therefore uninteresting for the GA. This also avoided a
divide-by-zero problem with the fitness function.

Parallelization of Evaluations

The evaluation of individuals proved to be a performance bottleneck for the GA and
amounted to around 99% of the execution time. To speed up the GA, the evaluation of the
individuals was done in parallel using a thread pool. However, one copy of the source code
was not enough to evaluate several individuals in parallel because when a diff was applied
to the source code, another diff could not be applied. Therefore, to evaluate individuals in
parallel, extra copies of the source code equal to the number of threads used to evaluate the
individuals had to be used. Each thread’s ID was used to determine which copy of the source
code to evaluate the individual with.

Fault Localization

The initial design of the GA allowed individuals to use the whole diff to find the minimal
diff throughout the entire execution of the GA. However, this made it possible for the GA to
evaluate individuals that reintroduced the bug but were larger than the currently best found
individual. This caused the GA to be unable to converge before the max number of gener-
ations had been reached. Therefore, it was of interest to force the GA to only evaluate indi-
viduals of the same size or smaller. A Fault localization was implemented to achieve this by
tracking which bits in the bit-vector were required to re-implement the bug, see Algorithm 1.
These required bits were determined by looping over all bit-vectors in the population, which
re-implemented and not re-implemented the bug in the current generation, and applied a
bit-wise-and operation between the individuals and the current required bits. This enabled
several different individuals to help reduce the required bits further than the current best
individual, see Figure 4.12. The crossover-and mutation function used these required bits to
focus the GA on these bits to reduce the required bits even further. All bits that were not
part of the required bits were set to 0 since those bits had been confirmed not to be required
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Algorithm 1 Reduce Required Bits
Require: Individuals
Require: Required bits
Ensure: Required bits ď Required bits

for all Individual in Individuals do
if Individual re-implements bug then

Required bits Ð Required bits & Individual
end if
if Individual !re-implements bug then

Required bits Ð Required bits & !Individual
end if

end for
if Required bits = 0 then

for all Individual in Individuals do
if Individual re-implements bug then

Required bits Ð Required bits | Individual
end if

end for
end if

Figure 4.12: Example of when several bit-vectors, which reintroduce the bug, help reduce the
required bits more than the current best bit-vector.

to re-implement the bug. However, if the bug could be re-implemented in several mutually
exclusive parts of the code, the required bits could be set to 0, indicating that no change in
the code is required to re-implement the bug, which is false. To remedy this, the required
bits were determined by the bitwise-or of the individuals, which re-implemented the bug in
this case, see Algorithm 1. If the required bits were reduced too aggressively and did not
include the bug, the required bits were reset to the currently best individual’s bit-vector. If
the required bits were less than the currently best evaluated individual after the final gener-
ation, the required bits were evaluated and replaced the best individual if the required bits
managed to re-implement the bug. This was done to ensure that only the individuals that
had been evaluated could be a final solution returned by the GA.

Crossover Function with Fault Localization

The original implementation of the crossover function did not consider which bits were cur-
rently required to reintroduce the bug. To make sure the result of the crossover included a
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permutation from the current required bits, the crossover function only considered a potential
crossover if a symbol was included in the current required bits.

Mutation Function with Fault Localization

The original implementation of the mutation function did not consider which bits were cur-
rently required to reintroduce the bug. To make sure the mutated individual was a permuta-
tion of the current required bits, the mutation function only considered a potential mutation
if the symbol was included in the current required bits. To further make use of the fault lo-
calization, the mutation function also only removed bits from the individuals, which were
not modified by the crossover function, that re-implemented the bug, since it was pointless
to add bits to these individuals. Individuals that reintroduced the bug could only increase
their fitness value if their length were reduced, therefore, increasing the length would lower
the fitness value of these individuals.

Inverse Initialization Search Space Reduction

The GA initialized the individuals based on the initialization size which, in the best case,
found one or several individuals that re-implemented the bug and reduced the search space
to just a few bits. However, in the worst case, the individuals either do not compile or re-
implement the bug, which leaves the GA to try to minimize the patch on the large starting
search space. In order to decrease the initial search space used by the GA, the individuals
were also initialized based on the inverse of the initialization size if the required bits were
not reduced after the first initialization, see Figure 4.13. The inverse initialization size was
multiplied by the inverse of the initialization size after each initialization. This initialization
phase was run until no decrease of the required bits could be found, see Figure 4.14.

Figure 4.13: Inverse initialization.

Figure 4.14: Reduction of search space with inverse initialization.

Avoiding Re-evaluations

When the population started to contain small individuals that further limited the search space
due to fault localization, there were many identical individuals in the population and indi-
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viduals that had already been evaluated. Therefore, these evaluations would be unnecessary
to perform. This was remedied by marking all duplicate bit-vectors, logging all evaluated
bit-vectors, and retroactively assigning fitness values to duplicate and already evaluated in-
dividuals.

Focused Adaptive Mutation

The fault localization helped the GA to only evaluate individuals that were the same size or
smaller than the current best individual. However, when the number of individuals that re-
implemented the bug was small, and the best individual in the current population was only
marginally better than the previous best known individual, the GA stagnated. The speed
of descent became slow, and the better individuals were only a few bits better than the best
individual. To remedy this, the mutation probability was adjusted based on the performance
of the previous generation. If there were more duplicates or already evaluated individuals in
the population compared to the previous generation, the mutation rate was increased. If only
a few individuals compiled and there was a low amount of duplicates in the population, the
mutation was decreased, since this indicated that the mutation probability was too high.

For large individuals, there was a chance that some important parts of an individual were
never explored. With a more deterministic and spread out mutation for large individuals, the
GA could focus on the parts of the individual that increased the fitness the most. The bits
to mutate in the individual were determined by the index of where the individual resided
in a randomly ordered list of individuals. For example, the individual first in the randomly
ordered list was mutated in the first few bits, and the last individual in the randomly ordered
list was mutated in the last few bits, see Figure 4.15.

Figure 4.15: Example of the focused adaptive mutation.

Adaptive Order of Operations

When an individual was found that re-implemented the bug and was smaller than the initial
diff, the mutation was done before the crossover, see Figure 4.16. This was done in order to get
more diversity in the population before the crossover function to get more useful crossover
operations. The more diverse the population is, the more effective the crossover function
is [16]. The crossover was done before the mutation in cases where the initialization failed
to find an individual that re-implemented the bug and was smaller than the initial diff, and
would therefore need a slower search with a less diverse population. With a too diverse pop-
ulation, with the mutation done before the crossover, there would be a risk that an individual
that re-implemented the bug and was smaller than the initial diff would never be found.

Adaptive Initialization

If the initialized population resulted in zero compiling individuals in the first 5 generations
of the GA, see Figure 4.16, the GA was restarted with a larger initialization size, see Figure
4.17.
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Figure 4.16: The design of the GA.

Stopping Criteria

The GA stopped when the entire population consisted of a single bit-vector or a small set of
bit-vectors. These bit-vectors had to include the currently best bit-vector, and no new bit-
vectors had to have been generated since the previous generation. This could only occur
whenever the diversity in the population was extremely low and the required bits forced the
GA to only output already evaluated individuals. This could also occur when the selection
function was too biased towards the best individuals, coupled with a too low mutation rate,
causing the GA to prematurely converge.

Initial Parameter Values

Before the parameter test was run, the GA used a population size of 50 with a maximum
of 15 generations. The selection function was Tournament size 4 with the 2-point-crossover
function with a 95% crossover probability, and the mutation function bit flip with a probabil-
ity of 1% was used. These parameter values were based on the values used in GenProg [11],
automatic program repair of Assembler programs [35], an improved adaptive GA [27], and
some preliminary test runs. These values functioned as baseline values in the parameter test
when a parameter had not yet been tested. The initialization size of the individuals was the
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Figure 4.17: Minimization flowchart of a diff.

initial diff length divided by the population size to get isolated parts of the initial diff to have
the potential to reintroduce the bug already during the initialization.

Parameter Test

The test ran the GA with a set of parameters on the same diff to compare the convergence
percentage, the average diff lengths, the number of generations needed, and the total time
taken. The dynamic initialization size was turned off during the parameter tests to get as
accurate comparisons as possible. The 3 best combinations of parameters from each test were
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used as the new baseline in the next parameter test until all tests had been run, until as close
to a best set of parameters as possible had been selected.

Each version of the GA was run 10 times per parameter value to get reliable results. The
parameter test was run with the GA, with only the coarse mode enabled to reduce the time
taken for each parameter test and to have a moderate search space for the GA. If only the file
mode was used, the solution was found during initialization, and if only the fine mode was
used, no individual was able to compile. The parameter test ran the GA with the coarse ver-
sion to evaluate the parameters in cases where an amount of searching was required to find an
as-close-as-possible to optimal solution. Every combination of the considered selection func-
tions (PRWS, Tournament size 2, Tournament size 4, and Tournament size 8) and crossover
functions (Uniform Crossover, 1-point Crossover, 2-point Crossover, and 4-point Crossover)
was evaluated to get the best possible steady pressure towards convergence while still having
some diversity in the population to not prematurely converge. When a good combination of
the selection function and the crossover function was found, the mutation probability was
tested along with the different mutation functions. From preliminary testing, the mutation
probability played a big part in the performance of the GA, and it was therefore more thor-
oughly tested with more possible values. A focused mutation variant with adaptive proba-
bility was also tested and compared with mutations with static mutation probability. When
a combination of mutation probability and mutation function was found that increased the
performance of the GA, the crossover probability was adjusted. Lastly, the population size
and maximum number of generations were adjusted to find the population size that resulted
in the greatest descent compared to the total execution time. The GA with different popula-
tion sizes was allowed to run for a maximum of 50 generations or 2 hours of execution time
to compare larger population sizes with more possible generations. For the last parameter
test, a much larger diff from the same project was used in order to properly test the perfor-
mance of the GA, since the GA managed to converge before the preliminary max number of
generations with the diff used for the previous parameter tests.

Creation of Test Suite With Ground Truth

The patches generated by the GA were used to create the test suite with automatic ground
truth. However, in order to guarantee ground truth, all patches had to contain one and only
one known bug from the set of bugs returned from the GA. This was verified by reproducing
with OSS-Fuzz with the sanitizer, fuzz target, and test case for each bug with only one patch
applied to the source code. A patch had ground truth if OSS-Fuzz reproduced the bug exactly
once during this process. Otherwise, the patch did not have ground truth and was discarded.

Merge of Verified Patches

The patches that had verified ground truth were applied to the source code. However, it
was not guaranteed that all patches could be applied to the source code since several patches
could cause compilation errors when combined. Some bugs could also be incompatible with
each other. Therefore, the merging process had to use a heuristic to narrow down the search
space since, in theory, the number of ways the patches could be applied was n! for n different
bugs. The heuristic used was an ordering of the file size of each patch. The patches were
first applied to the source code in ascending file size order. Whenever a patch was applied,
the set of currently applied patches was evaluated to verify that all applied patches could be
triggered and verified with ground truth.

The test suite was evaluated to determine if all bugs in the merged program could be
triggered and verified with ground truth. For each bug included in the test suite, all test cases
were looped over to check that only one bug was triggered for each test case. Whenever a bug
was triggered in the test suite, all bugs in the test suite were reproduced individually with
the test case that triggered the bug in the test suite, see Algorithm 2. If more than one or no
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Algorithm 2 Evaluate Test Suite
Require: Test Suite
Require: Bugs
Require: Testcases
Ensure: All bugs can be triggered in the Test Suite with ground truth

apply(Test Suite)
for all Bug in Bugs do

build_ f uzzers(Bug[sanitizer])
for all testcase in Testcases do

if reproduce(Bug, testcase, Bug[ f uzz_target]) triggered a bug then
reproduced_bugs Ð 0
for all Bug in Bugs do Ź Run in parallel

apply(Bug) Ź Run in parallel
build_ f uzzers(Bug[sanitizer]) Ź Run in parallel
if reproduce(Bug, testcase, Bug[ f uzz_target]) then Ź Run in parallel

reproduced_bugs Ð reproduced_bugs + 1 Ź Run in parallel
end if

end for
if reproduced_bugs ‰ 1 then

Throw Exception
end if

end if
end for

end for

bug was triggered by a test case, then it would be impossible to determine ground truth. The
test suite would then be unusable as an evaluation tool for Fuzzers with automatic ground
truth. If a patch could not be applied to the source code or caused the current test suite to be
unable to verify bugs with ground truth, the patch was not included in the test suite. If not
all patches could be applied to the source code and verified in ascending file size order, they
were instead applied to the source code and verified in descending file size order. If none of
these application approaches successfully created a test suite with ground truth with all the
verified patches, the approach that produced a set with the most patches was used. If both
approaches produced the same test suite, the first approach was used to create the patch.
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5 Results

5.1 Overview

To test the performance of creating automatic test suites with ground truth and to make sure
the GA had no bias towards the bug used in the parameter test, the program was used to
create test suites with ground truth for five projects, including the project used during imple-
mentation and testing. The performance test created test suites with ground truth 10 times
per project to get a good statistical accuracy while taking an acceptable time to complete. The
test measured the number of bugs included in the test suite, the size of the test suite, the
success rate, and the time taken to create each test suite.

5.2 Pre-study

The vulnerabilities for the projects were selected based on the 4.2 Project & Vulnerability
Selection Criteria.

Selected Projects

The 5 projects selected had compile-and-test time as well as Fuzzer build time within the 1-
minute limit and were implemented in C or C++ since most vulnerabilities are found in these
languages, see Table 5.1.

Project Compile Time (s) Test Time (s) Build Fuzzers Time (s) Language
nDPI 17.3 16.8 36 C

mruby 22.4 2.2 32.4 C
libxml2 22.8 0.2 28.2 C
libdwarf 14.9 2.8 19.3 C/C++
hunspell 24.8 4.9 24.1 C++

Table 5.1: Compile time, test time, time to build fuzzers, and implementation language for
the selected projects.
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Selected Vulnerabilities

Most of the selected vulnerabilities were memory corruption bugs with different variants of
buffer overflows and were detected with the address sanitizer. The age of the vulnerabilities
was a few days after they were released to the public, with a few exceptions. For specifics for
each project, see Tables 5.2-5.6.

OSS-Fuzz Issue Nr. Type Of Bug Sanitizer Diff Size Days
57448 Segmentation fault Address 4 581 37
57369 Heap buffer overflow Address 4 639 40
57317 Segmentation fault Address 4 649 40
56272 Segmentation fault Address 7 270 63
55218 Heap buffer overflow Address 73 295 101

Table 5.2: Selected Vulnerabilities for nDPI.

OSS-Fuzz Issue Nr. Type Of Bug Sanitizer Diff Size Days
57037 Segmentation fault Address 4 561 35
56991 Heap use after free Address 4 648 35
56889 Use of uninitialized value Memory 4 774 35
56406 Heap use after free Address 7 698 35
53183 Integer overflow Address 25 917 35

Table 5.3: Selected Vulnerabilities for mruby.

OSS-Fuzz Issue Nr. Type Of Bug Sanitizer Diff Size Days
57521 Use of Uninitialized Value Memory 10 490 39
57469 Global buffer overflow Address 10 512 36
57410 Use of uninitialized value Memory 10 526 41
57304 Global buffer overflow Address 11 347 42
57294 Global buffer overflow Address 11 347 42

Table 5.4: Selected Vulnerabilities for libxml2.

OSS-Fuzz Issue Nr. Type Of Bug Sanitizer Diff Size Days
57527 Heap buffer overflow Address 7 157 32
57442 Heap buffer overflow Address 9 576 34
57437 Heap double free Address 9 837 35
57429 Invalid free Address 9 837 34
56906 Heap buffer overflow Address 14 522 40

Table 5.5: Selected Vulnerabilities for libdwarf.

OSS-Fuzz Issue Nr. Type Of Bug Sanitizer Diff Size Days
56737 Heap use after free Address 157 59
55818 Stack buffer underflow Address 619 82
55191 Stack buffer overflow Address 705 115
54672 Use of uninitialized value Memory 1 090 122
54244 Heap buffer overflow Address 2 307 138

Table 5.6: Selected Vulnerabilities for hunspell.
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5.3 Parameter Tests

The different choices of functions and their parameters were tested through a series of pa-
rameter tests to determine which combination of them gave the best possible performance
for the GA.

The first 3 parameter tests for the GA, which tested the selection and crossover functions,
mutation function, and mutation probability, and crossover probability, were run with the
diff from the OSS-Fuzz issue number 56272 with a size of 7 271 lines. The last parameter
test was run with the diff from the OSS-Fuzz issue number 55218, with a size of 73 295 lines,
in order to fully test the population size and maximum generations. Both diffs used in the
parameter tests were from the nDPI project. If the diff for the first 3 parameter tests were
used for this test, it would finish during initialization for large population sizes and would
not provide any useful results of the GA run under a large number of generations.

Selection and Crossover Functions

Each combination of the considered selection functions (PRWS, Tournament size 2, Tour-
nament size 4, Tournament size 8) and crossover functions (Uniform Crossover, 1-point
Crossover, 2-point Crossover, 4-point Crossover) was tested, see Figure 5.1. The three best

Figure 5.1: Selection-and Crossover function parameter test with the fitness value of the best
individual per generation averaged out over the total number of runs. The parameter test
was performed on the vulnerability from the OSS-Fuzz issue 56272 for the nDPI project.
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combinations of selection and crossover functions from this parameter test were Tournament
size 8 and 1-point crossover, PRWS and 1-point Crossover, and Tournament size 8 and Uni-
form Crossover. The only combination of selection and crossover functions that managed to
achieve a 100% convergence rate was Tournament size 8 and 1-point Crossover. The average
time taken to converge was 44.5 minutes in an average of 8.8 generations. The other two best
combinations managed to achieve a 90% convergence rate in an average of 33.2 minutes with
10.2 generations on average and 40.2 minutes on average with an average of 12.3 generations
respectively. The diff sizes produced by the three best combinations were on average 29, 206,
and 278 lines, respectively. The three best combinations of selection and crossover functions
(Tournament size 8 and 1-point Crossover, PRWS and 1-point Crossover, and Tournament
size 8 and Uniform Crossover) were tested further in the next parameter test, Mutation Func-
tion and Mutation Probability.

Mutation Function and Mutation Probability

The three best combinations of selection and crossover functions from the previous parame-
ter test were tested with the two considered mutation functions, bit-flip and simple inversion,
with probability values 0.005, 0.01, 0.02, 0.03, and 0.01, 0.25, 0.5, respectively. The bit-flip
mutation function was also tested with an adaptive probability variant. The three best muta-

Figure 5.2: Mutation function-and probability parameter test with the fitness value of the
best individual per generation averaged out over the total number of runs. The parameter
test was performed on the vulnerability from the OSS-Fuzz issue 56272 for the nDPI project.
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tion functions and probabilities based on currently chosen parameter values for the GA were
Tournament size 8 and 1-point Crossover and bit-flip with 0.01 probability, PRWS and 1-point
Crossover and adaptive bit-flip, and PRWS and 1-point Crossover and bit-flip with 0.02 prob-
ability, see Figure 5.2. All three best current parameter values for the GA managed to achieve
a 100% convergence rate. The different GA configurations managed this in an average of 44.5
minutes with 8.8 generations on average, 45.1 minutes on average with an average of 9.4 gen-
erations, and in an average of 37.5 minutes with 10.3 generations on average, respectively.
The diffs produced by the three best GA configurations had the same size of 29 lines. The
three best GA configurations from this parameter test were used in the next parameter test,
Crossover Probability.

Crossover Probability

The three best GA configurations from the previous parameter test were tested with different
probability values 0.6, 0.7, 0.8, 0.9, and 1.0 for the crossover function, see Figure 5.3. Almost all
GA configurations tested in this parameter test had a convergence rate of 100%, only 5 did not
have a 100% convergence rate. The best three converged in an average of 16.9 minutes with

Figure 5.3: Crossover probability parameter test with the fitness value increase per generation
of the best individual per crossover probability averaged out over the total number of runs.
The parameter test was performed on the vulnerability from the OSS-Fuzz issue 56272 for the
nDPI project.
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6.2 generations on average, 16.5 minutes on average with an average of 6.4 generations, and
in an average of 18.1 minutes with 6.8 generations on average. These three GA configurations
(PRWS and 1-point Crossover with 0.8 crossover probability and adaptive bit-flip mutation,
PRWS and 1-point Crossover with 0.6 crossover probability and adaptive bit-flip mutation,
and with 0.95 crossover probability and adaptive bit-flip mutation) were used in the last
parameter test, Population Size and Maximum Generations.

Population Size and Maximum Generations

The last parameter test ran the best GA configurations from the previous parameter test, with
the diff from the OSS-Fuzz issue number 55218, with a diff size of 73 295 lines. The test ran
for a maximum of 50 generations or 2 hours of execution time with the population sizes 50,
70, 90, and 110, see Figure 5.4. The best GA configuration from this parameter test was PRWS
and 1-point-crossover with 0.95 crossover probability, adaptive mutation, and a population
size of 110. The GA had a 100% convergence rate, resulting in an output diff of 30 lines.
It took, on average, 92.4 minutes in an average of 9.7 generations to reduce the diff in this
parameter test. The maximum number of generations used for the best GA configuration

Figure 5.4: Population size and maximum generations parameter test with the fitness value of
the best individual per generation averaged out over the total number of runs. The parameter
test was performed on the vulnerability from the OSS-Fuzz issue 55218 for the nDPI project.
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was 14 generations. The most used generations for any GA configuration in this parameter
test was 45 generations, and the least used generations was 4 generations.

5.4 Evaluation

The performance of the GA and the algorithm for merging the reduced diffs was evaluated
by reducing 5 diffs and trying to merge the resulting diffs into a single diff. This was done
for 5 projects, 10 times. The diffs for each project were grouped together, and the output
was summed together for each run to calculate the average and standard deviation, noted
as average(˘standard deviation), for each project. Each line in Tables 5.7-5.10 lists the total
number of lines for that project and the output lines for that project, as well as how much the
diff was reduced with the time taken for each run and phase.

Reduction of Diffs

The three phases of the GA reduced the diffs for the 25 vulnerabilities for the 5 projects, see
Tables A.1-A.4 in appendix A for reduction stats per vulnerability. The complete reduction is
shown first, followed by reduction on file-, hunk-, and line-level. In total, the GA reduced the
diffs from 252 061 lines to 974 lines on average in around 80 000 s (22.2 h). The fastest time
was 4 714 s (1.3 h) on average for the hunspell project, and the longest time was 30 839 s (8.6
h) on average for the libxml2 project, see Table 5.7.

Project Input Diff Size Output Diff Size Size Reduction Time Taken (s)
nDPI 94 434 75 99.9% 13 346(˘1 189) s

mruby 47 598 395(˘440) 99.2(˘0.9)% 23 938(˘2 201) s
libxml2 54 222 222(˘7) 99.6% 30 839(˘562) s
libdwarf 50 929 206(˘39) 99.6(˘0.1)% 7 055(˘373) s
hunspell 4 878 76 98.4% 4 714(˘124) s

Total 252 061 974(˘456) 99.6(˘0.2)% 79 892(˘2 587) s

Table 5.7: Result of the GA from the initial diffs to the final diffs for all projects.

File Phase

The diffs were first reduced at the file level and managed to remove 75.8% on average of the
lines from the initial diffs, with the vulnerabilities still present and triggerable. The execution
time of this phase took around 50% of the total execution time of the GA, see Table 5.8. This
phase removed files that were irrelevant to the vulnerabilities, for example, config and text
files, as well as build system files and source files that were not needed to successfully compile
and pass all tests.

Project Input Diff Size Output Diff Size Size Reduction Time Taken (s)
nDPI 94 434 44 956(˘23) 52.4% 7 111(˘174) s

mruby 47 598 1 724(˘706) 96.4(˘1.5)% 10 101(˘371) s
libxml2 54 222 9 123 83.2% 15 492(˘13) s
libdwarf 50 929 4 545 91.1% 2 548(˘82) s
hunspell 4 878 590 87.9% 2 371(˘98) s

Total 252 061 60 938(˘692) 75.8(˘0.3)% 37 624(˘411) s

Table 5.8: Result of the GA from the initial diffs to the file output diffs for all projects.
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Coarse-Grained Phase

The diffs from the File Phase were reduced on the hunk level through the Course-Grained
Phase, and managed to remove 97.8% on average of the lines with vulnerabilities still present
and triggerable. The execution time of this phase took around 25% of the total execution time
of the GA, see Table 5.9. This phase removed sections in the source code that were irrelevant
to the vulnerabilities.

Project Input Diff Size Output Diff Size Size Reduction Time Taken (s)
nDPI 44 956(˘23) 108 99.8% 5 223(˘1 119) s

mruby 1 724(˘706) 489(˘453) 75.3(˘10.8)% 3 573(˘1 752) s
libxml2 9 123 275(˘14) 97.0(˘0.2)% 9 782(˘155) s
libdwarf 4 545 324 92.9% 1 506(˘17) s
hunspell 590 129 78.1% 827(˘7) s

Total 60 938(˘692) 1 324(˘451) 97.8(˘0.7)% 20 912(˘1 877) s

Table 5.9: Result of the GA from the file output diffs to the coarse output diffs for all projects.

Fine-Grained Phase

The diffs from the Course-Grained Phase were reduced on the line level through the Fine-
Grained Phase, and managed to remove 28.7% on average of the lines with vulnerabilities
still present and triggerable. The execution time of this phase took around 25% of the total
execution time of the GA, see Table 5.10. This phase removed lines that were irrelevant to the
vulnerabilities.

Project Input Diff Size Output Diff Size Size Reduction Time Taken (s)
nDPI 108 75 30.6% 1 012(˘9) s

mruby 489(˘453) 395(˘440) 28.3(˘10)% 10 263(˘961) s
libxml2 275(˘14) 222(˘7) 19.2(˘4.1)% 5 564(˘504) s
libdwarf 324 206(˘39) 36.3(˘12)% 3 001(˘293) s
hunspell 129 76 41.1% 1 516(˘46) s

Total 1 324(˘451) 974(˘456) 28.7(˘7.2)% 21 356(˘1 010) s

Table 5.10: Result of the GA from the coarse output diffs to the final diffs for all projects.

Construction of Test Suites

When the reduced diffs were merged into one diff per project, 19 of 25 vulnerabilities were
able to be merged. None of the test suites managed to merge all vulnerabilities into one diff,
the maximum was 4 vulnerabilities, and the minimum was 3. This resulted in an overall
success rate of 76% for the generation of test suites, where the maximum was 80%, and the
minimum was 60%, see Table 5.11.

Project Total Vulnerabilities Merged Vulnerabilities Time Taken (s) Total Time (s)
nDPI 5 4 1 040(˘23) s 14 386(˘1 186) s

mruby 5 4 1 939(˘215) s 25 876(˘2 168) s
libxml2 5 3 1 676(˘108) s 32 515(˘602) s
libdwarf 5 4 787(˘70) s 7 842(˘422) s
hunspell 5 4 899(˘23) s 5 613(˘122) s

Total 25 19 6 340(˘177) s 86 232(˘2 647) s

Table 5.11: Result of the automatically constructed test suites.
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The time taken to merge the vulnerabilities and verify that ground truth is achieved for all
vulnerabilities in the test suite took, on average, 1 268 s (21.1 min), and the time taken from
the original diffs to the generated test suite was 17 246 s (4.8 h) on average. Of the 974 reduced
lines, only 352 lines could be used to construct test suites, resulting in 36.1% of the code from
the GA being compatible within the same diffs. The sum of all reduced usable diffs resulted
in 352 lines, which, when merged per project, resulted in 5 diffs of 328 lines. The merging of
the diffs resulted in a further reduction in diff size of 6.8% on average, see Table 5.12.

A diff failed to merge due to two reasons; conflicting changes between diffs, and the test
suite not triggering all vulnerabilities in the merged diff. Of the 6 diffs that failed to merge, 4
of them failed due to conflicting changes, and 2 due to the test suite being unable to trigger
all vulnerabilities, see Table A.5 in appendix A for more details.

Project Input Diff Size Unmerged Diff Size Merged Diff Size Size Change
nDPI 75 52 52 0%

mruby 395(˘440) 104(˘4) 104(˘4) 0%
libxml2 222(˘7) 61(˘3) 53(˘3) -13.2(˘0.7)%
libdwarf 206(˘39) 72 64 -11.1%
hunspell 76 63 55 -12.7%

Total 974(˘456) 352(˘7) 328(˘7) -6.8(˘0.1)%

Table 5.12: Reduction of code from the initial diffs to the final diffs for the merged diffs for all
projects.
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6 Discussion

6.1 Results

In this section, the results are discussed and compared with the related works.

Behavior of The GA

During the parameter tests, there were some configurations that failed to find any (or almost
any) individuals better than the initial population and showed on the graphs as horizontal
(or nearly horizontal) lines. This most likely was due to too high diversity in the population,
causing every individual to fail to compile. These results were expected when the mutation
probability was too high, resulting in the GA to behave as a random search algorithm instead.
The rest of the configurations followed a pattern of a steep climb for the first generations, fol-
lowed by a gradual slowdown towards the final generations. This was an expected behavior
in GAs called selection intensity [19], which naturally decreases when the GA is closing in on
the optimal solution since the distribution of the fitness values in the population will be more
concentrated. This can be proven by the fact that the number of active bits in the individuals
is limited by the required bits fault localization 4.3 and that the number of active bits must
be one or more bits. As better individuals are found, the population’s individuals are limited
by the best found individual’s bit-vector, which will get more restrictive as better individuals
are found, resulting in a smaller and smaller search space and a smaller variance of fitness
values. This can more clearly be seen in Figure 5.3, where most of the configurations reached
a near optimum within half of the generations and then spent the rest of the generations
getting closer and closer to the optimum.

Test Suite Extendability Compared to Related Works

The time taken for the GA to reduce the diffs while preserving the vulnerabilities in roughly
80 000 s (22.2 h) in total across all projects was quite a long time, but not unexpected due to
the compilation, test, and fuzzer build times for the selected projects and the population size.
However, the time taken to reduce the diff per vulnerability was a little less than an hour
on average, which was not great but also not terrible. This means it would take an hour on
average to extend the test suite with an additional vulnerability with ground truth, with close
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to no manual steps. This provides a greater test suite extendability than MAGMA [6], where
all reintroductions of vulnerabilities were done manually, and DARPA CGC [15], where small
programs with intended vulnerabilities were created manually. However, the extendability
would not be close to the extendability of LAVA-M [7] but would support more variety of
real-world vulnerabilities compared to LAVA-M’s synthetic vulnerabilities.

Although it would be easy to extend the number of vulnerabilities in the test suites, it is
not guaranteed that they would be compatible with the vulnerabilities already included in
the test suites. None of the generated test suites included all possible vulnerabilities, with
an overall success rate of 76%. This was to be expected since some generated code could
be incompatible with each other. A remedy for this could be with manual editing of the
code to improve compatibility, as done in MAGMA [6], but to ensure better scalability and
automation, splitting the set of vulnerabilities into several test suites with different sets of
vulnerabilities instead would be better to increase the success rate.

6.2 Method

In this section, the method is discussed and criticized along with a discussion of selected
sources for this study.

Imprecise Compilation Percentage Evaluation

The parsing of the compilation logs when a compilation percentage was not reported by
the build system was a little coarse. A more precise approximation of compilation percent-
age could be to count the number of successfully compiled files compared to the expected
number of compiled files. This low precision of compilation percentage could have affected
the results in some GA configurations where many individuals failed to compile. Due to
the high uncertainty of which individuals actually came furthest in the compilation, the GA
could potentially follow the individuals with the worst compilation percentage and risk of
never finding an individual that compiles. This makes the parsing of the compilation logs,
where a precise compilation percentage is missing, quite unreliable, but would only affect the
results if there were no compiling individuals.

Compiling The Projects and Building Fuzzers

The high execution time of the GA was largely due to the fact that each individual had to be
compiled twice. First with the project’s own build suite and then with OSS-Fuzz to enable
fuzzing to avoid false negatives in the project’s test suite. This was the main bottleneck for the
performance of the GA, and several different approaches were made to try to avoid compiling
twice. It is still unclear if this problem was only applicable to the project selected to guide the
implementation, or if the rest of the selected projects would have worked correctly compiled
only through OSS-Fuzz. An initial check could have been implemented to compare test suite
results from the project’s own build suite and from OSS-Fuzz, and do double compilation if
there were false negatives when compiled through OSS-Fuzz.

Possible False-Positives with The Fitness Function

The fitness function designed for this GA was based on the fitness function used in Gen-
Prog [11] with some modifications to also depend on the length of the evaluated diff. One
significant edge case with the fitness function was when the number of passed tests was larger
than the initial length of the diff. This could have led to an individual who passed many tests
but did not re-implement the bug outperforming an individual that passed fewer tests but
re-implemented the bug. This would make the GA focus on minimizing the diff while pass-
ing as many tests as possible without any regard for whether the bug was re-implemented
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or not. To ensure that an individual that re-implemented the bug always had a larger fitness
value than any individual that did not re-implement the bug, all tests had to pass to check if
the bug had been re-implemented. This requirement also prevented cases where a failing test
could have led to a false positive when checking if the bug had been re-implemented. This
ensured that the result of whether the bug was re-implemented or not was accurate.

Possibility of a Better GA Configuration

The method used for the parameter tests could affect which parameters were used and their
values, since only certain parameters were tested in each parameter test, which could affect
the outcome in the following parameter tests. This could have resulted in the parameters
used for the GA not being the optimal choice for this study. The initial parameter values
for the parameter test could have affected the entire outcome, and some parameters that
performed badly during the first test could have performed better if used with parameter
values tested in the later tests. To ensure that the optimal parameters and values would
have been used, all parameters and values would have to be tested at the same time for
all possible combinations. Due to the computational complexity of the GA, evaluating all
possible combinations of parameters was not feasible during this study. This makes the result
of the parameter test less reliable since if the parameter tests were to be done again with
different initial parameter values, a different combination of parameters could have been
selected.

Source Criticism

The fitness function for the GA in this study was largely inspired by GenProg [11], where
the test cases were mainly used to ensure the functionality in the program remained intact
during the repair. Le Goues et al. [11] discussed that this concept was built upon the fact
that the test suites for the programs were extensive enough not to introduce other bugs and
vulnerabilities during the repair. This risk would then also be present in this study, where the
GA managed to reintroduce a vulnerability with all passing tests. However, it could have also
introduced unintended bugs that were not covered by the test suite. The risk of this should
be lower for this study since the already existing code changes are being kept or removed,
instead of editing existing code.

Finally, the literature about GAs was well established, and similar information could
be found in papers from many different authors, making the information about GAs well-
grounded.

6.3 The Work in a Wider Context

This benchmark test suite generator, while being able to produce powerful test suites with
automatic vulnerability verification through ground truth, is still many times slower than
synthetic benchmark test suites, such as LAVA-M [7], at generating test suites. Compared to
benchmark test suites similar to MAGMA [6], the benchmark test suite generator is faster,
or at least less costly, since it requires minimal manual work to generate test suites, which is
the most attractive aspect from a user perspective. But a significant downside would be the
time taken to generate the test suite, as the risk of vulnerabilities might interfere with each
other, resulting in a smaller test suite than intended or no viable test suite at all. Additionally,
the generated code changes are not guaranteed to be optimal changes, which could make
it harder to determine which parts of the code would be contributing to the vulnerabilities
when used to benchmark fuzzers.

There are potentially many severe vulnerabilities in the complex systems that run the
world and could be exploited for nefarious purposes. By enabling a way to generate bench-
mark test suites for fuzzers with code based on these complex systems, it could increase the
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performance of fuzzers to catch more of these vulnerabilities before they can be exploited.
This, however, comes with an increased energy consumption due to the computational com-
plexity of the benchmark test suite generator. Making the benchmark test suite generator
more sustainable is something to aim for, but compared to the much higher energy consump-
tion of fuzzers, it is not the most important aspect to make it a viable competitor among other
fuzzer benchmark test suites.
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7 Conclusion

This section presents the answers to the research questions and discusses future work for this
study.

7.1 Conclusions

The main goal of this thesis was to create a benchmark test suite that could automatically
generate test suites for fuzzers with automatic ground truth for real-world bugs to reduce
the manual work required during fuzzing evaluations. The created benchmark test suite
achieved this by minimizing code changes required to reintroduce vulnerabilities into pro-
grams. The benchmark test suite managed to reintroduce all vulnerabilities chosen for this
thesis with a quite consistent minimization ratio, except for a few vulnerabilities where the
minimization ratio was less consistent. The average time taken to reintroduce a vulnerabil-
ity was around 1 hour, and the generated test suites included 76% of the vulnerabilities on
average.

This thesis shows that the approach to automatically reintroduce vulnerabilities into pro-
grams to evaluate fuzzers is a possible and viable option to other fuzzing evaluation methods.
The groundwork for further advancements within this approach of fuzzing evaluations has
been laid out in this thesis.

7.2 How Can GAs Be Used To Minimize Diffs?

To minimize diffs using GAs, the diffs have to be transformed into a format that can easily be
modified by a GA and guarantees a unique mapping between the format used in the GA and
the resulting diff. This is crucial in order to accurately determine the objective value of the
diff, which is needed to compare different diffs and drive the GA towards diffs with better
objective values.

How Can a Diff Be Represented For Use In a GA?

A Diff can be represented as a string of ones and zeros, a bit-vector, where each symbol
corresponds to whether a specific file, hunk, or line in the diff would be kept or removed.
If the symbol was a "1" the file, hunk, or line was included in the output diff, if the symbol
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7.3. How Can Several Vulnerable Versions of a Program With Only One Known
Vulnerability Be Merged Into One Program With the Same Vulnerabilities?

was a "0" it was not. This made it possible for the GA to "switch off" a certain file, hunk,
or line in the diff by changing the symbol from "1" to "0" regardless of whether the symbol
corresponded to a file, hunk, or line.

How Can Diffs Be Evaluated To Drive a GA Towards Better Diffs?

In order to drive a GA to produce better diffs, a number of different evaluations had to be
used. The diffs had to be generated based on the bit-vector produced by the GA, compiled,
and pass all tests from the diff’s test suite, and ensure that the reintroduced vulnerability can
still be triggered. The set of bit-vectors that compiled, passed all tests, and reintroduced the
vulnerability was combined together using the and operator to get the maximum bit-vector
length currently required to reintroduce the vulnerability, and would drive the GA to produce
bit-vectors smaller and better diffs in the next generations.

7.3 How Can Several Vulnerable Versions of a Program With Only One
Known Vulnerability Be Merged Into One Program With the Same
Vulnerabilities?

The set of vulnerable versions of a program could be merged into a single program with the
same vulnerabilities through a heuristic. Whenever a vulnerable version was merged into the
program with a set of vulnerabilities, the vulnerabilities in the merged program were checked
to ensure that they could still be triggered with ground truth, with the added vulnerability.

7.4 Future Work

This work was limited to show that the reintroduced vulnerabilities could be triggered by a
fuzzer using the reproducible test case in a program with several known vulnerabilities. Fur-
ther research needs to be done to explore the actual extendability of this benchmark test suite
generator and how well these test suites perform during a fuzz testing session compared to
other fuzzing benchmark test suites, such as LAVA-M [7], MAGMA [6], and Darpa CGC [42].

It became clear in this thesis that some adjustments to the behavior of existing functions
in GAs were needed to effectively minimize a diff, and there are likely more adjustments to
be made here to increase the effectiveness even further.

Over the course of this thesis, code generation with the use of machine learning models
(e.g., ChatGPT) has become much better. It would be interesting to see if these models could
be used to automate some of the manual parts of this test suite generator, for example, the
collection of relevant vulnerabilities and the parsing of the compilation logs and project test
suite results. Furthermore, it would be interesting to explore if synthetic vulnerabilities gen-
erated through these models could be more similar to real-world vulnerabilities compared to
the synthetic vulnerabilities used in LAVA-M [7].
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A Appendix

A.1 Detailed Stats

Vulnerability Input Diff Size Output Diff Size Size Reduction Time Taken (s)
nDPI 57448 4 581 13 99.7% 693 s
nDPI 57369 4 639 13 99.7% 680 s
nDPI 57317 4 649 23 99.5% 1 003(˘9) s
nDPI 56272 7 270 13 99.8% 1 105 s
nDPI 55218 73 295 13 99.9% 9 864(˘1 194) s

mruby 57037 4 561 22 89% 1 574(˘11) s
mruby 56991 4 689 52 99.5% 3 390(˘122) s
mruby 56889 4 774 17(˘4) 99.7(˘0.1)% 2 036(˘24) s
mruby 56406 7 698 291(˘438) 96.2(˘5.7)% 9 858(˘2 185) s
mruby 53183 25 917 13 99.9% 1 730(˘7) s
libxml2 57521 10 490 17(˘3) 99.8% 4 046(˘10) s
libxml2 57469 10 512 32 99.7% 4 448(˘41) s
libxml2 57410 10 526 12 99.9% 3 906(˘2) s
libxml2 57304 11 347 77 99.3% 8 703(˘201) s
libxml2 57294 11 347 84(˘7) 99.3(˘0.1)% 9 735(˘498) s
libdwarf 57527 7 157 12 99.8% 744(˘6) s
libdwarf 57442 9 576 24 99.7% 1 946(˘153) s
libdwarf 57437 9 837 12 99.9% 941(˘16) s
libdwarf 57429 9 837 24 99.8% 1 329(˘60) s
libdwarf 56906 14 522 134(˘39) 99.1(˘0.3)% 2 094(˘219) s
hunspell 56737 157 26 83.4% 1 169(˘9) s
hunspell 55818 619 13 97.9% 495(˘27) s
hunspell 55191 705 12 98.3% 798(˘46) s
hunspell 54672 1 090 12 98.9% 1 056(˘82) s
hunspell 54244 2 307 13 99.4% 1 196(˘40) s

Table A.1: Result of the GA from the initial diffs to the final diffs.
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A.1. Detailed Stats

Vulnerability Input Diff Size Output Diff Size Size Reduction Time Taken (s)
nDPI 57448 4 581 52 98.9% 506 s
nDPI 57369 4 639 145 96.9% 488 s
nDPI 57317 4 649 62 98.7% 487 s
nDPI 56272 7 270 66 99.1% 594 s
nDPI 55218 73 295 44 631(˘23) 39.1% 5 035(˘174) s

mruby 57037 4 561 503 89% 1 574(˘11) s
mruby 56991 4 689 373(˘238) 92(˘5.1)% 2 245(˘64) s
mruby 56889 4 774 159 96.7% 1 050 s
mruby 56406 7 698 620(˘747) 91.9(˘9.7)% 3 777(˘335) s
mruby 53183 25 917 69 99.7% 1 455(˘7) s
libxml2 57521 10 490 956 90.9% 3 401(˘3) s
libxml2 57469 10 512 1 034 90.2% 2 849(˘2) s
libxml2 57410 10 526 970 90.8% 3 413(˘2) s
libxml2 57304 11 347 3 147 72.3% 2 968(˘11) s
libxml2 57294 11 347 3 016 73.4% 2 861(˘8) s
libdwarf 57527 7 157 1 461 79.6% 385(˘6) s
libdwarf 57442 9 576 684 92.9% 697(˘60) s
libdwarf 57437 9 837 1 502 84.7% 556(˘15) s
libdwarf 57429 9 837 488 95% 690(˘28) s
libdwarf 56906 14 522 410 97.2% 220 s
hunspell 56737 157 77 51% 231(˘1) s
hunspell 55818 619 15 97.6% 179 s
hunspell 55191 705 101 85.7% 561(˘46) s
hunspell 54672 1 090 235 78.4% 687(˘69) s
hunspell 54244 2 307 162 93% 713(˘40) s

Table A.2: Result of the GA from the initial diffs to the file output diffs.
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A.1. Detailed Stats

Vulnerability Input Diff Size Output Diff Size Size Reduction Time Taken (s)
nDPI 57448 52 13 75% 121 s
nDPI 57369 145 13 91% 121 s
nDPI 57317 62 23 62.9% 289(˘1) s
nDPI 56272 66 29 56.1% 125 s
nDPI 55218 44 631(˘23) 30 99.9% 4 567(˘1 119) s

mruby 57037 503 32 93.6% 740(˘23) s
mruby 56991 373(˘238) 63 77.1(˘9.4)% 765(˘552) s
mruby 56889 159 61 61.6% 348(˘5) s
mruby 56406 620(˘747) 320(˘453) 58.3(˘8.1)% 1 546(˘1 856) s
mruby 53183 69 13 81.2% 177 s
libxml2 57521 956 30 96.9% 367 s
libxml2 57469 1 034 41 96% 1 215(˘39) s
libxml2 57410 970 18 98.1% 365 s
libxml2 57304 3 147 86 97.3% 3 593(˘97) s
libxml2 57294 3 016 100(˘14) 96.7(˘0.5)% 4 242(˘167) s
libdwarf 57527 1 461 20 98.6% 308 s
libdwarf 57442 684 55 92% 454(˘17) s
libdwarf 57437 1 502 27 98.2% 325(˘3) s
libdwarf 57429 488 43 91.2% 248(˘1) s
libdwarf 56906 410 176 56.3% 171 s
hunspell 56737 77 68 11.7% 186(˘3) s
hunspell 55818 15 15 0% 54(˘3) s
hunspell 55191 101 13 87.1% 120 s
hunspell 54672 235 14 94% 239 s
hunspell 54244 162 19 88.3% 229 s

Table A.3: Result of the GA from the file output diffs to the coarse output diffs.
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A.1. Detailed Stats

Vulnerability Input Diff Size Output Diff Size Size Reduction Time Taken (s)
nDPI 57448 13 13 0% 66 s
nDPI 57369 13 13 0% 71 s
nDPI 57317 23 23 0% 227(˘10) s
nDPI 56272 29 13 55.2% 386 s
nDPI 55218 30 13 56.7% 262(˘2) s

mruby 57037 32 22 31.3% 1 076(˘108) s
mruby 56991 63 52 17.5% 3 913(˘538) s
mruby 56889 61 17(˘4) 72.6(˘6.8)% 638(˘25) s
mruby 56406 320(˘453) 291(˘438) 18.7(˘7)% 4 534(˘574) s
mruby 53183 13 13 0% 100 s
libxml2 57521 30 17(˘3) 43.7(˘10.7)% 278(˘6) s
libxml2 57469 41 32 22% 385(˘12) s
libxml2 57410 18 12 33.3% 128 s
libxml2 57304 86 77 10.5% 2 141(˘148) s
libxml2 57294 100(˘14) 84(˘7) 14.9(˘11)% 2 632(˘422) s
libdwarf 57527 20 12 40% 51 s
libdwarf 57442 55 24 56.4% 796(˘90) s
libdwarf 57437 27 12 55.6% 60(˘5) s
libdwarf 57429 43 24 44.2% 391(˘38) s
libdwarf 56906 179 134(˘39) 25(˘21.7)% 1 703(˘219) s
hunspell 56737 68 26 61.8% 752(˘11) s
hunspell 55818 15 13 13.3% 263(˘28) s
hunspell 55191 13 12 7.7% 117 s
hunspell 54672 14 12 14.3% 131(˘18) s
hunspell 54244 19 13 31.6% 254(˘1) s

Table A.4: Result of the GA from the coarse output diffs to the final diffs.

Project Vulnerability Rejection Reason
nDPI 57317 Conflicting changes

mruby 56406 Conflicting changes
libxml2 57304 Failed to trigger all vulnerabilities
libxml2 57294 Failed to trigger all vulnerabilities
libdwarf 56906 Conflicting changes
hunspell 54244 Conflicting changes

Table A.5: Diffs which failed to be merged into their test suite.
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